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Abstract: Test processes determine whether the development products of a given activity
conform to the requirements of that activity and whether the system and/or software satisfies its
intended use and user needs. Testing process tasks are specified for different integrity levels.
These process tasks determine the appropriate breadth and depth of test documentation. The
documentation elements for each type of test documentation can then be selected. The scope of
testing encompasses software-based systems, computer software, hardware, and their
interfaces. This standard applies to software-based systems being developed, maintained, or
reused (legacy, commercial off-the-shelf, Non-Developmental Items). The term “software” also
includes firmware, microcode, and documentation. Test processes can include inspection,
analysis, demonstration, verification, and validation of software and software-based system
products.
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IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of
the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus
development process, approved by the American National Standards Institute, which brings together volunteers
representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the
Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote
fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy
of any of the information contained in its standards.

Use of an IEEE Standard is wholly voluntary. The IEEE disclaims liability for any personal injury, property or other
damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or indirectly
resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The IEEE does not warrant or represent the accuracy or content of the material contained herein, and expressly
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for a specific
purpose, or that the use of the material contained herein is free from patent infringement. IEEE Standards documents
are supplied “AS IS.”

The existence of an IEEE Standard does not imply that there are no other ways to produce, test, measure, purchase,
market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the viewpoint
expressed at the time a standard is approved and issued is subject to change brought about through developments in the
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every five years for revision or reaffirmation. When a document is more than five years old and has not been
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In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nor is the IEEE undertaking to perform any duty owed by any other
person or entity to another. Any person utilizing this, and any other IEEE Standards document, should rely upon the
advice of a competent professional in determining the exercise of reasonable care in any given circumstances.

Interpretations: Occasionally questions may arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will initiate
action to prepare appropriate responses. Since IEEE Standards represent a consensus of concerned interests, it is
important to ensure that any interpretation has also received the concurrence of a balance of interests. For this reason,
IEEE and the members of its societies and Standards Coordinating Committees are not able to provide an instant
response to interpretation requests except in those cases where the matter has previously received formal consideration.
At lectures, symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that his or her views should be considered the personal views of that individual rather than the formal
position, explanation, or interpretation of the IEEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardless of membership affiliation
with IEEE. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Comments on standards and requests for interpretations should be addressed to:

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the Institute of
Electrical and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright Clearance Center. To
arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Introduction

This introduction is not part of IEEE Std 829-2008, IEEE Standard for Software and System Test Documentation.

Software and software-based systems testing is a technical discipline of systems engineering. The purpose
of software and software-based systems testing is to help the development organization build quality into
the software and system during the life cycle processes and to validate that the quality was achieved. The
test process determines whether the products of a given life cycle activity conform to the requirements of
that activity, and whether the product satisfies its intended use and user needs. This determination can
include inspection, demonstration, analysis, and testing of software and software-based system products.
Test activities are performed in parallel with software and system development, not just at the conclusion of
the development effort.

The test activities provide objective data and conclusions about software and system quality. This feedback
can include anomaly identification, performance measurement, and identification of potential quality
improvements for expected operating conditions across the full spectrum of the software-based systems and
their interfaces. Early feedback allows the development organization to modify the products in a timely
fashion and thereby reduce overall project and schedule impacts. Without a proactive approach, anomalies
and associated changes are typically delayed to later in the schedule, resulting in greater costs and schedule
delays.

This revision of the standard makes significant changes from the prior version. The following is a summary
of the changes:

— Changed focus from being document-focused to being process-focused in keeping with
IEEE/EIA Std 12207.0™-1996% while retaining information on test documentation.

— Added the concept of an integrity level to assist organizations in determining a recommended
minimum set of testing tasks and concurrent selection of test documentation needed to support
the tasks.

— Identified minimum recommended tasks for the sample integrity level scheme.

— Added an activity for choosing appropriate documents and contents.

— Added a Master Test Plan (MTP) for documenting the actual management of the total test effort.
— Added a Level Interim Test Status Report to be issued during the test execution activity.

— Added a Master Test Report for when there are multiple Level Test Reports that need
consolidation. The Master Test Report may also summarize the results of the tasks identified in
the Master Test Plan.

— Identified sample metrics in Annex E.

— Added the concept of independence in Annex F.

The following key concepts are emphasized in this standard:

— Integrity levels. Defines four integrity levels (ranging from high integrity to low integrity) to
describe the importance of the software and the software-based system to the user.

® IEEE publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards/ieee.org/).
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— Recommended minimum testing tasks for each integrity level. Defines the recommended
minimum testing tasks required for each of the four integrity levels. Includes a table of optional
testing tasks for tailoring the test effort to meet project needs and application specific
characteristics.

— Intensity and rigor applied to testing tasks. Introduces the notion that the intensity and rigor
applied to the testing tasks vary according to the integrity level. Higher integrity levels require
the application of greater intensity and rigor to the testing tasks. Intensity includes greater
scope of testing across all normal and abnormal system operating conditions. Rigor includes
more formal techniques and recording procedures.

— Detailed criteria for testing tasks. Defines specific criteria for each testing task, including
recommended minimum criteria for correctness, consistency, completeness, accuracy,
readability, and testability. The testing task descriptions include a list of the required task inputs
and outputs.

— Systems viewpoint. Includes recommended minimum testing tasks to respond to system issues.

— Selection of test documentation. Both the types of test documentation and the content topics
within each documentation type need to be selected based on the testing tasks associated with
the identified integrity level.

Compliance with International and IEEE Standards. Defines the test processes to be compliant with life
cycle process standards such as ISO/IEC 12207:1995," IEEE Std 1074™-2006 and IEEE/EIA Std 12207.0-
1996 as well as the entire family of IEEE software and systems engineering standards. This standard
supports the full software life cycle processes, including acquisition, supply, development, operation, and
maintenance. The standard is compatible with all life cycle models; however, not all life cycle models use
all of the life cycle processes described in this standard.

Notice to users

Laws and regulations

Users of these documents should consult all applicable laws and regulations. Compliance with the
provisions of this standard does not imply compliance to any applicable regulatory requirements.
Implementers of the standard are responsible for observing or referring to the applicable regulatory
requirements. IEEE does not, by the publication of its standards, intend to urge action that is not in
compliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

This document is copyrighted by the IEEE. It is made available for a wide variety of both public and
private uses. These include both use, by reference, in laws and regulations, and use in private self-
regulation, standardization, and the promotion of engineering practices and methods. By making this
document available for use and adoption by public authorities and private users, the IEEE does not waive
any rights in copyright to this document.

° ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve 20,
Switzerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering
Documents, 15 Inverness Way East, Englewood, Colorado 80112, USA (http://global.ihs.com/). Electronic copies are available in the
United States from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA
(http://www.ansi.org/).
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Updating of IEEE documents

Users of IEEE standards should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect. In order to determine whether
a given document is the current edition and whether it has been amended through the issuance of
amendments, corrigenda, or errata, visit the IEEE Standards Association Web site at
http://ieeexplore.ieee.org/xpl/standards.jsp, or contact the IEEE at the address listed previously.

For more information about the IEEE Standards Association or the IEEE standards development process,
visit the IEEE-SA Web site at http://standards.icee.org.

Errata

Errata, if any, for this and all other standards can be accessed at the following URL:
http://standards.ieece.org/reading/ieee/updates/errata/. Users are encouraged to check this URL for errata
periodically.

Interpretations

Current interpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/interp/.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence
or validity of any patent rights in connection therewith. A patent holder or patent applicant has filed a
statement of assurance that it will grant licenses under these rights without compensation or under
reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair
discrimination to applicants desiring to obtain such licenses. Other Essential Patent Claims may exist for
which a statement of assurance has not been received. The IEEE is not responsible for identifying Essential
Patent Claims for which a license may be required, for conducting inquiries into the legal validity or scope
of Patents Claims, or determining whether any licensing terms or conditions are reasonable or non-
discriminatory. Further information may be obtained from the IEEE Standards Association.
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IMPORTANT NOTICE: This standard is not intended to assure safety, security, health, or
environmental protection in all circumstances. Implementers of the standard are responsible for
determining appropriate safety, security, environmental, and health practices or regulatory
requirements.

This IEEE document is made available for use subject to important notices and legal disclaimers. These
notices and disclaimers appear in all publications containing this document and may be found under the
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.”
They can also be obtained on request from IEEE or viewed at htip://standards.ieee.org/IPR/disclaimers.html.

1. Overview

This standard supports all software life cycle processes, including acquisition, supply, development,
operation, and maintenance. This standard is compatible with all life cycle models. Not all life cycle
models use all of the life cycle processes listed in this standard.

System and software test processes determine whether the outcomes of a given activity conform to the
requirements of that activity and whether the development product satisfies its intended use and user needs.
The determination may include analysis, demonstration, inspection, and testing of software products.

The user of this standard may invoke those software life cycle processes and the associated test processes
that apply to the project. A description of the software life cycle processes may be found in ISO/IEC
12207:1995 [B24],' IEEE Std 1074™-2006 [B17], and IEEE/EIA Std 12207.0™-1996 [B21].

1.1 Scope

This standard applies to all software-based systems. It applies to systems and software being developed,
acquired, operated, maintained, and/or reused [e.g., legacy, modified, Commercial-Off-the-Shelf (COTS),
Government-Off-the-Shelf (GOTS), or Non-Developmental Items (NDIs)]. When conducting the test
process, it is important to examine the software in its interactions with the other parts of the system. This
standard identifies the system considerations that test processes and tasks address in determining system
and software correctness and other attributes (e.g., completeness, accuracy, consistency, and testability),
and the applicable resultant test documentation.

1The numbers in brackets correspond to those of the bibliography in Annex A.
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1.2 Purpose

The purpose of this standard is to:

— Establish a common framework for test processes, activities, and tasks in support of all software
life cycle processes, including acquisition, supply, development, operation, and maintenance
processes

— Define the test tasks, required inputs, and required outputs

— Identify the recommended minimum test tasks corresponding to integrity levels for a four-level
integrity scheme (see the used example in 4.1)

— Define the use and contents of the Master Test Plan and the Level Test Plan(s) (e.g., for
component, integration, system, and acceptance test)

— Define the use and contents of related test documentation (Test Design, Test Case, Test
Procedure, Anomaly Report, Test Log, Level Test Report, Interim Test Report, and Master Test
Report)

1.3 Test objectives

Software-based systems are composed of software, hardware, interfaces, and operators/users. Testing
processes include the consideration of interactions with all other system components, such as:

— Environment: Determine that the solution represented in the software-based system correctly
accounts for all conditions, such as natural phenomena, physical laws of nature, business rules,
physical properties, and the full ranges of the system operating environment (as applicable).

— Operators/users: Determine that the software communicates the proper status/condition of the
software-based system to the operator/user and correctly processes all operator/user inputs to
produce the required results. For incorrect operator/user inputs, ensure that the system is
protected from entering into a dangerous or uncontrolled state. Validate that operator/user
policies and procedures (e.g., security, interface protocols, and system assumptions) are
consistently applied and used across each component interface. Validate that all forms of user
documentation are complete and correct (e.g., error messages, help files, online and offline
system support, user guides, and user training materials).

— Hardware: Determine that the software correctly interacts with each hardware interface and
provides a controlled system response (i.e., graceful degradation) for hardware faults.

— Other software: Determine that the software interfaces correctly with other software
components of the system or other systems in accordance with the requirements, and that errors
are not propagated among software components.

The testing process provides objective evidence that the software-based system and its associated products:
a) Satisfy the allocated system requirements
b) Solve the right problem (e.g., correctly model physical laws, implement business rules, and use
the proper system assumptions)
c) Satisfy its intended use and user needs

Development of a reasonable body of evidence requires a tradeoff between the amount of time spent and a
finite set of system conditions and assumptions against which to perform the testing tasks. Each project
should define criteria for a reasonable body of evidence (i.e., selecting an integrity level establishes one of
the basic parameters), time schedule, and scope of the testing tasks (i.e., range of system conditions and
assumptions), and should select the documents and documentation content topics that are most appropriate
based on this information.
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Testing processes provide an objective assessment of software-based system products throughout each
project’s life cycle in addition to providing an objective assessment of the system at the completion of each
development iteration, completion of all development, and throughout the operations phases of the life
cycle. This assessment demonstrates whether software and system requirements are satisfied (e.g., at the
completion of development, at installation and go-live, during operation and maintenance, and retirement).
Other objectives of performing testing activities are to:

— Validate that the system satisfied the requirements for its intended use and user needs

— Validate that the right problem is solved (e.g., implement business rules and use the proper
system assumptions)

— Establish responsibility and accountability for the testing processes
— Facilitate early detection and correction of software and system anomalies
— Provide an early assessment of software and system performance

— Provide factual information to management for determining the business risk of releasing the
product in its current state

— Identify areas of anomaly clusters in functionality, etc.
Testing supports the primary life cycle processes. Test activities are most effective when conducted in
parallel with the software development processes, not just at the completion of development.

1.4 Organization of the standard

This standard is organized into clauses (Clause 1 though Clause 17), figures, tables, and annexes (Annex A
through Annex H).

— Clause 1 contains material useful in understanding and using this standard.
— Clause 2 lists normative references.
— Clause 3 provides definitions of terms, abbreviations, and conventions.

— Clause 4 explains the concept of using software integrity levels for determining the scope and
rigor of test processes.

— Clause 5 describes each primary software life cycle process (using a life cycle chosen for
illustrative purposes) and lists the test activities and tasks associated with the life cycle process.

— Clause 6 defines the process for choosing the test documentation contents.

— Clause 7 defines the verb “address” and requires that each possible documentation content topic
be considered for inclusion in the test documentation.

— Clause 8 defines the recommended contents of a Master Test Plan.

— Clause 9 defines the recommended contents of a Level Test Plan(s).

— Clause 10 defines the recommended contents of a Level Test Design.

— Clause 11 defines the recommended contents of a Level Test Case.

— Clause 12 defines the recommended contents of a Level Test Procedure.

— Clause 13 defines the recommended contents of a Level Test Log.

— Clause 14 defines the recommended contents of an Anomaly Report.

— Clause 15 defines the recommended contents of a Level Interim Test Status Report
— Clause 16 defines the recommended contents of a Level Test Report.

— Clause 17 defines the recommended contents of a Master Test Report.
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Figure 1 illustrates a possible flow for fully using this standard. It starts with the development or the use of
an existing integrity level scheme (4.1 and Annex B). Then the integrity level for software-based system
that requires test documentation is selected. The higher levels of integrity require more rigorous and
extensive documentation. Next, there is the creation of an inventory of all testing tasks (Clause 5). The final
step of that inventory is the identification of the inputs and outputs for each task (Annex C). This will
include non-test-specific project documentation as well as all test documents. The integrity level definitions
steps of the process (define the integrity level scheme, identify the tasks for each integrity level, select the
test documents needed for each task) may be done once for an organization, and then all each system has to
do is select its particular integrity level.

The identified inputs and outputs per test task (Annex C) may then be compiled into a list of documents
that are needed.

For each type of document, there is a list of its possible content items (Clause 8 through Clause 17). The
next step is to consider each candidate content item and to accept it as useful or reject it (Clause 7). Once
the list of contents per document is completed, then the final step is to identify all content items that are
already documented elsewhere (Clause 6).

Figure 2 illustrates a possible flow for partial use of this standard. Some users are not responsible for an
entire test program, and they may want to consider only the test documentation most relevant to their
responsibilities. Other users of this standard may not yet have or may not want full test documentation.
Figure 2 can then serve as an index into the descriptions of the possible content items for the different types
of test documentation. The planning documents are in Clause 8 (Master Test Plan) and Clause 9 (Level
Test Plan). The test design document is described in Clause 10 (Level Test Design). The test case
description is in Clause 11 (Level Test Case), and the procedures for execution of the test cases are in
Clause 12 (Level Test Procedure). The documents for test results are in Clause 13 (Level Test Log),
Clause 14 (Anomaly Report), Clause 15 (Level Interim Test Status Report), Clause 16 (Level Test Report),
and Clause 17 (Master Test Report).

The tables contain detailed summary information:
— Table 1 provides an example of a consequence-based integrity level scheme.
— Table 2 lists the test documentation mapped to integrity levels for development.
— Table 3 provides testing task descriptions, inputs, and outputs for each life cycle process.
— Table 4 provides an example of a task description in the Master Test Plan.
— Table B.1 provides a description of integrity levels.
— Table B.2 lists definitions of consequences of failures.
— Table B.3 provides a risk assessment scheme.
— Table C.1 lists recommended minimum testing tasks required for different integrity levels.
— Table D.1 lists optional testing tasks and suggested applications.
— Table F.1 provides alternatives for test organizations.

— Table H.1 through Table H.10 provide summaries of and coverage for IEEE standards.
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Select an integrity level schema
Subclause 4.1 and
(examples are in Subclause 4.1 Annex B

and in Annex A)

v

Identify the desired integrity
level for the software or system > Clause 4
to be tested (e.g., Level 1 to 4)

l

Select the testing tasks
identified as needed basedon | ~ Table 2, Table 3,
the integrity level. Each testing and Annex C
task identifies its associated
documentation.

!

Inventory the test
documentation identified as |y Clause5
needed based on the testing

tasks.

Process in Clause 6
Select the contents for each and Clause 7, possible
testing document contents in Clause 8
through Clause 17

Figure 1—Full use of this standard
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——»
Test planning Clause 8 and Clause 9

3 Clause 10
Test design

» Clause 11 and

Test cases/test procedures and
Clause 12

their execution

' | 5 Clause 13
Test results reporting through

Clause 17
Figure 2—Partial use of this standard

The annexes contain information useful to implementing the requirements of this standard:

— Annex A provides a bibliography of standards referenced in this standard. References to
documents listed in the bibliography at Annex A are denoted as [Bn].

— Annex B provides an example of a risk-based (as opposed to a consequence-based) integrity
scheme consistent with Table 1.

— Annex C provides the recommended minimum test activities and tasks (including their inputs
and outputs) supporting the above processes.

— Annex D provides a description of optional testing tasks.

— Annex E describes test metrics.

— Annex F provides a detailed definition of independence.

— Annex G provides examples for tailoring the documentation content topics.

— Annex H provides the mapping for compliance with IEEE/EIA 12207.1™-1997 [B22].

1.5 Audience

The audience for this standard includes software-based system suppliers, acquirers, developers, testers, and
managers in both the supplier and acquirer organizations. This standard may also be of interest to software-
based system users, maintenance personnel, quality assurance personnel and auditors, and participants in
the legal system.
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1.6 Conformance

The word shall identifies mandatory requirements to claim conformance with this standard. Any other
words, such as should or may, indicate optional tasks that are not required to claim conformance with this
standard.

Any software integrity level scheme may be used with this standard, or if the stakeholders agree, the
decision can be made to not use an integrity level scheme (and simply to choose the test documents
desired). The software integrity level scheme used in this standard is not mandatory, but rather, it
establishes an example of the recommended minimum testing tasks for the referenced integrity scheme. To
demonstrate conformance to this standard whenever different integrity schemes are used, the user should
map the project-specific integrity scheme to the integrity scheme used in this standard. This mapping then
establishes the minimum testing tasks that should be assigned to the project. This mapping and the
associated minimum testing tasks should be documented in the highest level test plan.

Not all test efforts are initiated at the start of the life cycle acquisition process and continued through the
maintenance process. If a project uses only selected life cycle processes, then conformance with this
standard is achieved if the minimum testing tasks are implemented for the associated life cycle processes
selected for the project. If used, the integrity level assigned to the system and software defines the
minimum testing tasks. For life cycle processes that are not used by the project, the test requirements and
tasks for those life cycle processes are optional testing tasks invoked as needed. Specific software
development methods and technologies may eliminate development steps or combine several development
steps into one. Therefore, a corresponding adaptation of the minimum testing tasks is recommended.

When this standard is invoked for existing software and the required information for the testing task is not
available, then use other available sources or reconstruct the needed information to achieve conformance
with this standard.

This standard provides examples for a process that leads to an effective set of test documents and their
contents. It does not mandate using a particular (or any) integrity level scheme, using all of the test
documents described herein, or using all of the possible content items listed for each test document. It is a
suggested process for reaching appropriate conclusions for an individual organization’s needs.

1.7 Disclaimer

This standard establishes recommended minimum criteria for test processes, activities, and tasks. The
implementation of these criteria does not, however, automatically ensure compliance to system or mission
objectives, or prevent adverse consequences (e.g., loss of life, mission failure, and loss of system safety or

security, financial or social loss). Conformance with this standard does not absolve any party from any
social, moral, financial, or legal obligations.

1.8 Limitations

There are no limitations.

2. Normative references

This standard does not require the use of any normative references. Other standards considered useful in the
implementation and interpretation of this standard are listed in Annex A, Bibliography.
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3. Definitions, acronyms, and abbreviations

3.1 Definitions

For the purposes of this document, the following terms and definitions apply. The Authoritative Dictionary
of IEEE Standards Terms [B2] and IEEE Std 610.12™-1990 [B3] should be referenced for terms not
defined in this clause.

3.1.1 acceptance testing: (A) Testing conducted to establish whether a system satisfies its acceptance
criteria and to enable the customer to determine whether to accept the system. (B) Formal testing conducted
to enable a user, customer, or other authorized entity to determine whether to accept a system or
component. This is analogous to qualification testing in IEEE/EIA Std 12207.0-1996 [B21]. Another
commonly used synonym is validation testing.

3.1.2 activity: An element of work performed during the implementation of a process. An activity normally
has an expected duration, cost, and resource requirements. Activities are often subdivided into tasks.

3.1.3 address: To deal with, to take into consideration; (specifically) to decide whether and when a defined
documentation topic is to be included, either directly or by reference to another document. Make a decision
as to whether an item is to be recorded prior to the test execution (in a tool or not in a tool), recorded during
the test execution, recorded post-test execution, not recorded (addressed by the process), or excluded.

3.1.4 anomaly: Anything observed in the documentation or operation of software or system that deviates
from expectations based on previously verified software products, reference documents, or other sources of
indicative behavior. (adopted from IEEE Std 610.12-1990 [B3])

3.1.5 checkout: Testing conducted in the operational or support environment to ensure that a software
product performs as required after installation. (adopted from IEEE Std 610.12-1990 [B3])

3.1.6 component: One part that makes up a system. A component may be hardware or software and may
be subdivided into other components. (adopted from IEEE Std 610.12-1990 [B3])

NOTE—The terms “module,” “component,” and “unit” are often used interchangeably or defined to be subelements of
one another in different ways depending on the context. The relationship of these terms is not yet standardized.

3.1.7 component integration testing: Testing of groups of related components.

3.1.8 component testing: Testing of individual hardware or software components. (adopted from
IEEE Std 610.12-1990 [B3])

3.1.9 criticality: The degree of impact that a requirement, module, error, fault, failure, or other
characteristic has on the development or operation of a system. (adopted from IEEE Std 610.12-1990 [B3])

3.1.10 development testing: Testing conducted to establish whether a new software product or software-
based system (or components of it) satisfies its criteria. The criteria will vary based on the level of test
being performed.

3.1.11 document: (A) A medium, and the information recorded on it, that generally has permanence and
can be read by a person or a machine. Examples in software engineering include project plans,
specifications, test plans, and user manuals. (B) To create a document as in (A). (adopted from
IEEE Std 610.12-1990 [B3])
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3.1.12 documentation: (A) A collection of documents on a given subject. (B) Any written or pictorial
information describing, defining, specifying, reporting, or certifying activities, requirements, procedures, or
results. (C) The process of generating or revising a document. (D) The management of documents,
including identification, acquisition, processing, storage, and dissemination. (adopted from
IEEE Std 610.12-1990 [B3])

3.1.13 feature: A distinguishing characteristic of a system item (includes both functional and nonfunctional
attributes such as performance and reusability).

3.1.14 integration testing: Testing in which software components, hardware components, or both are
combined and tested to evaluate the interaction among them. This term is commonly used for both the
integration of components and the integration of entire systems. (adopted from IEEE Std 610.12-1990
(B3])

3.1.15 integrity level: (A) The degree to which software complies or must comply with a set of
stakeholder-selected software and/or software-based system characteristics (e.g., software complexity, risk
assessment, safety level, security level, desired performance, reliability, or cost), defined to reflect the
importance of the software to its stakeholders. (B) A symbolic value representing this degree of compliance
within an integrity level scheme.

3.1.16 integrity level scheme: A set of system characteristics (such as complexity, risk, safety level,
security level, desired performance, reliability, and/or cost) selected as important to stakeholders, and
arranged into discrete levels of performance or compliance (integrity levels), to help define the level of
quality control to be applied in developing and/or delivering the software.

3.1.17 Interface Requirements Specification (IRS): Documentation that specifies requirements for
interfaces between or among systems or components. These requirements include constraints on formats
and timing. This may be included as a part of the Software Requirements Specification. (adopted from
IEEE Std 610.12-1990 [B3] and IEEE Std 1012™-2004 [B10])

3.1.18 life cycle processes: A set of interrelated activities that result in the development or assessment of
software products. Each activity consists of tasks. The life cycle processes may overlap one another.

3.1.19 minimum tasks: Those tasks required for the integrity level assigned to the software to be tested.

3.1.20 operational: (A) Pertaining to a system or component that is ready for use in its intended
environment. (B) Pertaining to a system or component that is installed in its intended environment. (C)
Pertaining to the environment in which a system or component is intended to be used. (adopted from

IEEE Std 610.12-1990 [B3])

3.1.21 operational testing: Testing conducted to evaluate a system or component in its operational
environment. (adopted from IEEE Std 610.12-1990 [B3])

3.1.22 optional tasks: Those tasks that may be added to the minimum testing tasks to address specific
requirements. (adopted from The Authoritative Dictionary of IEEE Standards Terms [B2])

3.1.23 process: A set of interrelated activities, which transform inputs into outputs.

3.1.24 qualification testing: Conducted to determine whether a system or component is suitable for
operational use. See also: acceptance testing; development testing; operational testing.

3.1.25 quality: (A) The degree to which a system, component, or process meets specified requirements. (B)
The degree to which a system, component, or process meets customer or user needs or expectations.
(adopted from IEEE Std 610.12-1990 [B3])
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3.1.26 Request for Proposal (RFP): A document used by the acquirer as the means to announce its
intention to potential bidders to acquire a specified system, software product, or software service. (adopted
from IEEE Std 1074-2006 [B17])

3.1.27 required inputs: The set of items necessary to perform the minimum testing tasks mandated within
any life cycle activity. (adopted from The Authoritative Dictionary of IEEE Standards Terms [B2])

3.1.28 required outputs: The set of items produced as a result of performing the minimum testing tasks
mandated within any life cycle activity. ¢

3.1.29 reusable product: A product developed for one use but having other uses, or one developed
specifically to be usable on multiple projects or in multiple roles on one project. Examples include, but are
not limited to, commercial off-the-shelf (COTS) products, acquirer-furnished products, products in reuse
libraries, and preexisting developer products. Each use may include all or part of the product and may
involve its modification. This term can be applied to any software or system product (for example,
requirements or architectures), not just to software or system itself. (adopted from The Authoritative
Dictionary of IEEE Standards Terms [B2])

3.1.30 risk: (A) The combination of the probability of occurrence and the consequences of a given future
undesirable event. Risk can be associated with software and/or systems. (B) The combination of the
probability of an abnormal event or failure and the consequence(s) of that event or failure to a system’s
components, operators, users, or environment. (adopted from The Authoritative Dictionary of IEEE
Standards Terms [B2])

3.1.31 scenario: (A) A description of a series of events that may occur concurrently or sequentially. (B) An
account or synopsis of a projected course of events or actions. (adopted from IEEE Std 1362™-1998 [B20])
(C) Commonly used for groups of test cases; synonyms are script, set, or suite.

3.1.32 software: Computer programs, procedures, and possibly associated documentation and data
pertaining to the operation of a computer system. (adopted from IEEE Std 610.12-1990 [B3])

3.1.33 software-based systems: Computer systems that are controlled by software.

3.1.34 software design description (SDD): A representation of software created to facilitate analysis,
planning, implementation, and decision making. The software design description is used as a medium for
communicating software design information, and it may be thought of as a blueprint or model of the
system. (adopted from The Authoritative Dictionary of IEEE Standards Terms [B2])

3.1.35 Software Requirements Specification (SRS): Documentation of the essential requirements
(functions, performance, design constraints, and attributes) of the software and its external interfaces.
(adopted from IEEE Std 610.12-1990 [B3])

3.1.36 systems integration testing: Testing conducted on multiple complete, integrated systems to
evaluate their ability to communicate successfully with each other and to meet the overall integrated
systems’ specified requirements.

3.1.37 system testing: Testing conducted on a complete, integrated system to evaluate the system’s
compliance with its specified requirements. (adopted from IEEE Std 610.12-1990 [B3])

3.1.38 task: The smallest unit of work subject to management accountability. A task is a well-defined work
assignment for one or more project members. Related tasks are usually grouped to form activities. (adopted
from IEEE Std 1074-2006 [B17])

3.1.39 test: (A) A set of one or more test cases. (B) A set of one or more test procedures. (C) A set of one
or more test cases and procedures. (adopted from IEEE Std 610.12-1990 [B3] (D) The activity of executing
(A), (B), and/or (C).
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3.1.40 test approach: A particular method that will be employed to pick the particular test case values.
This may vary in specificity from very general (e.g., black box or white box) to very specific (e.g.,
minimum and maximum boundary values).

3.1.41 test case: (A) A set of test inputs, execution conditions, and expected results developed for a
particular objective, such as to exercise a particular program path or to verify compliance with a specific
requirement. (B) Documentation specifying inputs, predicted results, and a set of execution conditions for a
test item. (adopted from IEEE Std 610.12-1990 [B2])

3.1.42 test class: A designated grouping of test cases.

3.1.43 test design: Documentation specifying the details of the test approach for a software feature or
combination of software features and identifying the associated tests (commonly including the organization
of the tests into groups). (adopted from IEEE Std 610.12-1990 [B2])

3.1.44 test effort: The activity of performing one or more testing tasks.

3.1.45 test level: A separate test effort that has its own documentation and resources (e.g., component,
component integration, system, and acceptance).

3.1.46 testing: (A) An activity in which a system or component is executed under specified conditions, the
results are observed or recorded, and an evaluation is made of some aspect of the system or component. (B)
To conduct an activity as in (A).

3.1.47 testing task iteration: A task that is re-performed during maintenance after having been originally
performed during development.

3.1.48 test item: A software or system item that is an object of testing.

3.1.49 test plan: (A) A document describing the scope, approach, resources, and schedule of intended test
activities. It identifies test items, the features to be tested, the testing tasks, who will do each task, and any
risks requiring contingency planning. (B) A document that describes the technical and management
approach to be followed for testing a system or component. Typical contents identify the items to be tested,
tasks to be performed, responsibilities, schedules, and required resources for the testing activity. (adopted
from IEEE Std 610.12-1990 [B2]) The document may be a Master Test Plan or a Level Test Plan.

3.1.50 test procedure: (A) Detailed instructions for the setup, execution, and evaluation of results for a
given test case. (B) A document containing a set of associated instructions as in (A). (C) Documentation
that specifies a sequence of actions for the execution of a test. (adopted from IEEE Std 982.1™-2005 [B7])

3.1.51 testware: All products produced by the testing effort, e.g., documentation and data.

3.1.52 user documentation: All documentation specifically written for users of a system, such as online
help text and error messages, compact disc or hard copy system description, technical support manual, user
manual, all system training materials, and release notes for patches and updates.

3.1.53 validation: (A) The process of evaluating a system or component during or at the end of the
development process to determine whether it satisfies specified requirements. (adopted from
IEEE Std 610.12-1990 [B3]) (B) The process of providing evidence that the software and its associated
products satisfy system requirements allocated to software at the end of each life cycle activity, solve the
right problem (e.g., correctly model physical laws, implement business rules, or use the proper system
assumptions), and satisfy intended use and user needs.

3.1.54 verification: (A) The process of evaluating a system or component to determine whether the

products of a given development phase satisfy the conditions imposed at the start of that phase. (adopted
from IEEE Std 610.12-1990 [B3]) (B) The process of providing objective evidence that the software and its
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associated products comply with requirements (e.g., for correctness, completeness, consistency, and
accuracy) for all life cycle activities during each life cycle process (acquisition, supply, development,
operation, and maintenance), satisfy standards, practices, and conventions during life cycle processes, and
successfully complete each life cycle activity and satisfy all the criteria for initiating succeeding life cycle
activities (e.g., building the software correctly).

3.2 Acronyms and abbreviations

ANSI  American National Standards Institute
AR Anomaly Report

COTS Commercial-Off-the-Shelf

GOTS Government-Off-the-shelf

IEC International Electrotechnical Commission
IRS Interface Requirements Specification
ISO International Organization for Standardization

LITSR Level Interim Test Status Report
LTC  Level Test Case

LTD  Level Test Design

LTL  Level Test Log

LTP Level Test Plan

LTPr  Level Test Procedure

MTP  Master Test Plan

LTR  Level Test Report

MTR  Master Test Report

NDI Non-Developmental Item

RFP Request for Proposal

RTM  Requirements Traceability Matrix
SRS  System Requirements Specification

4. Software and system integrity levels

In addition to a similar role in all other life cycle processes, a scheme of integrity levels provides the
structured means for setting the breadth and depth of testing. A high integrity level requires additional test
tasks than does a low integrity level. A high integrity level requires testing that is more in-depth than does a
low integrity level. Without a requirement for a certain integrity level, the tester will not know which
functions, requirements, or products require only a cursory effort and which require an intense effort.

This standard uses integrity levels to determine the testing tasks to be performed. Integrity levels may be
applied to requirements, functions, groups of functions, components, and subsystems. Some of these may
not require the assignment of an integrity level because their failure would impart no negative consequence
on the intended system operation. The integrity scheme may be based on functionality, performance,
security, or some other system or software characteristic.

Whether an integrity level scheme is mandatory is dependent on the needs of the stakeholders for the
system. The user may follow the four-level schema provided as an example in this standard or may use a
different schema. However, if a different schema is used, a mapping should be made between the user’s
schema and the example. Some software elements and components may not require the assignment of an
integrity level (i.e., not applicable) because the failure would impart no consequences on the intended
system operations. The user may want to add a Level 0 to Table 1. Level 0 would cover failures that would
cause no consequences or are not applicable.

There shall be a documented definition of the integrity levels or the decision to not use an integrity level
scheme. The integrity level (or the decision to not use an integrity level scheme) shall be assigned as a
result of agreements among all specified parties [or their designated representative(s)], such as the acquirer,
supplier, developer, and independent assurance authorities (e.g., a regulatory body or responsible agency).

12
Copyright © 2008 IEEE. All rights reserved.

Authorized licensed use limited to: Peking University. Downloaded on September 15,2010 at 11:30:23 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 829-2008
IEEE Standard for Software and System Test Documentation

The terms “software” and “system” are used interchangeably in this standard to mean an identified
component or collection of components that include but are not restricted to software (e.g., other system
components may be hardware, facilities, or people) that comprise a software-based system. The processes
described in this standard are used when selecting an appropriate set of testing tasks and their associated
documentation for the identified software or software-based system. The recommended testing tasks for
each of the integrity levels are found in Table 2 and Table 3.

4.1 Integrity levels

An integrity level is an indication of the relative importance of software (or of a software characteristic,
component, or test level) to its stakeholders, as established by a set of selected attributes such as
complexity, risk assessment, safety level, security level, data integrity, desired performance, reliability,
quality, cost, size, and/or other unique characteristics of the software. The characteristics used to determine
the integrity level vary depending on the system’s intended application and use. The set of characteristics
selected as important to stakeholders, together with its arrangement into discrete levels of performance or
compliance, constitutes an integrity level scheme. An organization may have an integrity level scheme that
is applicable for all projects; in which case, a project can simply reference the level in that scheme that is
applicable to this system.

Unique identifiers (such as integer numbers) denote individual integrity levels within an integrity level
scheme. Implicitly or explicitly, software with a relatively “higher” integrity level will require more testing
effort, and more test documentation, than software with a relatively “lower” integrity level. The
characteristics selected for inclusion in an integrity level scheme, and the number of integrity levels
provided, will vary depending on the stakeholders’ needs and the software’s intended application and use.
An assigned integrity level may change as the system evolves. Design, coding, procedural, and technology
features implemented by the development organization may raise or lower the assigned integrity level.
Annex B contains three tables that provide additional information. Table B.1 describes the assignment of
integrity levels. Table B.2 provides definitions of consequences of failure. Finally, Table B.3 describes a
risk-based scheme, including the possible integrity levels.

This standard uses the concept of integrity levels to determine the recommended minimum testing tasks to
be performed. The inputs and outputs of the indicated testing tasks identify the test documentation needed.
High integrity software requires a larger set of test processes, a more rigorous application of testing tasks,
and as a result, more test documentation. Integrity levels can be assigned to software requirements,
functions, groups of functions, software components, subsystems, systems, or groups of systems (e.g., a
product line). The test processes and resultant test documentation should be tailored to specific system
requirements and applications through the selection of an integrity level (with its corresponding minimum
testing tasks and addition of optional testing tasks). The addition of optional testing tasks allows the test
effort to include application-specific characteristics of the software.

This standard provides as an example the four-level software integrity level scheme shown below. The
categories of the software integrity level scheme shown below are defined based on the seriousness of the
consequence(s) (of incorrect behavior during execution) and on the potential for mitigation (taking steps to
lessen risk by lowering the probability of a risk event’s occurrence or reducing its effect should it occur).

Each level may have an associated descriptive word, e.g.:
Level 4—Catastrophic
Level 3—<Critical
Level 2—Marginal

Level 1—Negligible
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Table 1— Consequence-based integrity level scheme

Description Level

Software must execute correctly or grave consequences (loss of life, loss of system, environmental 4
damage, economic or social loss) will occur. No mitigation is possible.

Software must execute correctly or the intended use (mission) of system/software will not be realized 3
causing serious consequences (permanent injury, major system degradation, environmental damage,
economic or social impact). Partial-to-complete mitigation is possible.

Software must execute correctly or an intended function will not be realized causing minor 2
consequences. Complete mitigation possible.

Software must execute correctly or intended function will not be realized causing negligible 1
consequences. Mitigation not required.

An alternative example integrity level scheme, based on risk analysis, is described in Annex B.

This standard does not mandate the use of the integrity level schemes. The user of this standard may use
one of the two example integrity level schemes provided here, develop another scheme, or not use any
integrity level scheme at all (choose test documentation based on another criteria). The use of an integrity
level scheme is a recommended best practice that facilitates the selection of the most appropriate activities
and tasks and, as a result, the needed test documentation.

Integrity levels are assigned to software components as part of the integrity level identification task. The
test effort identifies an integrity level scheme if one is not already defined. The integrity level assigned to
reused software components is in accordance with the integrity level scheme adopted for the software
component(s) where they are reused, and the reused software component(s) will be evaluated for use in the
context of their application. Tools that insert or translate code (e.g., optimizing compilers or auto-code
generators) will be assigned the same integrity level as the integrity level assigned to the software element
that the tool affects. The software-based system will be assigned the same integrity level as the highest
level assigned to any individual element. The integrity level assignment will be continually reviewed
and updated by conducting the integrity level identification task throughout the software development or
maintenance process.

Table 3 at the end of Clause 5 identifies an example of recommended minimum testing tasks that are to be
performed for each integrity level. To identify the minimum testing tasks that apply to a different selected
integrity level scheme, the users of this standard may map this standard’s integrity level scheme and
associated minimum testing tasks to their selected integrity level scheme. The mapping of the integrity
level scheme and the associated minimum testing tasks are documented in the Master Test Plan (MTP) or
the highest Level Test Plan (LTP) if there is no MTP (or the highest level document selected if there is no
LTP).

5. Test processes

This standard follows the structure defined in [EEE/EIA Std 12207.0-1996 [B21] for describing processes
as shown in Figure 3. Each process has one or more supporting activities that are in turn executed by one or
more tasks. This is a top-down method for determining which tasks are required. Once each task has been
identified, its needed inputs and resultant outputs can be identified. In the case of this standard, the inputs
and outputs determine which test documentation are needed.
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Process
Activity 1 Activity2 | ettt Activity n
- Task 1 - Task 1 - Task 1
- Task 2 - Task 2 - Task 2
- Task 3 - Task 3 - Task 3

Figure 3—IEEE/EIA Std 12207.0-1996 [B21] Process Definition Infrastructure

Testing needs to support the following IEEE/EIA Std 12207.0-1996 [B21] processes:
— Management (5.1)
— Acquisition (5.2)
— Supply (5.3)
— Development (5.4)
— Operation (5.5)
— Maintenance process (5.6)

The recommended minimum test activities and tasks supporting the above processes are identified in the
following subclauses and described in detail (including their inputs and outputs) in Table C.1 in Annex C.
The inputs and outputs specify recommended test documentation (contents are defined in Clause 7 through
Clause 16). The test effort will perform the minimum testing tasks recommended for the assigned system
and software integrity level, as specified in Table 3. Table 3 contains the subset of Table C.1 that is
relevant for a given integrity level. The inputs and outputs for the tasks identified by the selected integrity
level list recommended test documentation.

Not all software projects include each of the lifecycle processes listed above. To be in conformance with
this standard, the test processes need include only those life cycle processes used by the project.

The degree of intensity and rigor in performing and documenting the task are commensurate with the
integrity level. As the integrity level decreases, so does the required scope, intensity, and degree of rigor
associated with the testing tasks and documentation (see Clause 6). If a user of this standard has selected a
different software integrity level scheme, then the mapping of that integrity level scheme to Table 3 will
define the recommended minimum testing tasks for each of the software integrity levels.

Users of this standard should document their test processes in the highest level test plan (the MTP, if there
is one); define the information and facilities necessary to manage and perform their processes, activities
and tasks; and coordinate these test processes with other related aspects of the project. If no MTP is
generated, these test processes should be documented in the highest level selected test documentation
(Clause 9 through Clause 17). Table 2 summarizes the test documentation selected for each integrity level
in this example integrity level scheme. The integrity level identifies the tasks that in turn identify the
associated documents. During maintenance, use either the prior documentation selections (for changes and
added new functionality) or invoke this standard as if it were for new development.
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Table 2—Test documentation mapped to integrity levels for development

Integrity level | Example test documentation

4 Catastrophic | Master Test Plan

Level Test Plan (Component, Component Integration, System, Acceptance)

Level Test Design (Component, Component Integration, System, Acceptance)

Level Test Case (Component, Component Integration, System, Acceptance)

Level Test Procedure (Component, Component Integration, System, Acceptance)

Level Test Log (Component, Component Integration, System, Acceptance)

Anomaly Report

Level Interim Test Status Report (Component, Component Integration, System, Acceptance)

Level Test Report (Component, Component Integration, System, Acceptance)

Master Test Report

3 Critical Master Test Plan

Level Test Plan (Component, Component Integration, System, Acceptance)

Level Test Design (Component, Component Integration, System, Acceptance)

Level Test Case (Component, Component Integration, System, Acceptance)

Level Test Procedure (Component, Component Integration, System, Acceptance)

Level Test Log (Component, Component Integration, System, Acceptance)

Anomaly Report

Level Interim Test Status Report (Component, Component Integration, System, Acceptance)

Level Test Report (Component, Component Integration, System, Acceptance)

Master Test Report

2 Marginal Level Test Plan (Component, Component Integration, System, Acceptance)

Level Test Design (Component, Component Integration, System, Acceptance)

Level Tests Case (Component, Component Integration, System, Acceptance)

Level Test Procedure (Component, Component Integration, System, Acceptance)

Level Test Log (Component, Component Integration, System, Acceptance)

Anomaly Report

Level Interim Test Status Report (Component, Component Integration, System, Acceptance)

Level Test Report (Component, Component Integration, System, Acceptance)

1 Negligible Level Test Plan (Component Integration, System)

Level Test Design (Component Integration, System)

Level Test Case (Component Integration, System)

Level Test Procedure (Component Integration, System,)

Level Test Log (Component Integration, System)

Anomaly Report (Component Integration, System)

Level Test Report (Component Integration, System)
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5.1 Process—management

The test management process includes the preparation of the plans for execution of the test processes.
After the initiation of the implementation of the plans, the following activities occur:

a) Monitoring of the plan execution

b) Analysis of anomalies discovered during execution of the plan

¢) Reporting on progress of the test processes

d) Assessing the test results for conformance to expectations

e) Determining whether a testing task is complete

f) Checking of the test results for completeness

5.1.1 Activity—test management

The test management activity monitors and evaluates all test results. The test management activity is
performed in all life cycle processes and activities. This activity continuously reviews the testing, generates
the MTP if required by the integrity level, and revises the MTP as necessary. Test management generates
Level Test Plans and revises them as necessary based on updated project schedules and development status.
Test management coordinates the activities related to the test results with the developer and other
supporting processes such as quality assurance, configuration management, and reviews and audits.
Through the use of test metrics and other qualitative and quantitative measures, test management develops
test trend data and identifies possible risk issues that are provided to the affected organizations, such as
development and integration, to effect timely notification and resolution. At key milestones (e.g.,
requirements review, design review, and test readiness review), the manager of testing consolidates the test
results to establish supporting evidence as to whether to proceed to the next set of system and software
development activities. Whenever necessary, the manager of testing identifies lessons learned and
determines whether a testing task needs to be iterated for any reason.

Test management performs, as appropriate for the selected integrity level, these recommended minimum
test tasks:

a) Generates the Master Test Plan (MTP)

b) Performs management review of test effort

¢) Performs management review and technical review support

d) Interfaces with organizational and supporting processes

e) Identifies process improvement opportunities, including lessons learned, in the conduct of test

5.2 Process—acquisition

The acquisition process begins with the definition of the need to acquire a system, software product, or
software service. The process continues with the preparation and issue of an RFP and with selection of a
supplier. It ends with the management of the acquisition process through to the acceptance of the system,
software product, or software service. Test tasks are executed throughout the acquisition process in order to
support it. These tasks range from the identification of supplier required test documentation in the RFP and
the contract to the execution of acceptance testing.

5.2.1 Activity—acquisition support

At the beginning of the acquisition process, which is described above, the test activity executes several
tasks that support project initiation, especially the request for proposal and contract preparation. Test tasks
that support the balance of the acquisition process are described in 5.3 through 5.6.
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The test effort performs, as appropriate for the selected software integrity level, these recommended
minimum test tasks:

a) Scope test effort (preliminary)
b) Plan interface between the test effort and supplier (preliminary)
c) Assess System Requirements

d) Establish contract criteria for supplier/vendor testing

5.3 Process—supply

The supply process is initiated by either a decision to prepare a proposal to answer an acquirer’s RFP or by
signing and entering into a contract with the acquirer to provide the software-based system, software
product, or service. The process continues with the determination of procedures and resources needed to
manage the project, including preparation of project plans and execution of the plans through delivery of
the software-based system, software product, or service to the acquirer. The test effort uses the supply
process to continue determining the scope of the test effort. The test planning activity uses the contract
requirements, including the overall schedules, to revise and update the test interface planning between the
supplier and the acquirer.

5.3.1 Activity—test planning

The participants in the test planning activity may participate in the initiation of a request for proposal,
preparation of response, contract planning, execution and control, review and evaluation, and delivery and
completion activities.

The test effort performs, as appropriate for the selected integrity level, these recommended minimum test
tasks:

a) Plan interface between the test effort and the supplier (continuing)
b) Scope test effort (continuing)
c) Identify metrics

d) Identify integrity level

5.4 Process—development

The development process consists of the activities and tasks of the development group. The development
process covers the development activities of requirements analysis, design, coding, component integration,
testing, installation, and acceptance, related to software or the software-based system product. The test
activities verify the products of these development activities. The test activities described in this standard
are organized into the life cycle activities of concept, requirements, design, implementation, test, and
installation/checkout. Users of this standard would need to tailor these activities to reflect the practices of
their organization and/or to trace their activities to those defined in this standard.

5.4.1 Activity—concept

The concept activity represents the identification of a specific implementation to solve the stakeholders’
problem or fill the stakeholders’ need. A preliminary system architecture may be identified and a system
requirements analysis may be started during the concept activity. During the concept activity, the system
architecture is selected, and system requirements are allocated to hardware, software, and user interface
components. The objective of the test effort is to review the concept and requirements documents to
understand better the user needs.

The test effort performs, as appropriate for the selected integrity level, these recommended minimum test
tasks:

18
Copyright © 2008 IEEE. All rights reserved.

Authorized licensed use limited to: Peking University. Downloaded on September 15,2010 at 11:30:23 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 829-2008
IEEE Standard for Software and System Test Documentation

a) Review concept documentation for tester knowledge of user needs
b) Review System Requirements Document

¢) Generate Test Traceability Matrix (preliminary)

d) Identify integrity level

5.4.2 Activity—requirements

The requirements activity defines the functional and nonfunctional (e.g., performance requirements
usability, security, and portability) requirements, followed by interfaces external to the software, safety and
security requirements, data definitions, user documentation for the system and software, installation and
acceptance requirements, user operations and execution requirements, and user maintenance requirements.
During the requirements activity, the testing activity participates in software requirements verification. The
objective of the test effort during requirements is to verify the testability of the allocated requirements, as
well as helping identify requirement ambiguity, lack of clarity, or missed requirements.

During the requirements activity, the test planning that spans several development activities begins. The
test effort performs, as appropriate for the selected integrity level, these recommended minimum test tasks:

a) Generate Acceptance Test Plan

b) Generate System Test Plan

¢) Review Software Requirements and Interface Requirements for testability
d) Identify integrity level (update)

e) Generate Test Traceability Matrix (update)

f) Identify risk(s) (test)

g) Identify security issues (test)

5.4.3 Activity—design

In the design activity, system requirements are transformed into an architecture and detailed design for each
software component. The design includes databases and interfaces (external to the software and system,
among the software and system components, and among the software units). The design activity creates the
software and system architectural design and software and system detailed design. The objective of the test
effort during the design activity is to continue the test planning.

The test effort performs, as appropriate for the selected integrity level, these recommended minimum test
tasks:

a) Generate Acceptance Test Design

b) Generate System Test Design

¢) Generate Component Integration Test Plan
d) Generate Component Integration Test Design
e) Generate Component Test Plan

f) Generate Component Test Design

g) Identify integrity level (update)

h) Generate Test Traceability Matrix (update)

i) Identify risk(s) (test)

j)  Identify security issues (test)
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5.4.4 Activity—implementation

The implementation activity implements the design into code, database structures, and related machine-
executable representations. Alternatively, the design may be implemented in customization or configuration
of already coded components or systems. The implementation activity includes software creation and/or
modification and testing. The objective of the test effort is to verify that these implementations are correct,
accurate, and complete.

The test effort performs, as appropriate for the selected integrity level, these recommended minimum test
tasks:

a) Generate Acceptance Test Cases

b) Generate Acceptance Test Procedures

c¢) Generate System Test Cases

d) Generate System Test Procedures

e) Generate Component Integration Test Cases
f) Generate Component Integration Test Procedures
g) Generate Component Test Cases

h) Generate Component Test Procedures

i) Execute Component Test

j)  Evaluate Component Test results

k) Prepare Component Test Report

1) Generate Traceability Matrix (update)

m) Perform Test Readiness Review

n) Identify integrity level (update)

o) Identify risk(s) (test)

p) Identify security issues (test)

5.4.5 Activity—test

The test activity covers software component integration, software acceptance testing, system integration,
and system acceptance testing. The objective of the test effort is to verify that the software requirements
and system requirements are satisfied by execution of component integration, system, and acceptance tests.
Versions or releases of software are tested, for progression (testing new and corrected features) and
regression (testing that no unintended changes have occurred).

The test effort performs, as appropriate for the selected integrity level, these recommended minimum test
tasks:

a) Execute Component Integration Tests

b) Evaluate Component Integration Test results
c) Prepare Component Integration Test Report
d) Execute System Test

e) Evaluate System Test results

f) Prepare System Test Report

g) Execute Acceptance Test
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h) Evaluate Acceptance Test results
i) Prepare Acceptance Test Report
j)  Identify risk(s)

k) Identify security issues

5.4.6 Activity—installation/checkout

The installation/checkout activity encompasses the installation of the software-based system, software
product, or service in the target environment and the acquirer’s acceptance review and testing of the
product. The installation/checkout activity consists of the test effort supporting installation and acceptance
of the installed system. The objective of the test effort is to verify the correctness of the installation in the
target environment.

The test effort performs, as appropriate for the selected integrity level, these recommended minimum test
tasks:

a) Support Installation Configuration Audits (physical and functional; IEEE Std 828™-2008 [B5])
b) Perform installation/checkout

¢) Evaluate installation/checkout

a) Prepare Installation/Checkout Report

b) Prepare Master Test Report (if required)

c) Identify risk(s) (test)

d) Identify security issues (test)

5.5 Process—operation

The operation process covers the operation of the software product and operational support to users. The
operation activity performs operational testing, system operation, and user support.

5.5.1 Activity—operational test

The operational test activity is the use of the software-based system, software product, or service by the end
user in an operational environment. The operational test activity performs operational testing, system
operation, and user support. The objectives of the test effort are to validate that the operational software-
based system, software product, or service satisfies user requirements and meets the business needs of the
organization.

The test effort performs, as appropriate for the selected integrity level, these recommended minimum test
tasks:

a) Evaluate operating procedures

b) Execute Operational Test

¢) Evaluate Operational Test results
d) Prepare Operational Test Report
e) Identify risk(s) (test)

f) Identify security issues (test)
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5.6 Process—maintenance

The maintenance process is activated when the software-based system or software product undergoes
modifications to code and associated documentation caused by a problem, a need for improvement, or
adaptation. The maintenance activity consists of modifications, migration, or retirement of the software-
based system or software product during the operational process.

Modifications of the software-based system or software product will be treated as development processes
and will be verified as described in 5.1 (management process) and 5.4 (development process) of this
standard. Integrity levels are assessed during the maintenance process. The integrity level assignments may
be revised as appropriate to reflect the requirements of the maintenance process. These modifications may
be derived from requirements specified to correct software errors, to adapt to a changed operating
environment, or to respond to additional user requests or enhancements.

5.6.1 Activity—maintenance test

The maintenance activity covers modifications (to code, configuration, environment, etc), migration, and
retirement of the software-based system or software product. Migration of software is the movement of
software to another operational environment. For migrating software, the test effort verifies that the
migrated system and software meets the requirements of 5.4 through 5.5 of this standard. The retirement of
software is the withdrawal of active support by the operation and maintenance organization, partial or total
replacement by a new system, or installation of an upgraded system.

If the software-based system or software product was developed under this standard, the standard should
continue to be followed in the maintenance process. If the software-based system or software product was
not developed under this standard and appropriate documentation is neither available nor adequate, the test
effort may recommend that the missing or incomplete documentation be generated. In making a
determination of whether to generate missing documentation, the minimum test requirements of the
assigned integrity level need to be taken into consideration.

The maintenance activity performs problem and modification analysis, modification implementation,
maintenance review and acceptance, migration, and system and software retirement. The objectives of the
test effort are to verify and validate modification, migration or retirement requirements, and repeat testing
tasks as appropriate. Versions or releases of software are tested, for progression (testing new and corrected
features) and regression (testing that no unintended changes have occurred).

The test effort performs, as appropriate for the selected integrity level, these recommended minimum test
tasks:

a) Revise all affected test documentation
b) Perform anomaly evaluation
c) Test task iteration

Table 3 is a summary of the correlations between the defined test activities and where they appear during
the life cycle processes (by integrity level). The test activities have been sorted in alphabetical order for
convenient reference.
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Table 3—Minimum testing tasks assigned to each integrity level during each activity
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Test Activities

Installation/checkout
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audits (functional, physical)

Installation/checkout report

Interim Test Status Report

Component Integration
generation

Interface with organizational
and supporting processes

Component Integration Test
Case generation

Component Integration Test
Design generation

Component Integration test
execution

Component Integration Test
Log generation
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Test Activities

Component Integration Test
Plan generation

Component Integration Test
Procedure generation

Component Integration Test
Report generation

Identify Integrity Level

Management of test effort

Management and technical

review support

Master Test Plan generation

Master Test Plan revision

Metrics identification

Operational test execution
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6. Test documentation content selection process

Clause 8 through Clause 17 provide documentation content topics to consider for inclusion in the different
testing documents. The following lists are designed to include as many commonly recognized test
documentation content topics as possible, providing a comprehensive set. The full contents for each
document and the definition of the document abbreviations are in Clause 8 through Clause 17:

— Clause 8 is the Master Test Plan (MTP)

— Clause 9 is the Level Test Plan (LTP)

— Clause 10 is the Level Test Design (LTD)

— Clause 11 is the Level Test Case (LTC)

— Clause 12 is the Level Test Procedure (LTPr)

— Clause 13 is the Level Test Log (LTL)

— Clause 14 is the Anomaly Report (AR)

— Clause 15 is the Level Interim Test Status Report (LITSR)
— Clause 16 is the Level Test Report (LTR)

— Clause 17 is the Master Test Report (MTR).

Users of this standard may choose to add, combine, or eliminate whole documents and/or documentation
content topics based on the needs (and integrity level) of their individual systems. Annex G provides
specific examples of possible alternatives using the approaches suggested in this clause. Users of this
standard may also choose to require all of the possible content topics for the documents they have selected.

When the documentation content is covered elsewhere (in non-test documentation, such as a Project Plan),
the outline of the document may be kept the same by referencing the other non-test document in the
appropriate place. Another alternative is to modify the outline to eliminate unused content topics. It may be
desirable for modified outlines to provide a list of the references that cover the eliminated content topics.
The following is a suggested approach for tailoring the provided information to a specific circumstance.
The suggestions include the consideration of:

a) Providing a reference to information documented elsewhere (6.1)
b) Elimination of content topics covered by the process (6.2)

¢) Elimination of content topics covered by automated tools (6.3)
d) Combination or elimination of documents (6.4)

¢) Combination or elimination of documentation content topics (6.5)

6.1 Provide a reference to information documented elsewhere

All of the contents are useful, but some of them may already be documented outside of the test
documentation. Standard practices for testing and project activities, a project-specific glossary of terms,
and system descriptions in specifications and manuals can be documented at the project management level
(e.g., in a program management plan or a project management plan) and just referenced by test
documentation. There is no need to copy the content of approved work instructions and system manuals
into test documentation. Relevant sections of such material can be referenced in test documents and then
copied for use during test activities as needed.
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The other location(s) of the test documentation contents may be referenced in the testing documents. For
example, if a content topic such as References is identical for all project documents and is contained in the
Project Management Plan, then it would be appropriate to state in all stand-alone testing documents that
References are found in the Project Management Plan.

Content topics that are applicable across multiple contexts may be published in centralized documents,
perhaps on the organization’s Intranet instead of being placed in individual documents. In this case, the
individual document should provide a reference to the Intranet (or whatever other central) location.

6.2 Eliminate content topics covered by the process

Some organizations are using agile methods and exploratory testing techniques that may de-emphasize
written documentation. For testing software with agile methods, they can choose as little as a general
approach test plan, and then no detailed documentation of anything except the Anomaly Reports. Some
organizations use a blended approach combining agile testing with parts of the test documentation detailed
in this standard. It is up to the individual organization to ensure that there is adequate documentation to
meet the identified integrity level.

6.3 Eliminate content topics covered by automated tools

There is no need to repeat test information that is completely managed by an automated tool. However, the
document should reference the automated tool and the location of the information.

6.4 Choose to combine or eliminate documents

Organizations should evaluate their need to combine or eliminate some of the testing documents. If testing
documents are combined (e.g., a test procedure may be incorporated by multiple test cases) and issued as a
stand-alone document, then those contents that would otherwise be duplicated need only be included one
time in that stand-alone document.

The integrity level scheme can be used to determine which testing documents may be eliminated. The test
documentation recommended by the example integrity levels in this standard is as follows.

Integrity Level Selected Documents
4 MTP, LTP, LTD, LTC, LTPr, LTL, AR, LITSR, LTR, MTR
3 MTP, LTP, LTD, LTC, LTPr, LTL, AR, LITSR, LTR, MTR
2 LTP, LTD, LTC, LTPr, LTR, LTL, AR, LITSR, LTR
1 LTP,LTD, LTC, LTPr, LTL, AR, LTR

The following factors would make it less likely that testing documents would be combined or eliminated:
— Longer life cycle systems (duration over time; total life cycle or only development life cycle)
— A need for a high level of integrity
— An organization with an established culture of documentation

— Large, complex systems with many interfacing elements
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— Many levels of test

— The organization maintaining the system consists of personnel different from those of the
development organization (the change in personnel may necessitate documenting more
information than would be needed if there were no change in personnel)

— Geographically dispersed organizations

— Outsourcing

— Distributed development, especially multiple geographic regions and time zones
— Regulated industry (e.g., medical or aerospace).

The following factors would make it more likely that combination or elimination of testing documents is
desirable:

— Fast turnaround from inception to delivery (short life cycle)
— A lower level of integrity is required
— Simpler systems
— Continuity of personnel
Possible situations for eliminating or combining testing documents are as follows:

— It may be useful to skip the Level Test Plan and go straight to the Test Design for systems where
the Level Test Planning issues are covered by a Project Plan or similar document.

— The Level Test Design can be omitted if the needed information was already included in the
Level Test Plan or other documentation.

— The Level Test Cases, Level Test Procedures, and Level Test Logs can be combined.

— Many organizations combine everything but the Anomaly Reports into one document called a
“Test Plan.” It is not all written at one time, but it is only one document when completed.

When documents are combined, the sections that are common to the documents being combined (e.g., the
introductory sections and the glossary) need appear only once.

6.5 Choose to combine or eliminate documentation content topics

It may or may not be desirable for an organization to combine or eliminate some of the test documentation
content topics within each testing document. The factors listed in 6.4 would make it more or less likely that
test documentation content topics would be combined or eliminated. Although the integrity level prescribes
those activities undertaken and therefore the documents needed, it is also a contributing factor in the
decision regarding the breadth and depth of each document’s contents. The intent of this standard is to
provide an inventory of documentation contents that could be useful, rather than to impose a specific
outline. Many users would prefer fewer content topics within each document to make the document more
useable, understandable, and therefore useful to the organization.

7. Test documentation content topics to be addressed

“Addressed” is defined as making a decision as to whether a documentation content topic is to be
documented prior to the test execution (in a tool or not in a tool), documented post-test execution, not
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documented (addressed by the process), or not included. “Included” means that either the information is
present or there is a reference to where it exists. All test documentation content topics listed in Clause 8
through Clause 17 shall be addressed. Entire documents may be combined or eliminated as described in
Clause 6. The test documentation content decisions and rationale shall be documented in the highest level
testing document and be signed-off on by all designated stakeholders.

For the documentation and topics in this standard that will be included, their content shall be arranged
according to the needs of their authors. The arrangement may follow the section numbers in this standard,
but it is not necessary. The section numbers in this standard are, for example, only intended for clarification
and illustration for the user of this standard. For each document, the content topics have been grouped into
introductory, detailed, and general topics. The purpose of this grouping is to make this standard more
understandable, and it does not imply that the same grouping or order is required when the standard is used.
Additional sections may be included where deemed necessary. If some or all of the content of a section is
in another document, then a reference to that material may be listed in place of the corresponding content.
The referenced material must be attached to the documentation or made accessible to users of the
document.

Figure 4 provides an overview of the types of test documentation delineated by this standard (using four
levels of test as an example). It contains each document type and its primary focus. There are two types of
planning documents: Master and Level (e.g., for component, component integration, system, and
acceptance). There can be one MTP for a project or a series of projects. The MTP identifies how many
levels of test are required. There can be one LTP for each level identified in the MTP, or multiple Level
Test Plans for some levels (e.g., one LTP for each of multiple Components, one for each multiple
integration steps).

Each LTP may lead to a series of documents containing more detail: The LTC(s) and Level Test
Procedure(s) (LTPr) provide enough detailed information to support reproducible test execution. During
test execution, there can be multiple instances of issuing an Interim Level Test Status Report. Subsequent
to test execution, there can be four types of reporting documents: the LTL, AR, one Level Test Report
(LTR) for each level of test, and one MTR rolling up the results and drawing final conclusions for all
required levels of test.

Figure 4 also includes the clause of this standard where a recommended list of documentation content
topics is provided.
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|
| 1
I [

Acceptance Test * Input Acceptance Test e Test setup and
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Figure 4—Test documentation overview
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8. Master Test Plan (MTP)

The purpose of the Master Test Plan (MTP) is to provide an overall test planning and test management
document for multiple levels of test (either within one project or across multiple projects). In view of
the software requirements and the project's (umbrella) quality assurance planning, master test planning
as an activity comprises selecting the constituent parts of the project’s test effort; setting the objectives
for each part; setting the division of labor (time, resources) and the interrelationships between the
parts; identifying the risks, assumptions, and standards of workmanship to be considered and
accounted for by the parts; defining the test effort's controls; and confirming the applicable objectives
set by quality assurance planning. It identifies the integrity level schema and the integrity level
selected, the number of levels of test, the overall tasks to be performed, and the documentation
requirements.

Clause 7 specifies how to address the content topics shown in the outline example below. Details on
the content for each topic are contained in 8.1 through 8.3. A full example of an MTP outline is shown
in the boxed text.

Master Test Plan Outline (full example)

1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
1.4. System overview and key features
1.5. Test overview
1.5.1 Organization
1.5.2 Master test schedule
1.5.3 Integrity level schema
1.5.4 Resources summary
1.5.5 Responsibilities
1.5.6 Tools, techniques, methods, and metrics
2. Details of the Master Test Plan
2.1. Test processes including definition of test levels
2.1.1 Process: Management
2.1.1.1 Activity: Management of test effort
2.1.2 Process: Acquisition
2.1.2.1: Activity: Acquisition support test
2.1.3 Process: Supply
2.1.3.1 Activity: Planning test
2.1.4 Process: Development
2.1.4.1 Activity: Concept
2.1.4.2 Activity: Requirements
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| 2.1.4.3 Activity: Design |
I 2.1.4.4 Activity: Implementation I

2.1.4.5 Activity: Test
2.1.4.6 Activity: Installation/checkout
2.1.5 Process: Operation
2.1.5.1 Activity: Operational test
2.1.6 Process: Maintenance
2.1.6.1 Activity: Maintenance test
2.2. Test documentation requirements
2.3. Test administration requirements
2.4. Test reporting requirements
3. General

3.1. Glossary

3.2. Document change procedures and history

8.1 (MTP Section 1) Introduction

Introduce the following subordinate sections. This section identifies the document and places it in
context of the project-specific lifecycle. It is in this section that the entire test effort is described,
including the test organization, the test schedule, and the integrity schema. A summary of required
resources, responsibilities, and tools and techniques may also be included in this section.

8.1.1 (MTP Section 1.1) Document identifier

Uniquely identify a version of the document by including information such as the date of issue, the
issuing organization, the author(s), the approval signatures (possibly electronic), and the status/version
(e.g., draft, reviewed, corrected, or final). Identifying information may also include the reviewers and
pertinent managers. This information is commonly put on an early page in the document, such as the
cover page or the pages immediately following it. Some organizations put this information at the end
of the document. This information may also be kept in a place other than in the text of the document
(e.g., in the configuration management system or in the header or footer of the document).

8.1.2 (MTP Section 1.2) Scope

Describe the purpose, goals, and scope of the system/software test effort. Include a description of any
tailoring of this standard that has been implemented. Identify the project(s) for which the Plan is being
written and the specific processes and products covered by the test effort. Describe the inclusions,
exclusions, and assumptions/limitations. It is important to define clearly the limits of the test effort for
any test plan. This is most clearly done by specifying what is being included (inclusions) and equally
important, what is being excluded (exclusions) from the test effort. For example, only the current new
version of a product might be included and prior versions might be excluded from a specific test effort.
In addition, there may be gray areas for the test effort (assumptions and/or limitations) where
management discretion or technical assumptions are being used to direct or influence the test effort.
For example, system subcomponents purchased from other suppliers might be assumed to have been
tested by their originators, and thus, their testing in this effort would be limited to only test the features
used as subcomponents in the new system.
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It is implied that the test tasks will reflect the overall test approach and the development methodology.
If the development is based on a “waterfall” methodology, then each level of the test will be executed
only one time. However, if the development is based on an iterative methodology, then there will be
multiple iterations of each level of test. For example, component testing may be taking place on the
most recent iteration at the same time that acceptance testing is taking place on products that were
developed during an earlier iteration.

The test approach identifies what will be tested and in what order for the entire gamut of testing levels
(component, component integration, system, and acceptance). The test approach identifies the rationale
for testing or not testing, and it identifies the rationale for the selected order of testing. The test
approach describes the relationship to the development methodology. The test approach may identify
the types of testing done at the different levels. For example, “thread testing” may be executed at a
system level, whereas “requirements testing” may take place at the component integration as well as at
a systems integration level.

The documentation (LTP, LTD, LTC, LTPr, LTR, and LITSR) required is dependent on the selection
of the test approach(es).

8.1.3 (MTP Section 1.3) References

List all of the applicable reference documents. The references are separated into “external” references
that are imposed external to the project and “internal” references that are imposed from within to the
project. This may also be at the end of the document.

8.1.3.1 (MTP Section 1.3.1) External references
List references to the relevant policies or laws that give rise to the need for this plan, e.g.:
a) Laws
b) Government regulations
¢) Standards (e.g., governmental and/or consensus)
d) Policies
The reference to this standard includes how and if it has been tailored for this project, an overview of
the level(s) of documentation expected, and their contents (or a reference to an organizational standard
or document that delineates the expected test documentation details).
8.1.3.2 (MTP Section 1.3.2) Internal references
List references to documents such as other plans or task descriptions that supplement this plan, e.g.:
a) Project authorization
b) Project plan (or project management plan)
¢) Quality assurance plan

d) Configuration management plan

8.1.4 (MTP Section 1.4) System overview and key features

Describe the mission or business purpose of the system or software product under test (or reference
where the information can be found, e.g., in a system definition document, such as a Concept of
Operations). Describe the key features of the system or software under test [or reference where the
information can be found, e.g., in a requirements document or COTS documentation].
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8.1.5 (MTP Section 1.5) Test overview

Describe the test organization, test schedule, integrity level scheme, test resources, responsibilities,
tools, techniques, and methods necessary to perform the testing.

8.1.5.1 (MTP Section 1.5.1) Organization

Describe the relationship of the test processes to other processes such as development, project
management, quality assurance, and configuration management. Include the lines of communication
within the testing organization(s), the authority for resolving issues raised by the testing tasks, and the
authority for approving test products and processes. This may include (but should not be limited to) a
visual representation, e.g., an organization chart.

8.1.5.2 (MTP Section 1.5.2) Master test schedule

Describe the test activities within the project life cycle and milestones. Summarize the overall schedule
of the testing tasks, identifying where task results feed back to the development, organizational, and
supporting processes (e.g., quality assurance and configuration management). Describe the task
iteration policy for the re-execution of test tasks and any dependencies.

8.1.5.3 (MTP Section 1.5.3) Integrity level scheme

Describe the identified integrity level scheme for the software-based system or software product, and
the mapping of the selected scheme to the integrity level scheme used in this standard. If the selected
integrity level scheme is the example presented in this standard, it may be referenced and does not
need to be repeated in the MTP. The MTP documents the assignment of integrity levels to individual
components (e.g., requirements, functions, software modules, subsystems, non-functional
characteristics, or other partitions), where there are differing integrity levels assigned within the
system. At the beginning of each process, the assignment of integrity levels is reassessed with respect
to changes that may need to be made in the integrity levels as a result of architecture selection, design
choices, code construction, or other development activities.

8.1.5.4 (MTP Section 1.5.4) Resources summary

Summarize the test resources, including staffing, facilities, tools, and special procedural requirements
(e.g., security, access rights, and documentation control).

8.1.5.5 (MTP Section 1.5.5) Responsibilities

Provide an overview of the organizational content topic(s) and responsibilities for testing tasks.
Identify organizational components and their primary (they are the task leader) and secondary (they are
not the leader, but providing support) test-related responsibilities.

8.1.5.6 (MTP Section 1.5.6) Tools, techniques, methods, and metrics

Describe documents, hardware and software, test tools, techniques, methods, and test environment to
be used in the test process. Describe the techniques that will be used to identify and capture reusable
testware. Include information regarding acquisition, training, support, and qualification for each tool,
technology, and method.

Document the metrics to be used by the test effort, and describe how these metrics support the test
objectives. Metrics appropriate to the Level Test Plans (e.g., component, component integration,
system, and acceptance) may be included in those documents (see Annex E).
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8.2 (MTP Section 2) Details of the Master Test Plan

Introduce the following subordinate sections. This section describes the test processes, test
documentation requirements, and test reporting requirements for the entire test effort.

8.2.1 (MTP Section 2.1) Test processes including definition of test levels

Identify test activities and tasks to be performed for each of the test processes described in Clause 5 of
this standard (or the alternative test processes defined by the user of this standard), and document those
test activities and tasks. Provide an overview of the test activities and tasks for all development life
cycle processes. Identify the number and sequence of levels of test. There may be a different number of
levels than the example used in this standard (component, component integration, system, and
acceptance). Integration is often accomplished through a series of test levels, for both component
integration and systems integration. Examples of possible additional test levels include security,
usability, performance, stress, recovery, and regression. Small systems may have fewer levels of test,
e.g., combining system and acceptance. If the test processes are already defined by an organization’s
standards, a reference to those standards could be substituted for the contents of this subclause.

8.2.1.1 (MTP Sections 2.1.1 through 2.1.6) “Life cycle”* processes

Describe how all requirements of the standard are satisfied (e.g., by cross referencing to this standard)
if the life cycle used in the MTP differs from the life cycle model in this standard. Testing requires
advance planning that spans several development activities. An example of test documentation and its
occurrence during the life cycle is shown in Figure 4. Include sections 2.1.1 through 2.1.6 (or sections
for each life cycle, if different from the example used in this standard) for test activities and tasks as
shown in the MTP Outline (Clause 8).

Address the following eight topics for each test activity (as in the example in Table 4).

a) Test tasks: Identify the test tasks to be performed. Table 3 provides example minimum test

tasks, task criteria, and required inputs and outputs. Table C.1 provides example minimum
test tasks that will be performed for each system/software integrity level.
Optional test tasks may also be performed to augment the test effort to satisfy project needs.
Some possible optional tasks are described in Annex D. The standard allows for optional
test tasks to be used as appropriate, and/or additional test tasks not identified by this
standard.
Some test tasks are applicable to more than one integrity level. The degree of intensity and
rigor in performing and documenting the task should be commensurate with the integrity
level. As the integrity level increases or decreases, so do the required scope, intensity, and
degree of rigor associated with the test task.

b) Methods: Describe the methods and procedures for each test task, including tools. Define
the criteria for evaluating the test task results.

c) Inputs: Identify the required inputs for the test task. Specify the source of each input. For
any test activity and task, any of the inputs or outputs of the preceding activities and tasks
may be used.

d) Outputs: Identify the required outputs from the test task. The outputs of the management of
test and of the test tasks will become inputs to subsequent processes and activities, as
appropriate.

* “Life Cycle” sections are 6.1 Process: Management, 6.2 Process: Acquisition, 6.3 Process: Supply, 6.4 Process:
Development, 6.5 Process: Operation, and 6.6 Process: Maintenance; see Clause 5.
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e) Schedule: Describe the schedule for the test tasks. Establish specific milestones for
initiating and completing each task, for the receipt of each input, and for the delivery of
each output.

f) Resources: Identify the resources for the performance of the test tasks. Specify resources by
category (e.g., staffing, tools, equipment, facilities, travel budget, and training).

g) Risks and Assumptions: Identify the risk(s) (e.g., schedule, resources, technical approach, or
for going into production) and assumptions associated with the test tasks. Provide
recommendations to eliminate, reduce, or mitigate risk(s).

h) Roles and responsibilities: 1dentify for each test task the organizational elements that have
the primary and secondary responsibilities for the execution of the tas
k, and the nature of the roles they will play.

Table 4—Example task description (for one task)

Task Generate system test design

Methods Ensure that test design correctly emanates from the system test plan and conforms
to IEEE Std 829-2008 regarding purpose, format, and content.

Inputs System Test Plan, IEEE Std 829-2008
Outputs System Test Design, provide input to Master Test Report
Schedule Initiate (with all inputs received) 30 days after the start of the project. Must be

completed and approved 120 days after start of project.

Resources Refer to MTP clause 1.5.4.

Risk(s) and assumptions Risk: adequacy and timeliness of the test plans
Assumption: Timeliness is a primary concern because the team writing the test
cases is dependent on the receipt of this the test plans

Roles and responsibilities Refer to MTP clause 1.5.5.

8.2.2 (MTP Section 2.2) Test documentation requirements

Define the purpose, format, and content of all other testing documents that are to be used (in addition
to those that are defined in MTP Section 2.4). A description of these documents may be found in
Clause 9 through Clause 16. If the test effort uses test documentation or test levels different from those
in this standard (i.e., component, component integration, system, and acceptance), this section needs to
map the documentation and process requirements to the test documentation contents defined in this
standard.

8.2.3 (MTP Section 2.3) Test administration requirements

Describe the anomaly resolution and reporting processes, task iteration policy, deviation policy,
control procedures and standards, practices, and conventions. These activities are needed to administer
the tests during execution.
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8.2.3.1 (MTP Section 2.3.1) Anomaly resolution and reporting

Describe the method of reporting and resolving anomalies, including the standards for reporting an
anomaly, the Anomaly Report distribution list, and the authority and time line for resolving anomalies.
This section of the plan defines the anomaly criticality levels. Classification for software anomalies
may be found in IEEE Std 1044™-1993 [B13].

8.2.3.2 (MTP Section 2.3.2) Task iteration policy

Describe the criteria used to determine the extent to which a testing task is repeated when its input is
changed or task procedure is changed (e.g., reexecuting tests after anomalies have been fixed). These
criteria may include assessments of change, integrity level, and effects on budget, schedule, and
quality.

8.2.3.3 (MTP Section 2.3.3) Deviation policy

Describe the procedures and criteria used to deviate from the MTP and level test documentation after
they are developed. The information required for deviations includes task identification, rationale, and
effect on system/software quality. Identify the authorities responsible for approving deviations.

8.2.3.4 (MTP Section 2.3.4) Control procedures

Identify control procedures applied to the test activities. These procedures describe how the software-
based system and software products and test results will be configured, protected, and stored.

These procedures may describe quality assurance, configuration management, data management, or
other activities if they are not addressed by other efforts. Describe how the test activities comply with
existing security provisions and how the test results are to be protected from unauthorized alterations.

8.2.3.5 (MTP Section 2.3.5) Standards, practices, and conventions

Identify the standards, practices, and conventions that govern the performance of testing tasks
including, but not limited to, internal organizational standards, practices, and policies.

8.2.4 (MTP Section 2.4) Test reporting requirements

Specify the purpose, content, format, recipients, and timing of all test reports. Test reporting consists of
Test Logs (Clause 13), Anomaly Reports (Clause 14), Level Interim Test Status Report(s) (Clause 15),
Level Test Report(s) (Clause 16), and the Master Test Report (Clause 17). Test reporting may also
include optional reports defined by the user of this standard. The format and grouping of the optional
reports are user defined and will vary according to subject matter.

8.3 (MTP Section 3) General

Introduce the following subordinate sections. This section includes the glossary of terms and
acronyms. It also describes the frequency and the process by which the MTP is changed and baselined.
It may also contain a change-page containing the history of the changes (date, reason for change, and
who initiated the change).

8.3.1 (MTP section 3.1) Glossary

Provide an alphabetical list of terms that may require definition for the users of the MTP with their
corresponding definitions. This includes acronyms. There may also be a reference to a project glossary,
possibly posted online.
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8.3.2 (MTP section 3.2) Document change procedures and history

Specify the means for identifying, approving, implementing, and recording changes to the MTP. This
may be recorded in an overall configuration management system that is documented in a Configuration
Management Plan that is referenced here. The change procedures need to include a log of all of the
changes that have occurred since the inception of the MTP. This may include a Document ID (every
testing document should have a unique ID connected to the system project), version number
(sequential starting with first approved version), description of document changes, reason for changes
(e.g., audit comments, team review, system changes), name of person making changes, and role of
person to document (e.g., document author, project manager, system owner). This information is
commonly put on an early page in the document (after the title page and before Section 1). Some
organizations put this information at the end of the document.

9. Level Test Plan(s)

Specify for each LTP the scope, approach, resources, and schedule of the testing activities for its
specified level of testing. Identify the items being tested, the features to be tested, the testing tasks to
be performed, the personnel responsible for each task, and the associated risk(s). In the title of the plan,
the word “Level” is replaced by the organization’s name for the particular level being documented by
the plan (e.g., Component Test Plan, Component Integration Test Plan, System Test Plan, and
Acceptance Test Plan).

In most projects, there are different test levels requiring different resources, methods, and
environments. As a result, each level is best described in a separate plan. Different Level Test Plans
may require different usage of the documentation content topics listed below. Some examples of test
levels for the development activity to undertake (from IEEE/EIA Std 12207.0-1996 [B21]) are as
follows:

— Each software unit (IEEE Std 1008™-1987 [B9]) and database.
— Integrated units (IEEE Std 1008-1987 [B9]) and components.
— Tests for each software requirement.

— Software qualification testing for all requirements.

— Systems integration: aggregates of other software configuration items, hardware, manual
operations, and other systems. It is not unusual for large systems to have multiple levels of
integration testing.

— System qualification testing for system requirements.

Other possible examples of levels include operations, installation, maintenance, regression, and
nonfunctional levels such as security, usability, performance, stress, and recovery. Any one of the
example levels may be more than one level for an organization; e.g., Acceptance testing may be two
levels: Supplier’s System and User’s Acceptance test levels.

Clause 7 specifies how to address the content topics shown in the outline example below. Details on
the content for each topic are contained in 9.1 through 9.4. A full example of an LTP outline is shown
in the boxed text.
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Level Test Plan Outline (full example)
1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
1.4. Level in the overall sequence
1.5. Test classes and overall test conditions
2. Details for this level of test plan
2.1 Test items and their identifiers
2.2 Test Traceability Matrix
2.3 Features to be tested
2.4 Features not to be tested
2.5 Approach
2.6 Item pass/fail criteria
2.7 Suspension criteria and resumption requirements
2.8 Test deliverables
3. Test management
3.1 Planned activities and tasks; test progression
3.2 Environment/infrastructure
3.3 Responsibilities and authority
3.4 Interfaces among the parties involved
3.5 Resources and their allocation
3.6 Training
3.7 Schedules, estimates, and costs
3.8 Risk(s) and contingency(s)
4. General
4.1 Quality assurance procedures
4.2 Metrics
4.3 Test coverage
4.4 Glossary

4.5 Document change procedures and history
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9.1 (LTP Section 1) Introduction

Introduce the following subordinate sections. This section identifies the document and puts it in
context of the test effort and the project-specific lifecycle. This section also identifies the types of tests
and test conditions for the specific level of testing.

9.1.1 (LTP Section 1.1) Document identifier
See 8.1.1.

9.1.2 (LTP Section 1.2) Scope

Summarize the software product or system items and features to be tested by this particular level of
test. The need for each item and its history may be included. This section may be a reference to a
portion of the MTP, be an addition to the MTP, or reflect changes from the MTP.

9.1.3 (LTP Section 1.3) References
See 8.1.3.

9.1.4 (LTP Section 1.4) Level in the overall sequence

Show this level’s context in the overall test hierarchy or sequence. This is best supported by an
illustration. It may be combined with LTP Section 1.2, Scope (see 9.1.2).

9.1.5 (LTP Section 1.5) Test classes and overall test conditions

Summarize the unique nature of this particular level of test. This is additional detail within the basic
scope defined in Section 9.1.2. For example, provide descriptions for the particular level such as
follows:
a) Component test would focus on the desired attributes (e.g., logic) of each (one at a time, in
groups, or for all) component

b) Each level of integration test would have an inventory of interfaces to exercise
¢) System test would focus on meeting the system’s requirements
d) Acceptance test would focus on the attributes of fitness for use
Some examples of possible classes within one or more levels are as follows:
—  Positive (or valid) testing of input values that should be processed successfully

—  Negative (or invalid) values that should NOT process but do provide an appropriate error
processing, such as an error notification message to a user

—  All boundary values, including those just above, just below, and just on each limit
— Normal values based on usage profiles

—  Exploratory tests based on compatibility requirements with prior version
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9.2 (LTP Section 2) Details for this level of test plan

Introduce the following subordinate sections. This section describes the specific items to be tested at
the designated level and provides a Test Traceability Matrix that links the items to be tested with the
requirements. It is in this section that the approach is described along with the pass/fail criteria and
suspension/resumption criteria, and test deliverables are identified.

9.2.1 (LTP Section 2.1) Test items and their identifiers

Identify the test items (software or system) that are the object of testing, e.g., specific attributes of the
software, the installation instructions, the user instructions, interfacing hardware, database conversion
software that is not a part of the operational system) including their version/revision level. Also
identify any procedures for their transfer from other environments to the test environment.

Supply references to the test item documentation relevant to an individual level of test, if it exists, such
as follows:

— Requirements
— Design

— User’s guide
— Operations guide

— Installation guide

Reference any Anomaly Reports relating to the test items.
Identify any items that are to be specifically excluded from testing.

9.2.2 (LTP Section 2.2) Test Traceability Matrix

Provide a list of the requirements (software and/or system; may be a table or a database) that are being
exercised by this level of test and show the corresponding test cases or procedures. The requirements
may be software product or software-based system functions or nonfunctional requirements for the
higher levels of test, or design or coding standards for the lower levels of test. This matrix may be part
of a larger Requirements Traceability Matrix (RTM) referenced by this plan that includes requirements
for all levels of test and traces to multiple levels of life cycle documentation products. It may include
both forward and backward tracing. The RTM may be referenced by Section 4.3 coverage.

9.2.3 (LTP Section 2.3) Features to be tested

Identify all software product or software-based system features and combinations of software or
system features to be tested.
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9.2.4 (LTP Section 2.4) Features not to be tested

Identify all features and known significant combinations of features that will not be tested and the
rationale for exclusion.

9.2.5 (LTP Section 2.5) Approach

Describe the overall approach for the level of testing. For each major feature or group of features,
specify the approach that will ensure that they are adequately tested. The approach may be described in
sufficient detail to permit identification of the major testing tasks and estimation of the time required to
do each one.

Features to be tested (LTP Section 2.3), features not to be tested (LTP Section 2.4), and approaches
(LTP Section 2.5) are commonly combined in a table called a Test Matrix. It contains a unique
identifier for each requirement for the test (e.g., system and/or software requirements, design, or code),
an indication of the source of the requirement (e.g., a paragraph number in the source document), and a
summary of the requirement and an identification of one or more generic method(s) of test. Some
examples of possible methods are as follows:

— Black box: The test inputs can be generated and the outputs captured and completely
evaluated from the outside of a test item; i.e., test cases are developed from the test item
specification, only without looking at the code or design.

—  White box: Considers the internal structure of the software (e.g., attempts to reach all of
the code). Commonly requires some kind of test support software.

— Analysis: Just viewing the outputs cannot confirm that the test executed successfully; some
kind of additional computations, simulations, studies, and so on will be required.

— Inspection: This is a static test; the code or documentation is read and examined without
being executed.

The Test Matrix may be combined with the Test Traceability Matrix. The Test Traceability Matrix
links each requirement with one or more test cases. The test coverage requirements (LTP Section 4.4)
may reference or be combined with this section.

9.2.6 (LTP Section 2.6) Item pass/fail criteria

Specify the criteria to be used to determine whether each test item has passed or failed testing. This is
commonly based on the number of anomalies found in specific severity category(s). For example,
require that there are no category 1 or 2 anomalies remaining.

9.2.7 (LTP Section 2.7) Suspension criteria and resumption requirements

Specify the criteria used to suspend all or a portion of the testing activity on the test items associated
with this plan. Specify the testing activities that must be repeated when testing is resumed.
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9.2.8 (LTP Section 2.8) Test deliverables

Identify all information that is to be delivered by the test activity (documents, data, etc.). The following
documents may be included:

— Level Test Plan(s)

— Level Test Design(s)

— Level Test Cases

— Level Test Procedures

— Level Test Logs

— Anomaly Reports

— Level Interim Test Status Report(s)
— Level Test Report(s)

— Master Test Report

Test input data and test output data may be identified as deliverables. Test tools may also be included.
If documents have been combined or eliminated, then this list will be modified accordingly.

Describe the process of delivering the completed information to the individuals (preferably by position,
not name) and organizational entities that will need it. This may be a reference to a Configuration
Management Plan. This delivery process description is not required if it is covered by the MTP and
there are no changes.

9.3 (LTP Section 3) Test management

Introduce the following subordinate sections. This section describes the test activities and tasks for the
specified level and the progression of these. It is here that the infrastructure, responsibilities and
authority, organizational interfaces, resources, training, schedules, and risk(s) are identified if they are
not identified or described in a higher level document such as the MTP.

9.3.1 (LTP Section 3.1) Planned activities and tasks; test progression

Identify the set of tasks necessary to prepare for and perform testing. Identify all inter-task
dependencies. Identify any significant constraints such as test item availability, testing resource
availability, and deadlines. It may be desirable to combine all of the documentation content topics
about resources (LTP Sections 3.1 through 3.8) into one section. This content topic and the next one
(LTP Sections 3.1 and 3.2) could be combined in a chart showing entry criteria, person responsible,
task, and exit criteria.
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9.3.2 (LTP Section 3.2) Environment/infrastructure

Specify both the necessary and the desired properties of the test environment and any relevant test
data. This may include the physical characteristics of the facilities, including the hardware, the off-the-
shelf software, the test support tools and databases, personnel (identifying their organizations as
appropriate), and anything else needed to support the test. It includes the environment for setup before
the testing, execution during the testing (including data capture), and any post-testing activities (e.g.,
data reduction and analysis). Also specify the level of security that must be provided for, and any
safety issues related to, the testing facilities, software, and any proprietary components. It may include
externally provided content topics (possibly provided by third parties) including systems and/or
subsystems. Identify the source(s) for all of these needs.

9.3.3 (LTP Section 3.3) Responsibilities and authority

Identify the individuals or groups responsible for managing, designing, preparing, executing,
witnessing, and checking results of this level of testing, and for resolving the anomalies found. In
addition, identify those persons responsible for providing the test items identified in LTP Section 2 and
the environmental needs identified in LTP Section 3.2.

The responsible parties may include the developers, testers, operations staff, user representatives,
technical support staff, data administration staff, and quality support staff. They may be participating
either full or part time. They may have primary or secondary responsibilities.

9.3.4 (LTP Section 3.4) Interfaces among the parties involved

Describe the means and the contents of communication between the individuals and groups identified
in LTP Section 3.5. A figure that illustrates the flow of information and data may be included.

9.3.5 (LTP Section 3.5) Resources and their allocation

Delineate any additional required resources that are not already documented by other parts of the plan
(test environment needs are in LTP Section 3.2, personnel resources are in LTP Section 3.5, and
schedule needs are in LTP Section 3.7). This includes both internal and external resources (such as
outside test resources, e.g., test labs, outsourcing, etc.).

9.3.6 (LTP Section 3.6) Training

Specify test training needs by skill level. Identify training options for providing necessary skills.
Training can be varied, including options such as traditional classroom training, self-paced computer-
based training, training over the Internet, visiting the future user site, and mentoring by more
knowledgeable staff members.

9.3.7 (LTP Section 3.7) Schedules, estimates, and costs

Include test milestones identified in the software or system project schedule as well as all test item
transmittal events.

Define any additional test milestones needed. Estimate the time required to do each testing task.

Specify the schedule for each testing task and test milestone. For each testing resource (i.e., facilities,
tools, and staff), specify its periods of use.
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9.3.8 (LTP Section 3.8) Risk(s) and contingency(s)

Identify the risk issues that may adversely impact successful completion of the planned level testing
activities. Specify potential impact(s) of each risk, with contingency plan(s) for mitigating or avoiding
the risk. The risk(s) and contingency(s) that are current at the time of signoff of the first document
release may change as the project continues, and then the risk(s) and contingency(s) can be tracked in a
separate document (risk register) that is not under signoff control.

LTP Section 3.8 may be a reference to a master project plan, or it may supplement it with a greater
level of detail. LTP Section 3.8 may be combined with LTP Section 3.1, planned activities, and tasks.

9.4 (LTP Section 4) General

Introduce the following subordinate sections. This section describes the QA procedures and metrics. It
also contains the glossary and a description of the frequency and process by which the document is
revised and re-baselined. It may also contain a change-page containing the history of the changes (date,
reason for change, and who initiated the change).

9.4.1 (LTP Section 4.1) Quality assurance procedures

Identify the means by which the quality of testing processes and products will be assured. Include or
reference anomaly tracking and resolution procedures. The quality assurance information may be
described in a Quality Assurance Plan or Standard Procedure that can be referenced.

9.4.2 (LTP Section 4.2) Metrics

Identify the specific measures that will be collected, analyzed, and reported. The metrics specified here
are those that only apply to this particular test level (the global metrics are described in MTP Section
1.5.6). This may be a reference to where it is documented in a Quality Assurance Plan or as a part of
documentation in an overall measurement program.

9.4.3 (LTP Section 4.3) Test coverage

Specify the requirement(s) for test coverage. Test coverage is an indication of the degree to which the
test item has been reached or “covered” by the test cases, including both the breadth and depth. The
type of coverage that is relevant varies by the level of test. For example, unit (IEEE Std 1008-1987
[BI]) test coverage is often expressed in terms of percentage of code tested, and software or system
validation test coverage can be a percentage of requirements tested. There is a need for specification of
coverage or some other method for ensuring sufficiency of testing.
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9.4.4 (LTP Section 4.4) Glossary

See 8.3.1.

9.4.5 (LTP Section 4.5) Document change procedures and history

See 8.3.2.

10. Level Test Design

The purpose of the LTD is to specify any refinements of the test approach (LTP Section 2.5) and to
identify the features to be tested by this design and its associated tests.

Clause 7 specifies how to address the content topics shown in the outline example below. Details on
the content for each topic are contained in 10.1 through 10.3. A full example of an LTD outline is
shown in the boxed text.

Level Test Design Outline (full example)
1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
2. Details of the Level Test Design
2.1. Features to be tested
2.2. Approach refinements
2.3. Test identification
2.4. Feature pass/fail criteria
2.5 Test deliverables
3. General

3.1. Glossary

3.2. Document change procedures and history

10.1 (LTD Section 1) Introduction

Introduce the following subordinate sections. This section identifies the issuing organization and the
details of issuance. It includes required approvals and status (DRAFT/FINAL) of the document. It is
here that the scope is described and references identified.

10.1.1 (LTD Section 1.1) Document identifier

See 8.1.1.
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10.1.2 (LTD Section 1.2) Scope

See 9.1.2.

10.1.3 (LTD Section 1.3) References

See 8.1.3.

10.2 (LTD Section 2) Details of the Level Test Design

Introduce the following subordinate sections. This section describes the features to be tested and any
refinements to the test approach as required for the level. It also identifies the sets of test cases (highest
level test cases) or scenarios along with the pass/fail criteria. It may also include the test deliverables.

10.2.1 (LTD Section 2.1) Features to be tested

Identify the test items and describe the features and combinations of features that are the object of this
LTD. Other features that may be exercised but that are not the specific object of this LTD need not be
identified (e.g., a database management system that is supporting the reports that are being tested). The
LTD provides more detailed information than the Level Test Plan. For example, identify an overall test
architecture of all test scenarios, the individual scenarios, and the detailed test objectives within each
scenario.

For each feature or feature combination, a reference to its associated requirements in the item
requirement and/or design description may be included. This may be documented in a Test
Traceability Matrix (LTP Section 2.2).

10.2.2 (LTD Section 2.2) Approach refinements

Specify refinements to the approach described in the corresponding Level Test Plan (if there is one;
otherwise specify the entire approach). Include specific test techniques to be used. The method of
analyzing test results should be identified (e.g., comparator tools, visual inspection, etc.).

Summarize the common attributes of any test cases. This may include input constraints that must be
true for every input in a set of associated test cases, any shared environmental needs, any shared
special procedural requirements, and any shared case dependencies. Sets of associated test cases may
be identified as scenarios (also commonly called scripts or suites). Test scenarios should be designed to
be as reusable as possible for regression testing, revalidation testing for changes, and training new
employees who must either use or support the system over time.

10.2.3 (LTD Section 2.3) Test identification

List the identifier and a brief description of each test case (or set of related test cases) in scenarios for
this design. A particular test case, scenario, or procedure may be identified in more than one LTD. List
the identifier and a brief description of each procedure associated with this LTD.
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10.2.4 (LTD Section 2.4) Feature pass/fail criteria

Specify the criteria to be used to determine whether the feature or feature combination has passed or
failed. This is commonly based on the number of anomalies found in each severity category(s). This
section is not needed if it is covered by an MTP and there have been no subsequent changes to the
criteria.

10.2.5 (LTD Section 2.5) Test deliverables
See 9.2.8.
10.3 (LTD Section 3) General

Introduce the following subordinate sections. This section includes the Glossary and document change
procedures.

10.3.1 (LTD Section 3.1) Glossary

See 8.3.1.

10.3.2 (LTD Section 3.2) Document change procedures and history

See 8.3.2.

11. Level Test Case

The purpose of the LTC is to define (to an appropriate level of detail) the information needed as it
pertains to inputs to and outputs from the software or software-based system being tested. The LTC
includes all test case(s) identified by the associated segment of the LTD (if there is one).

Clause 7 specifies how to address the content topics shown in the outline example below. Details on
the content for each topic are contained in 11.1 through 11.3. A full example of an LTC outline is
shown in the boxed text. Section 1 and 3 are specified once per document. The Test Case details in
Sections 2 are documented once per Test Case.
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Level Test Case Outline (full example)
1. Introduction (once per document)
1.1. Document identifier
1.2. Scope
1.3. References
1.4. Context
1.5. Notation for description
2. Details (once per test case)
2.1. Test case identifier
2.2. Objective
2.3. Inputs
2.4. Outcome(s)
2.5. Environmental needs
2.6. Special procedural requirements
2.7. Intercase dependencies
3. Global (once per document)
3.1. Glossary

3.2. Document change procedures and history

Since a test case may be referenced by several Level Test Designs used by different groups over a long
time period, enough specific information must be included in the test case to permit reuse.

11.1 (LTC Section 1) Introduction
See 10.1.
11.1.1 (LTC Section 1.1) Document identifier

See 8.1.1.

11.1.2 (LTC Section 1.2) Scope

See 9.1.2.

11.1.3 (LTC Section 1.3) References

See 9.1.3.

11.1.4 (LTC Section 1.4) Context

Provide any required context that is not already covered by other sections of this document (e.g., third-
party testing via the Internet).
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11.1.5 (LTC Section 1.5) Notation for description

Define any numbering schemes, e.g., for scenarios and test cases. The intent of this section is to
explain any such schema.

11.2 (LTC Section 2) Details of the Level Test Case

Introduce the following subordinate sections. Describe each test case and its unique identifier,
objectives, outcomes, environmental needs, and special procedures.

11.2.1 (LTC Section 2.1) Test case identifier

Describe the unique identifier needed by each test case so that it can be distinguished from all other
test cases. An automated tool may control the generation of the identifiers.

11.2.2 (LTC Section 2.2) Objective

Identify and briefly describe the special focus or objective for the test case or a series of test cases.
This is much more detailed than the Test Items in the Level Test Plan. It may include the risk or
priority for this particular test case or series of test cases.

11.2.3 (LTC Section 2.3) Inputs

Specify each input required to execute each test case. Some inputs will be specified by value (with
tolerances where appropriate), whereas others, such as constant tables or transaction files, will be
specified by name. Identify all appropriate databases, files, terminal messages, memory resident areas,
and values passed by the operating system.

Specify all required relationships between inputs (e.g., timing).

11.2.4 (LTC Section 2.4) Outcome(s)

Specify all outputs and the expected behavior (e.g., response time) required of the test items. Provide
the exact value(s) (with tolerances where appropriate) for each required output and expected behavior.
This section is not required for self-validating tests.

11.2.5 (LTC Section 2.5) Environmental needs

Describe the test environment needed for test setup, execution, and results recording. This section is
commonly documented per scenario or group of scenarios. It may be illustrated with one or more
figures showing all of the components and where they interact. This section is only needed if it
provides more information than the Level Test Plan or if there have been changes since the Level Test
Plan was developed.
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11.2.5.1 Hardware

Specify the characteristics and configuration(s) of the hardware required to execute this test case.

11.2.5.2 Software

Specify all software configuration(s) required to execute this test case. This may include system
software such as operating systems, compilers, simulators, and test tools. In addition, the test item may
interact with application software.

11.2.5.3 Other

Specify any other requirements not yet included [e.g., unique facility needs, specially trained
personnel, and third-party provided environment(s)] if there are any.

11.2.6 (LTC Section 2.6) Special procedural requirements

Describe any special constraints on the Level Test Procedures that execute this test case such as pre-
and post-conditions and/or processing. This section may reference the use of automated test tools. This
section provides exceptions and/or additions to the Level Test Procedures, not a repeat of any of the
information contained in the procedures.

11.2.7 (LTC Section 2.7) Intercase dependencies

List the identifiers of test cases that must be executed prior to this test case. Summarize the nature of
the dependencies. If test cases are documented (in a tool or otherwise) in the order in which they need
to be executed, the Intercase Dependencies for most or all of the cases may not be needed.

11.3 (LTC Section 3) General
See 10.3.
11.3.1 (LTC Section 3.1) Glossary

See 8.3.1.

11.3.2 (LTC Section 3.2) Document change procedures and history

See 8.3.2.

12. Level Test Procedure

The purpose of an LTPr is to specify the steps for executing a set of test cases or, more generally, the
steps used to exercise a software product or software-based system item in order to evaluate a set of
features.
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Clause 7 specifies how to address the content topics shown in the outline example below. Details on
the content for each topic are contained in 12.1 through 12.3. A full example of the LTPr outline is
shown in the boxed text.

Level Test Procedure Outline (full example)
1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
1.4. Relationship to other procedures
2. Details
2.1. Inputs, outputs, and special requirements
2.2. Ordered description of the steps to be taken to execute the test cases
3. General

3.1. Glossary

3.2. Document change procedures and history

12.1 (LTPr Section 1) Introduction

See 10.1.

12.1.1 (LTPr Section 1.1) Document identifier

See 8.1.1.

12.1.2 (LTPr Section 1.2) Scope

Describe the scope of this procedure in terms of both its particular focus and its role supporting the
implementation of the LTC and/or other test documentation (e.g., LTD, LTP, or MTP).

12.1.3 (LTPr Section 1.3) References

See 8.1.3 of this standard. Include references to relevant sections of any applicable test item
documentation (e.g., references to usage procedures). If this procedure executes test case(s), provide
reference(s) for all of them.

12.1.4 (LTPr Section 1.4) Relationship to other procedures

Describe any requirements this procedure may have for other procedures. Some examples of
requirements for other test procedures include that they execute:

—  Before this one
—  Concurrently with this one

—  Subsequent to this one
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12.2 (LTPr Section 2) Details of the Level Test Procedure

Introduce the following subordinate sections. This section includes the inputs and outputs as well as
the ordered description of the test steps required to execute each test case.

12.2.1 (LTPr Section 2.1) Inputs, outputs, and special requirements

Identify all that is needed to execute the tests, including but not limited to test cases, databases,
automated tools, and external and/or third-party systems.

Identify any special requirements that are necessary for the execution of this procedure. These may
include prerequisite procedures, special skill requirements, and special environmental requirements.

12.2.2 (LTPr Section 2.2) Ordered description of the steps to be taken by each
participant

Include the activities below (as applicable) for each procedure; there may be one or multiple
procedures in one Level Test Procedure document. Include the degree to which the procedure steps can
be varied and the process for determining the allowable degree of variation (if variance is allowed).

— Log: List any tools or methods for logging (the results of test execution, any anomalies
observed, and any other events pertinent to the test).

— Setup: Provide the sequence of actions necessary to prepare for execution of the procedure.
— Start: Provide the actions necessary to begin execution of the procedure.

— Proceed: Provide any actions necessary during execution of the procedure.

— Measurement: Describe how the test measurements will be made.

— Shut down: Describe the actions necessary to temporarily suspend testing, when
unscheduled events dictate.

— Restart: Describe any procedural restart points and the actions necessary to restart the
procedure at each of these points.

— Stop: Provide the actions necessary to bring execution to an orderly halt.

— Wrap-up: Provide the actions necessary after the execution of the procedure has been
completed (including termination of logging).

— Contingencies: Provide the actions necessary to deal with anomalies that may occur during
execution.
12.3 (LTPr Section 3) General
See 10.3.

12.3.1 (LTPr Section 3.1) Glossary

See 8.3.1.

12.3.2 (LTPr Section 3.2) Document change procedures and history
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See 8.3.2.

13. Level Test Log

The purpose of the LTL is to provide a chronological record of relevant details about the execution of
tests. An automated tool may capture all or part of this information.

Clause 7 specifies how to address the content topics shown in the outline example below. Details on
the content for each topic are contained in 13.1 through 13.3. A full example of an LTL outline is
shown in the boxed text.

Level Test Log Outline (full example)
1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
2. Details
2.1. Description
2.2. Activity and event entries

3. General

3.1. Glossary

13.1 (LTL Section 1) Introduction

See 10.1.

13.1.1 (LTL Section 1.1) Document identifier

See 8.1.1. The log ID needs to correspond with the procedure ID in order to clarify which tests created
the results logged.

13.1.2 Scope (LTL Section 1.2)

Describe the scope of this log both in terms of its particular focus and its role supporting the
implementation of the LTPr and/or other test documentation (e.g., LTC, LTD, LTP, or MTP).

13.1.3 (LTL Section 1.3) References
See 8.1.3.

13.2 (LTL Section 2) Details of the Level Test Log

Introduce the following subordinate sections. This section includes the essence of the test log,
especially the information regarding each entry.
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13.2.1 (LTL Section 2.1) Description

Provide any general information that applies to all entries in the log (exceptions can be specifically
noted in a log entry). The following information may be considered:

— Identify the items being tested including their version/revision levels

— Identify any changes from the prior testing documents to the attributes of the environments
in which the testing is conducted

— Date and time of start and stop
— Name of the individual running the test

— Any issue that causes testing to halt
13.2.2 (LTL Section 2.2) Activity and event entries

Record activities/events for each relevant detail, including the beginning and end of activities, and the
occurrence date and time along with the identity of the author.

13.2.2.1 Execution description

Record the identifier of the Level Test Procedure being executed. Record all personnel participating in
the execution including testers, support personnel, and observers. Also indicate the role of each
individual.

13.2.2.2 Procedure results

For each execution, create a record of the results (manually or automated by a tool). Record the
success or failure of each test case.

13.2.2.3 Environmental information

Record any changes in the test environment that are deviations from the plans.

13.2.2.4 Anomalous events

Record what happened before and after an unexpected event occurred. Record all circumstances
surrounding the inability to begin execution of a Test Procedure or failure to complete a Level Test
Procedure. If this information is recorded in an Anomaly Report, it is not also recorded here.

13.2.2.5 Anomaly Report identifiers

Record the identifier of each test Anomaly Report, whenever one is opened.

13.3 (LTL Section 3) General

See 10.3.
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13.3.1 (LTL Section 6) Glossary

See 8.3.1.

14. Anomaly Report

The purpose of the AR is to document any event that occurs during the testing process that requires
investigation. This may be called a problem, test incident, defect, trouble, issue, anomaly, or error
report.

Clause 7 specifies how to address the content topics shown in the outline example below. Details on
the content for each topic are contained in 14.1 through 14.3. A full example of an AR outline is shown
in the boxed text.

Anomaly Report Outline (full example)
1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
2. Details
2.1. Summary
2.2. Date anomaly discovered
2.3. Context
2.4. Description of anomaly
2.5. Impact
2.6. Originator’s assessment of urgency (see IEEE 1044-1993 [B13])
2.7. Description of the corrective action
2.8. Status of the anomaly
2.9. Conclusions and recommendations
3. General

3.1 Document change procedures and history

14.1 (AR Section 1) Introduction

See 10.1. This may include a title for the AR, if one is desired.
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14.1.1 (AR Section 1.1) Document identifier

See 8.1.1.

14.1.2 (AR Section 1.2) Scope

Briefly describe any contextual information not covered elsewhere in the AR that is needed to make
this AR understandable.

14.1.3 (AR Section 1.3) References

See 8.1.3.

14.2 (AR Section 2) Details of the Anomaly Report

Introduce the following subordinate sections. This section identifies the items contained in the AR
including its status and corrective actions taken.

14.2.1 (AR Section 2.1) Summary

Summarize the anomaly.

14.2.2 (AR Section 2.2) Date anomaly discovered

Record the date (and possibly also the time) that the anomaly was first identified.

14.2.3 (AR Section 2.3) Context

Identify the software or system item (including any version numbers), or software or system
configuration item, and/or the software or system life cycle process in which the anomaly was
observed. Identify the test items involved indicating their version/revision level. References to the
appropriate Test Procedure, Test Case, and Test Log may be supplied. Identify the level of test.

14.2.4 (AR Section 2.4) Description of the anomaly

Provide a description of the anomaly. Indicate whether the anomaly is reproducible, and provide
enough information to make it reproducible if it is. This description may include (if not already
covered by the referenced information) the following items:

— Inputs

— Expected results

— Actual results

— Unexpected outcomes
— Procedure step

— Environment
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— Attempts to repeat
— Testers

— Observers

Related activities and observations that may help to isolate and correct the cause of the anomaly may
be included (e.g., describe any test case executions that might have a bearing on this particular
anomaly and any variations from the published Test Procedure).

14.2.5 (AR Section 2.5) Impact

Indicate (if known) the depth and breath of the impact this anomaly will have on technical and
business issues (e.g., test documentation, development documentation, user’s ability to perform tasks,
and system operations). Identify the existence of any known workarounds. This may include an
estimate of the time, effort, and risk to fix the defect (completed by the development organization after
the Anomaly Report is established).

14.2.6 (AR Section 2.6) Originator’s assessment of urgency

Provide an evaluation of the need for an immediate repair. See IEEE Std 1044-1993 [B13] for
suggested categories. Most organizations have from three to five categories, where the most serious
category means that the product is unusable, and the least serious is a cosmetic anomaly. Include any
relevant risk analysis and conclusions about risk.

14.2.7 (AR Section 2.7) Description of the corrective action

Summarize the activities during the corrective action taken to resolve the reported anomaly. It may
include the time, effort, and risk required for the fix(es), with the actual time and effort added after the
fix is completed. The corrective action may be deferral or retirement of a duplicate.

14.2.8 (AR Section 2.8) Status of the anomaly

Identify the current status of the anomaly. A common sequence might be as follows: open, approved
for resolution, assigned for resolution, fixed, and retested with the fix confirmed.

14.2.9 (AR Section 2.9) Conclusions and recommendations

Specify any recommendations for changes to the development and/or testing processes and
documentation that would help to prevent this kind of anomaly in the future. This may include
identification of the source or injection point of the anomaly.

14.3 (AR Section 3) General

See 10.3.

14.3.1 (AR Section 3.1) Document change procedures and history

See 8.3.2.
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15. Level Interim Test Status Report

The purpose of the LITSR is to summarize the results of the designated testing activities and optionally
to provide evaluations and recommendations based on these results. It is customary to replace the word
“Level” in the title of the document with the organization’s name for the particular test level, e.g.,
Acceptance Interim Test Status Report. There is one defined format for the LITSR for each test level
identified by the organization. They may vary greatly in the level of detail.

Clause 7 specifies how to address the content topics shown in the outline example below. Details on
the content for each topic are contained in 15.1 through 15.3. A full example of an LITSR outline is
shown in the boxed text.

Level Interim Test Status Report Outline (full example)
1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
2. Details
2.1. Test status summary
2.2. Changes from plans
2.3. Test status metrics
3. General

3.1. Document change procedures and history

15.1 (LITSR Section 1) Introduction
See 10.1.
15.1.1 (LITSR Section 1.1) Document identifier

See 8.1.1.

15.1.2 (LITSR Section 1.2) Scope

Specify the contents and organization of this document. Include references to any information captured
in automated tools and not contained in this document.

15.1.3 (LITSR Section 1.3) References

See 8.1.3.
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15.2 (LITSR Section 2) Details of the Level Interim Test Status Report

Introduce the following subordinate sections. This section describes the test status summary, changes
from the test plan, and test status metrics.

15.2.1 (LITSR Section 2.1) Test status summary

Summarize the testing status results compared to the planned tests to be run. Summarize the actual
versus the desired status of the Anomaly Reports for this level of test, e.g., opened, in the process of
being resolved, and resolved.

15.2.2 (LITSR Section 2.2) Changes from plans

Summarize tests that were planned to be executed (as of the date of the LITSR) that were not yet
executed, and why. Provide any changes to the remaining tests, e.g., schedule changes, tests that will
no longer be executed, and tests that will be re-executed.

15.2.3 (LITSR Section 2.3) Test status metrics

Provide the interim status metrics as delineated in the Level Test Plan. Describe any discrepancies
from stated goals.

15.3 (LITSR Section 3) General

See 10.3.

15.3.1 (LITSR Section 3.1) Document change procedures and history

See 8.3.2.

16. Level Test Report (LTR)

The purpose of the Level Test Report (LTR) is to summarize the results of the designated testing
activities and to provide evaluations and recommendations based on these results. It is customary to
replace the word “Level” in the title of the document with the organization’s name for the particular
test level, e.g., Acceptance Test Report. There is one LTR for each test level defined by the
organization or project. Small projects may merge reports for multiple levels. They may vary greatly in
the level of detail of documentation (e.g., a Unit Test Report may simply be a statement that it passed
or failed, whereas an Acceptance Test Report may be much more detailed).

Clause 7 specifies how to address the content topics shown in the outline example below. Details on

the content for each topic are contained in 16.1 through 16.3. A full example of an LTR outline is
shown in the boxed text.
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Level Test Report Outline (full example)
1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
2. Details
2.1. Overview of test results
2.2. Detailed test results
2.3. Rationale for decisions
2.4. Conclusions and recommendations
3. General

3.1. Glossary

3.2. Document change procedures and history

16.1 (LTR Section 1) Introduction

See 10.1.

16.1.1 (LTR Section 1.1) Document identifier

See 8.1.1.

16.1.2 (LTR Section 1.2) Scope

Specify the contents and organization of this document. Include references to any information captured
in automated tools and not contained in this document.

16.1.3 (LTR Section 1.3) References

See 8.3.1. For each test item, supply references to the following documents if they exist: Master Test
Plan, Level Test Plan, Level Test Design, Level Test Cases, Level Test Procedures, Level Test Logs,
and Anomaly Reports.

16.2 (LTR Section 2) Details of the Level Test Report

Introduce the following subordinate sections. This section provides an overview of the test results, all
of the detailed test results, rationale for all decisions, and the final conclusions and recommendations.

16.2.1 (LTR Section 2.1) Overview of test results

Summarize the evaluation of the test items. Identify the items tested, indicating their version/revision
level. Indicate the environment in which the testing activities took place, and its impact (if any).
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16.2.2 (LTR Section 2.2) Detailed test results

Summarize the results of testing. Identify all resolved anomalies and summarize their resolutions (or
reference where that information is available). Identify all unresolved anomalies. If anomalies are
deferred, explain (or reference) the process for handling deferrals.

Summarize the major testing activities and events. Summarize the relevant metrics collected.

Report any variances of the test items from their specifications. Indicate any variances from the test
documentation (e.g., test changes or tests not executed). Specify the reason for each variance (or

specified group(s) of variances), or reference where it is recorded.

Evaluate the comprehensiveness of the testing process (e.g., coverage metrics, if specified) against the
comprehensiveness criteria specified in the Level Test Plan, if the plan exists.

16.2.3 (LTR Section 2.3) Rationale for decisions

Specify the issues that were considered for any decisions and the reason(s) for the selection of the
conclusion(s).

16.2.4 (LTR Section 2.4) Conclusions and recommendations

Specify an overall evaluation of each test item, including its limitations. This evaluation will be based
on the test results and on the item level pass/fail criteria. An estimate of failure risk may be included.
Recommend its status relative to availability for production use, and under what circumstances (e.g.,
immediately, with a specified subset of anomalies resolved, or never). This may include identification
of anomaly clusters in functionality and/or anomaly root cause analysis.

16.3 (LTR Section 3) General
See 10.3.
16.3.1 (LTR Section 3.1) Glossary

See 8.3.1.

16.3.2 (LTR Section 3.2) Document change procedures and history

See 8.3.2.

17. Master Test Report

The purpose of the MTR is to summarize the results of the levels of the designated testing activities
and to provide evaluations based on these results. This report may be used by any organization using
the MTP. Whenever an MTP is generated and implemented, there needs to be a corresponding MTR
that describes the results of the MTP implementation.
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Clause 7 specifies how to address the content topics shown in the outline example below. Details on
the content for each topic are contained in 17.1 through 17.3. A full example of an MTR outline is
shown in the boxed text.

Master Test Report Outline (full example)
1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
2. Details of the Master Test Report
2.1. Overview of all aggregate test results
2.2. Rationale for decisions
2.3. Conclusions and recommendations
3. General

3.1. Glossary

3.2. Document change procedures and history

17.1 (MTR Section 1) Introduction
See 10.1.
17.1.1 (MTR Section 1.1) Document identifier

See 8.1.1.

17.1.2 (MTR Section 1.2) Scope

Specify the contents and organization of this document. Include references to any information captured
in automated tools and not contained in this document.

17.1.3 (MTR Section 1.3) References

See 8.1.3. For each test level included, provide references to the Level Test Reports.

17.2 (MTR Section 2) Details of the Master Test Report

Introduce the following subordinate sections. This section describes the overview of all aggregate test
results, rational for any decisions, and the final conclusions and recommendations.
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17.2.1 (MTR Section 2.1) Overview of all aggregate test results

Summarize an evaluation of the test levels, including the following information:

— Summary of testing activities: Provide an executive-level summary of all test activities
performed in support of this release, increment, or version. The activities identified in this
section of the report should correspond to the test activities described in the MTP.

— Summary of testing task results: Provide an executive-level summary of all testing tasks
performed in support of this release, increment, or version. The tasks identified in this
section of the report should correspond to the test tasks described in the MTP.

— Summary of anomalies and resolutions: Provide a categorized summary of anomalies
discovered during testing performed in support of this release, increment, or version.
Provide separate summaries for those anomalies that are resolved and those that remain
unresolved.

— Assessment of release/increment quality: Provide an overall assessment of the quality of
the products delivered as part of this release, increment, or version. Include justification for
the assessment.

— Summaries of final metrics collected.
17.2.2 (MTR Section 2.2) Rationale for decisions

Specify the reasons for the pass/fail/conditional-pass conclusions for the software or software-based
system. A conditional-pass is a pass qualified by some kind of restrictions (e.g., limits on the use or
range of operating conditions) or based on the resolution of a specified subset of anomalies.

17.2.3 (MTR Section 2.3) Conclusions and recommendations

Specify an overall evaluation of the software product or software-based system. An estimate of failure
risk may be included. Recommend status of the software or software-based system relative to
suitability for production use, and under what circumstances (e.g., immediately, with a specified subset
of anomalies resolved, or never). Offer conclusions/recommendations concerning acceptance of the
product delivered as in this release, increment, or version. Conclusions include a summary of the effort
to ascertain the readiness of the product for release. Recommendations include an indication as to the
belief that the product is ready for release, ready for release pending minor modification, or not ready
for release.

Describe any lessons learned and resulting changes in practice that were discovered during the conduct
of this test. This section of the report may include process improvements that were identified during
the implementation of the MTP and incorporated into the management of the test effort. This may
include identification of anomaly clusters in functionality or anomaly root cause analysis.

If anomalies are deferred, explain (or reference) the process for handling deferrals.

17.3 (MTR Section 3) General

See 10.3.
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17.3.1 (MTR Section 3.1) Glossary

See 8.3.1.

17.3.2 (MTR Section 3.2) Document change procedures and history

See 8.3.2.
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Annex B
(informative)

Example integrity level scheme

Table B.1 defines four integrity levels used as an illustration by this standard. Table B.2 describes the
consequences of failures for each of the four software integrity levels. Table B.3 illustrates how the
concepts of integrity and risk are used to identify an integrity level for a software-based system,
software product, or service. Table B.3 shows overlaps among the levels to allow for individual
interpretations of acceptable risk. An integrity level 0 (zero) may be assigned if there are no
consequences associated with a failure that may occur in the software-based system, software product,

or service.
Table B.1—Description of integrity levels
Integrity level Description

4 A failure in a function or system feature causes catastrophic consequences to the system
(including consequences to users, the environment, etc.) with reasonable, probable, or
occasional likelihood of occurrence of an operating state that contributes to the error.

3 A failure in a function or system feature causes critical consequences with reasonable,
probable, or occasional likelihood of occurrence of an operating state that contributes to the
error.

2 A failure in a function or system feature causes marginal consequences with reasonable,
probable, or occasional likelihood of occurrence of an operating state that contributes to the
error.

1 A failure in a function or system feature causes negligible consequences with reasonable,
probable, occasional, or infrequent likelihood of occurrence of an operating state that
contributes to the error.

Table B.2—Definitions of consequences of failures
Consequence Definitions

Catastrophic Loss of human life, complete mission failure, loss of system security and safety, or
extensive financial or social loss.

Critical Major and permanent injury, partial loss of mission, major system damage, or major
financial or social loss.

Marginal Moderate injury or illness, degradation of secondary mission, or moderate financial or
social loss.

Negligible Minor injury or illness, minor impact on system performance, or operator
inconvenience.
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Table B.3 illustrates the risk-based scheme shown in Table B.1 and Table B.2. Each cell in the table
describes a software integrity level based on the combination of an error consequence and the
likelihood of failure of an operating state that contributes to the error. Some table cells reflect more
than one software integrity level indicating that the final assignment of the software integrity level can
be selected in response to the system application and risk mitigation recommendations. For some
industry applications, the definition of likelihood of occurrence categories may be expressed as
probability figures derived by analysis or from system requirements.

Table B.3—Risk assessment scheme

Likelihood of occurrence of an operating state that contributes to error
Consequence Likely Probable Occasional Unlikely
Catastrophic 4 4 4or3 3
Critical 4 4 or3 3 2orl
Marginal 3 3or2 2orl 1
Negligible 2 2orl 1 1
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Annex C

(informative)

Testing tasks

Table C.1 provides the recommended minimum test activities and tasks supporting the above processes
(including their inputs and outputs). The inputs and outputs include the recommended corresponding
test documentation (contents are defined in Clause 8 through Clause 17). The activity numbers in the
title contain the section of 5.1 where the details of those test activities are provided. The Inputs and
Outputs that are in bold are documents that are defined in this standard.

Table C.1—Testing tasks, inputs, and outputs

5.1.1 Testing tasks during the management process: Test management activity

Testing tasks

Inputs10

Outputs

(1) Generate Master Test Plan (MTP)

a)
b)

<)
d)

The MTP will be updated throughout the
development life cycle.

Generate MTP for all life cycle processes.

Establish a baseline MTP prior to the
Requirements Activity.

Identify project milestones in the MTP.

Schedule testing tasks.

IEEE Std 829

Master Test Plan (with
any previous updates, if
there is one already)

Identified integrity levels
[5.3.1, Task (4)]

Master schedule

Concept documents (e.g.,
Statement of Need, System
Requirements, and
Business Rules)

Master Test Plan and its
updates

(2) Perform Management Review of Test Effort

a)

b)

<)

d)

Review and summarize the test effort to define
changes to testing tasks or to redirect the test
effort.

Recommend whether to proceed to the next set
of testing tasks and provide Anomaly Reports
and Level Test Reports.

Verify that all testing tasks comply with task
requirements defined in the MTP.

Verify that testing task results have a basis of
evidence supporting the results.

Master Test Plan
Anomaly Reports

Development plans and

schedules

Developer products

Risk and Anomaly
Reports

Input to Master Test
Report

Updated Master Test
Plan

Level Test Reports

10Other inputs may be used. For any test activity and task, all of the required inputs and outputs from preceding activities and
tasks may be used, but for conciseness, only the primary inputs are listed.
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5.1.1 Testing tasks during the management process: Test management activity

Testing tasks

Inputs"’

Outputs

(3) Provide Management Review and Technical
Review Support

Development documents

Product deliverables

Review results reports

Anomaly Reports

a) Support project management reviews and R .
technical reviews (e.g., Preliminary Design Glg.dehnes for reviews and glput t? Master Test
Review and Critical Design Review) by audits epor
assessing the review materials, attending the | Level Test Reports
reviews, and providing Level Test Reports and
Anomaly Reports. Anomaly Reports
b) Assess all test results and provide
recommendations for acceptance of test results,
and use test results as input to the Master Test
Report.
c¢) Use results of review to note any process
improvement opportunities in the conduct of test
(to be used by Task (5) below).
The management and technical review support may
use any review methodology such as provided in
IEEE Std 1028™-1997 [B12].
(4) Interface with Organizational and Supporting Master Test Plan Updates to Master Test
P o Pl
rocesses Data identified from an
a) Coordinate the test effort with organizational and | organizational and Data exchange
supporting processes. supporting processes requirements
b) Identify the test data to be exchanged with these
processes.
¢) Document the data exchange requirements in the
Master Test Plan.
(5) Identify Process Improvement Opportunities in | Tasks identified in the Changes to test processes
the Conduct of Test Master Test Plan or . .
other high -evel test plan Modification to Master
a) Gather and analyze the lessons learned. Test Plan or other high-
. S Test metri level test pl
b) Gather and analyze the risk(s) identified. oSt metHes cvel testplan
. Results of analysi Input to Master Test
¢) Gather and analyze the test metrics. esulls ot anatysis lilfll)lor(t) aster tes
d)  Identify and | the deficiencies in the test Level Test Reports and
) entify and analyze the deficiencies in the test | wp, cror Test Report
process.
e) Determine and implement corrective actions
(e.g., repeat testing tasks or conduct a new
testing task to implement the corrective action or
use a different method/technique for executing a
testing task).
f)  Monitor the efficacy of the corrective actions.
g) Document findings in Master Test Report.
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5.2.1 Testing tasks during the acquisition process: Acquisition sup

ort activity

Testing tasks Inputs Outputs
(1) Scope Test Effort (Preliminary) Concept documents Draft Master Test Plan
a) Determine the minimum testing tasks for the | Identified integrity level Input to Master Test
identified integrity level using Table 3 and the Report
selected integrity level scheme (see Section 5.3.1
Task 4, Integrity Level).
b) Augment the minimum testing tasks with
optional tasks, as necessary.
c) Establish the scope of the test effort from the
description of testing tasks, inputs, and outputs
as defined in this table.
d) Provide an estimate of the test budget, including

test facilities and tools as required.

(2) Plan Interface Between the Test Effort and
Supplier (Preliminary)

Request for Proposal

Draft Master Test Plan

Identified integrity level Input to Master Test
a) Plan the test schedule for each testing task. Proi hedul Report
Identify the preliminary list of products to be roject schedule
verified and validated by the test process.
b) Describe test access rights to proprietary and
classified information.
¢) Incorporate the identified integrity level into the
planning process.
(3) Assess System Requirements System requirements Anomaly Reports
a) Review the system requirements to verify | Statement of need Input to Master Test
whether objective information that can be U d Report
demonstrated by testing is provided in the ser needs
requirements.
b) Review other requirements such as deliverable

definitions, listing of appropriate compliance
standards, regulations, and user needs for testing
resource and testability issues.

(4) Establish Contract Criteria for
Supplier/Vendor Testing

(a) Identify the standards for reviews, audits, and test
documentation.

(b) Describe the role of the acquirer in the supplier/vendor
test process.

(c) Identify the minimum required test documents.

(d) Identify the minimum criteria for the acceptance of the
supplier’s/vendor’s products (software, documentation).

(e) Establish schedule for supplier/vendor deliverables.

(f) Establish schedule for acquirer acceptance of
supplier/vendor deliverables.

Project approved
Standards

Contract Criteria

Input to Master Test
Report
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5.3.1 Testing tasks during the su

ply process: Test planning activity

Testing tasks

Inputs

Outputs

a)

b)

<)

(1) Plan Interface Between the Test Effort and the
Supplier (continuing)

Review the supplier development plans and
schedules to coordinate the test effort with
development activities.

Establish procedures to exchange test data and
test results with the development effort.

Incorporate the identified integrity level into the
planning process.

Master schedule
Developer schedule
Developer plans
Master Test Plan

Technical portion of
Contract

Identified Integrity Level

Project Plan

Revised Master Test Plan

Input to Master Test
Report

Procedures to exchange
test data and test results
with the development
effort

(2) Scope Test Effort (continuing)

Concept documents

Draft Master Test Plan

a) Adopt the integrity scheme assigned. If no | Identified Integrity Level Input to Master Test
integrity level scheme exists, then one is Report
selected.
b) Determine the minimum testing tasks for the
software-based system or software product
integrity level using Table 3 and the selected
integrity level scheme.
c¢) Augment the minimum testing tasks with
optional tasks (see Table D.1), as necessary.
d) Establish the scope of the test effort from the
description of testing tasks, inputs, and outputs
as defined in this table.
e) Provide an estimate of the test budget, including
test facilities and tools as required.
(3) Identify Metrics Input to Master Test Plan
. . and Level Test Plans
a) Determine the metrics that are to be collected.
. . o Identified metri
b) Define the metric models and counting criteria. entted metnes

Input to Master Test
Report

a)

b)

<)

(4) Identify integrity level

Determine the system or software characteristics
(e.g., complexity, criticality, risk, safety level,
security level, desired performance, reliability, or
other unique characteristics) that define the
importance of the software to the user.

Adopt the system integrity scheme assigned. If
no integrity level scheme exists, then one is
selected using a reference such as described in
Clause 4 and Annex B of this standard.

Assign an integrity level to the software-based
system or the software product.

Integrity level schema

Identified integrity level

Input to Master Test
Report
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5.4.1 Testing tasks during the development process: Concept activity

Testing tasks

Inputs

Outputs

(1) Review Concept Documentation
a) Gain familiarity with organizational needs.

b) Gain familiarity with organizational expectations
regarding software-based system, software
product, or service to be acquired.

Concept documentation

Anomaly Report

Input to Master Test
Report

(2) Review System Requirements Document

a) Verify the testability of the requirements if not
verified previously or if there are new system
requirements.

System Requirements

Anomaly Report

Input to Master Test
Report

(3) Generate Test Traceability Matrix
(Preliminary)

a) Verify that all requirements are traceable to test
cases.

b) Verify that all test cases are traceable to
requirements.

¢) Verify that there is a valid relationship among
the Test Plan, Test Design, Test Cases, and Test
Procedures.

The Test Traceability Matrix will be updated
throughout the life cycle development process.

System Requirements

Software, hardware,
database, network, and
interface requirements, as
known

Test Traceability Matrix
for the Level Test Plan(s)

(component, component
integration, system,
acceptance)

Input to Master Test
Report

(4) Identify integrity level
a) Ifnot identified, identify integrity level.

b) Determine the system or software characteristics
(e.g., complexity, criticality, risk, safety level,
security level, desired performance, reliability,
or other unique characteristics) that define the
importance of the software to the user.

c¢) Adopt the system integrity scheme assigned. If
no integrity level scheme exists, then one is
selected using a reference such as described in
Clause 4 and Annex B of this standard.

d) Assign an integrity level to the software-based
system or the software product.

Integrity level schema

Identified integrity level

Input to Master Test
Report

5.4.2 Testing tasks during the development process: Requirements activity

Testing tasks

Inputs

Outputs

(1) Generate Acceptance Test Plan

a) Verify that the software-based system correctly
enables the user to perform their tasks in an
operational environment.

b) Verify that the acceptance test plan complies
with this standard in purpose, format, and
content.

Concept documents

Test Traceability Matrix

Acceptance Test Plan

Input to Master Test
Report
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5.4.2 Testing tasks during the development process: Requirements activity

Testing tasks

Inputs

Outputs

(2) Generate System Test Plan

System requirements

System Test Plan

requirements and the interface requirements for
testability.

a) Verify that the implementation of the
requirements can be successfully validated.

b) Begin tracing of requirements to test cases,
procedures, and results in the Test Traceability
Matrix.

c¢) Verify that there are objective criteria for
validating the testability of the System
Requirements and the Interface Requirements.

The software requirements and interface requirements
may be evaluated by using such guidance as
IEEE Std 1233™-1998 [B19].

IRS)
Master Test Plan

a) Verify that the system-based software or the | Test Traceability Matrix Input to Master Test
software product correctly implements system Report
requirements.

c¢) Begin tracing of allocated requirements to test
cases, procedures and results.

d) Verify that the system test plan complies with
the standard in purpose, format, and content.

(3) Review Software Requirements and Interface | System and/or software Anomaly Reports

Requirements for Testability. requirements and interface

1 ty aw Input to Master Test
. requirements (SRS and
Evaluate the requirements of the software Report

(4) Identify Integrity Level (update)
a) If not identified, identify integrity level.

b) Determine whether software integrity levels are
established for requirements, detailed functions,
system components, subsystem, or other
partitions as appropriate.

¢) Verify that the assigned integrity levels are
correct. If software integrity levels are not
assigned, then assign integrity levels to the
system requirements.

d) Document the integrity level assigned to
individual software components.

Prior identified integrity
level

Modified integrity level

Modified Master Test
Plan

Input to Master Test
Report

(5) Generate Test Traceability Matrix (update)

b) Verify that all requirements are traceable to test
cases.

¢) Verify that all test cases are traceable to
requirements

¢) Verify that there is a valid relationship among
the Test Plan, Test Design, Test Cases, and Test
Procedures.

Test Traceability Matrix

Modified Test Traceability
Matrix

Input to Master Test
Report
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5.4.2 Testing tasks during the development process: Requirements activity

Testing tasks Inputs Outputs
(6) Identify Risk(s) System requirements Anomaly Reports
a) Identify technical and management test risk(s). Software requirements Input to Master Test
. . . . R t
b) Provide recommendations to eliminate, reduce, Interface requirements epor
or mitigate the testing’s identified risk(s). .
Supplier development
plans
(7) Identify Security Issues System requirements Anomaly Reports
a) Identify system and software security issues. Software requirements Input to Master Test
Report

b) Provide recommendations to eliminate or reduce
test-identified security issues.

Interface requirements

Anomaly Reports

5.4.3 Testing tasks during the development process: Design activity

Testing tasks

Inputs

Outputs

(1)  Generate Acceptance Test Design

a) Continue tracing required by the acceptance test
plan.

b) Verify that the test design complies with this
standard in purpose, format, and content.

Acceptance Test Plan

Acceptance Test Design

Input to Master Test
Report

(2)  Generate System Test Design

a) Continue tracing required by the system test
plan.

b) Verify that the test design complies with this
standard in purpose, format, and content.

System Test Plan

System Test Design

Input to Master Test
Report

(3) Generate Component Integration Test Plan

a) Verify that the software correctly implements the
software requirements and design as the
components are integrated in accordance with
the system design.

b)  Validate that the component integration test plan
complies with this standard in purpose, format,
and content.

Subsystem and component
requirements

System design
descriptions

Component Integration
Test Plan

Input to Master Test
Report

(4)  Generate
Design

Component Integration Test

a) Continue tracing required by the component
integration test plan.

b) Verify that the test design complies with this
standard in purpose, format, and content.

Component Integration
Test Plan

Component Integration
Test Design

Input to Master Test
Report
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5.4.3 Testing tasks during the development process: Design activity

Testing tasks

Inputs

Outputs

(5) Generate Component Test Plan

a)

b)

<)

Verify that software components
implement component requirements.

correctly

Continue tracing of requirements from design to
test cases, procedures, and results.

Verify that the component test plan complies
with this standard in purpose, format, and
content.

Component requirements

Detailed design
description

Component Test Plan

Input to Master Test
Report

(6) Generate Component Test Design

a)

b)

Verify that the test design implements the test
plan.

Verify that the test design complies with the
defined testing document in purpose, format, and
content.

Component Test Plan

Component Test Design

Input to Master Test
Report

(7) Identify Integrity Level (update)

a)
b)

<)

d)

If not identified, identify integrity level.

Determine whether software integrity levels are
established for requirements, detailed functions,
software modules, subsystem, or other software
partitions.

Verify that the assigned integrity levels are
correct. If software integrity levels are not
assigned, then assign integrity levels to the
system requirements.

Document the integrity level
individual software components.

assigned to

Prior identified integrity
level

Modified integrity level

Modified Master Test
Plan

Input to Master Test
Report

(8) Generate Test Traceability Matrix (update)

Test Traceability Matrix

Modified Test Traceability
Matrix

a) Verify that all requirements are traceable to test
cases. Input to Master Test
. R t
b) Verify that all test cases are traceable to epor
requirements.
¢) Verify that there is a valid relationship among
the Test Plan, Test Design, Test Cases, and Test
Procedures.
(9) Identify Risk(s) Software Design Anomaly Reports
a) Review and update risk analysis using prior risk | Interface Design Input to Master Test
A ly Reports. . R t
flomaty Reports Supplier development epor
b) Provide recommendations to eliminate, reduce, | plans and schedules

or mitigate the test-identified risk(s).

Anomaly Reports

(10) Identify Security Issues (test)

a)
b)

Identify system and software security issues.

Provide recommendations to eliminate or reduce
test-identified security issues.

Design documents

Prior test-identified
security issues

Anomaly Reports

Anomaly Reports

Input to Master Test
Report
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5.4.4 Testing tasks during the develo

ment process: Implementation activity

Testing tasks

Inputs

Outputs

a)

b)

(1) Generate Acceptance Test Cases

Continue tracing of requirements to test design,
test cases, test procedures, and test results.

Verify test cases conform to this standard in
purpose, format, and content.

User documentation; use
cases

Acceptance Test Plan

Acceptance Test Design

Acceptance Test Cases

Input to Master Test
Report

@
a)

b)

Generate Acceptance Test Procedures

Continue tracing of requirements to test design,
test cases, test procedures, and test results.

Verify that test procedures conform to this
standard in purpose, format, and content.

User documentation

Acceptance Test Cases

Acceptance Test
Procedures

Input to Master Test
Report

3)
a)

b)

Generate System Test Cases

Continue tracing of requirements to test design,
test cases, test procedures, and test results.

Verify that system test cases conform to this
standard in purpose, format, and content.

System requirements
System Test Plan
System Test Design

System Test Cases

Input to Master Test
Report

“@
b)

Generate System Test Procedures

Continue tracing of requirements to test design,
test cases, test procedures, and test results.

Verify that system test procedures conform to
this standard in purpose, format, and content.

System Test Cases

System Test Procedures

Input to Master Test
Report

5

a)

b)

Generate Component Integration Test
Cases

Continue tracing of requirements to test design,
test cases, test procedures, and test results.

Verify that component integration test cases
conform to this standard in purpose, format, and
content.

Interface requirements
Interface design

Component Integration
Test Plan

Component Integration
Test Design

Component Integration
Test Cases

Input to Master Test
Report

©)

a)

b)

Generate Component Integration Test
Procedures

Continue tracing of requirements to test design,
test cases, test procedures, and test results.

Verify that component integration test
procedures conform to this standard in purpose,
format, and content.

Component Integration
Test Cases

Component Integration
Test Procedures

Input to Master Test
Report

Y
a)

b)

Generate Component Test Cases

Continue tracing of requirements to test design,
test cases, test procedures, and test results.

Verify that component test cases conform to this
standard in purpose, format, and content.

Software requirements
Component Test Plan

Component Test Design

Component Test Cases

Input to Master Test
Report
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5.4.4 Testing tasks during the develo

ment process: Implementation activity

Testing tasks

Inputs

Outputs

(8) Generate Component Test Procedures

a) Continue tracing of requirements to test design,
test cases, test procedures, and test results.

b) Verify that component test procedures conform
to this standard in purpose, format, and content.

Component Test Cases

Component Test
Procedures

Input to Master Test
Report

(9) Execute Component Test

b) Verify the test results trace to test criteria
established in the test planning documents.

¢) Document discrepancies between actual and
expected results while executing the test.

Component Test Plan
Component Test Design
Component Test Cases

Component Test
Procedures

Component test data

Component test results

Component Interim Test
Status Report

Anomaly Reports
Component Test Log

Input to Component Test
Report

Input to Master Test
Report

(10) Evaluate Component Test Results

a) Analyze test results to verify the software
correctly implements the design and the
requirements.

Component Test Logs
Component test results

Anomaly Reports

Anomaly Reports

Component test results
analysis

Input to Component Test
Report

Input to Master Test
Report

(11) Prepare Component Test Report

a) Document the results as required by the
component test plan.

b) Verify the Component Test Report conforms to
this standard in purpose, format, and content.

Component test results
analysis

Component Test Logs
Anomaly Reports

Component Test Report

(12) Generate Test Traceability Matrix (update)

a) Verify that all requirements are traceable to test
cases.

b) Verify that all test cases are traceable to
requirements.

c) Verify that there is a valid relationship among
the Test Plan, Test Design, Test Cases, and Test
Procedures.

Test Traceability Matrix

Modified Test Traceability
Matrix

Input to Master Test
Report

(13) Perform Test Readiness Review
a) Review all test status.

b) Decide if ready to proceed.

All test documentation

Decision to proceed
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5.4.4 Testing tasks during the develo

ment process: Implementation activity

Testing tasks

Inputs

Outputs

(14) Identify Integrity Level (update)

a) Ifnot identified, identify integrity level.

b) Determine whether software integrity levels are
established for requirements, detailed functions,
software modules, subsystem, or other software
partitions.

c¢) Verify that the assigned integrity levels are
correct. If software integrity levels are not
assigned, then assign integrity levels to the
system requirements.

d) Document the integrity level
individual software components.

assigned to

Prior identified integrity
level

Modified integrity level

Modified Master Test
Plan

Input to Master Test
Report

(15) Identify Risk(s)

a) Review and update test risk analysis using prior
risk Anomaly Reports.

b) Provide recommendations to eliminate, reduce,
or mitigate the test-identified risk(s).

Component test results

Supplier development
plans and schedules

Anomaly Reports

Anomaly Reports

Input to Master Test
Report

(16) Identify Security Issues
a) Identify system and software security test issues.

b) Provide recommendations to eliminate or reduce
test-identified security issues.

Component test results

Anomaly Reports

Anomaly Reports

Input to Master Test
Report

5.4.5 Testing tasks during the development process: Test activity

Testing tasks

Inputs

Outputs

(1) Execute Component Integration Tests

a) Verify the test results trace to test criteria
established in the test planning documents.

b) Document discrepancies between actual and
expected results.

Component Integration
Test Plan

Component Integration
Test Design

Component Integration
Test Cases

Component Integration
Test Procedures

Test data

Anomaly Reports

Component Integration
Test Log

Component Integration test
results

Component Integration
Interim Test Status
Report

Input to Master Test
Report

(2) Evaluate Test

Results

Component Integration

a) Analyze test results to verify the software
components are integrated correctly.

Component Integration
Test Plan

Component Integration
Test Cases

Component Integration
test results

Component Integration
Test Log

Anomaly Reports

Component Integration test
results analysis

Input to Component
Integration Test Report

Input to Master Test
Report
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5.4.5 Testing tasks during the development process: Test activity

Testing tasks Inputs Outputs
Anomaly Reports
(3) Prepare Component Integration Test | Component Integration Component Integration
Report test results analysis Test Report
a) Prepare Component Integration Test Report. Anomaly Reports Input to Master Test

Report

b) Document the results as required by the test | Component Integration
planning documents. Test Log
¢) Verify the test report conforms to this standard in
purpose, format, and content.
(4)  Execute System Test System Test Plan Anomaly Reports
a) Validate test results satisfy system requirements. | System Test Design System Test Log
b) Verify test results trace to test criteria established | System Test Cases System test results
by test traceability in the test plannin,
dz)/ cuments Y P & System Test Procedures System Interim Test
’ Test dat Status Report
c¢) Document discrepancies between actual and est data I Master Test
expected results. nput to Master Tes
Report
(5)  Evaluate System Test Results System Test Plan Anomaly Reports
a) Validate system requirements are satisfied. System Test Logs System test results analysis
b) Verify test results satisfy test criteria established | System test results Input to Master Test
in the System Test Plan. Report
Y Anomaly Reports P
(6) Prepare System Test Report System test results System Test Report
analysis
a) Prepare System Test Report. Y Input to Master Test
. A ly R t R t
b) Document test results as required by the test foma’ly Reports epor
planning documents. System Test Logs
(7)  Execute Acceptance Test Acceptance Test Plan Anomaly Reports
a) Validate User-driven acceptance test, if | Acceptance Test Design Acceptance Test Log
iate.
Appropriate Acceptance Test Cases Acceptance test results
b) Validate test results satisfy User Needs.
) Y Acceptance Test Acceptance Interim Test
¢) Verify test results trace to test criteria established | Procedures Status Report
by test traceability in the test planning
documents. Document discrepancies between User data ﬁlput t? Acceptance Test
actual and expected results. User needs epor

Input to Master Test
Report
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5.4.5 Testing tasks during the development process: Test activity
Testing tasks Inputs Outputs
8) Evaluate Acceptance Test Results Acceptance requirements Anomaly Reports
a) Validate test results satisfy user needs. Acceptance test results Acceptance test results
b) Verify test results trace to test criteria established | Acceptance criteria anatysts
by the test documentation. Input to Master Test
. e . Report
¢) Verify traceability in the planning documents.
d) Validate the results satisfy the acceptance
criteria.
e) Document discrepancies between actual and
expected results.
9) Prepare Acceptance Test Report Acceptance test results Acceptance Test Report
. lysi
a) Document test results as required by the test analysis Input to Master Test
planning documentation. Anomaly Reports Report
b) Verify that test report conforms to this standard | Acceptance Test Logs
in purpose, format, and content.
10) Identify Risk(s) Development plans and Anomaly Reports
. . L .. hedul
a) Review and update risk analysis using prior risk sehedules Input to Master Test
Anomaly Reports. Anomaly Reports Report
b) Provide recommendations to eliminate, reduce,
or mitigate testing identified risk(s).
11) Identify Security Issues Security requirements Anomaly Reports
a) Identify software-based system and software | Anomaly Reports Input to Master Test
product security test issues. Report
b) Provide recommendations to eliminate or reduce
test-identified security issues.
5.4.6 Testing tasks during the development process: Installation/checkout activity
Testing tasks Inputs Outputs
(1) Support Installation Configuration | Installation Package Anomaly Reports
Audit .
uaits Site dependent parameters or Input to Master Test
a) Verify all products required to correctly | conditions Report
install and operate the system or .
software are present in the installation Supplied values for all
package. components
b) Validate all site-specific parameters or
conditions to verify supplied values are
correct.
Functional Configuration Audits and
Physical Configuration Audits may be based
on IEEE Std 1028-1997 [B12]
(2)  Perform Installation/Checkout Installation package Anomaly Reports
a) Conduct analysis or tests to verify that User documentation Installation test results
the installed system or software product
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5.4.6 Testing tasks during the development process: Installation/checkout activity

Testing tasks Inputs Outputs
corresponds to the software-based .
system or software product that satisfied Su(l;s[zt of lftccept;nctel')l"est Cdases Installation Test Logs
the acceptance test. and Acceptance Test Procedures
b) Validate the software code and
databases initialize, execute, and
terminate as specified.
¢) In the transition from one version of
software to the next, validate (test) that
the software can be removed from the
system without affecting the
functionality of the remaining system
components.
d) Validate (test) the requirements for
continuous operation and service
(including user notification) during
transition are satisfied.
(3)  Evaluate Installation/Checkout Installation/checkout results Input to Master Test
. . Report
a) Verify results trace to test criteria | Anomaly Reports P
established by the test documentation. Installation/checkout
Acceptance Test Plan :
. . results analysis
b) Analyze results to verify the installed A Test Desi
software-based system or software cceptance Test Design
product is the same as the one that | Acceptance Test Cases
passed the Acceptance Test.
Acceptance Test Procedures
¢) Document discrepancies between actual
and expected results. Installation Test Logs
(4)  Prepare Installation/Checkout Installation/checkout results Installation/Checkout
Report analysis Report
a) Document results as required by the test | Anomaly Reports Input to Master Test
lanning documents. Report
P & Installation Test Logs P
b) Verify that the report conforms to this
standard in purpose, format, and
content.
(5)  Prepare Master Test Report (if Level Test Reports (component, Master Test Report
required) component integration, system,
acceptance
a) Document the results of all levels of P )
testing for the software-based system or | Anomaly Reports (component,
software product as required by the | component integration, system,
Master Test Plan or other test planning | acceptance)
document.
Test Logs (component,
b) Verify that the test report conforms to | component integration, system,
this standard in purpose, format, and | acceptance)
content.
(6) Identify Risk(s) (Test) Anomaly Reports Anomaly Reports
a) Review and update test risk analysis | Level Test Reports (component, Input to Master Test
using prior risk Anomaly Reports. component integration, system, Report
. . .. acceptance
b) Provide recommendations to eliminate, p )

reduce, or mitigate testing identified
risk(s).
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5.4.6 Testing tasks during the development process: Installation/checkout activity

Testing tasks Inputs Outputs

(7)  Identify Security Issues (Test) Level Test Reports Anomaly Reports

a) Identify software-based system and | (component, component Input to Master Test
software product security issues. integration, system, acceptance) Report

b) Provide recommendations to eliminate
or reduce test-identified security issues.

Anomaly Reports

5.5.1 Testing tasks during the operation process: Operational test activity

Testing tasks Inputs Qutputs
(1)  Evaluate Operating Procedures Operating procedure Anomaly Reports
. . . documentation
a) Verify the operating procedures are consistent
with the user documentation and conform to the | User documentation
system requirements.
(2) Execute Operational Tests Software-based system or | Anomaly Reports

a) Validate that the system or software performs as
expected in the operational environment.

b) Document discrepancies between actual and
expected results.

software product
User data
User documentation

Selected Acceptance Test
Cases / Procedures

Operational Interim Test
Status Report

(3) Evaluate Operational Test Results

a) Analyze test results to verify the system
continues to meet the needs of organization.

b) Validate the test results satisfy business needs
specified in the concept documentation.

Concept documentation

Operational test results

Anomaly Reports

Operational test results
analysis

Input to Master Test
Report

(O]
a)  Prepare Operational Test Report.

Prepare Operational Test Report

Operational test results
analysis

Operational Test Report
Input to Master Test

. A ly R t R t
b) Document test results as required by the test nomaly Reports epor
planning documents. Operational Test Logs
(5) Identify Risk(s) Proposed changes to Anomaly Reports
Revi d update test risk analvsis usi . software-based system,
a) R.e\lllew an lgp ate test risk analysis using prior | o .00 10 vroduct or
isk anomalies. service
b) Pr.oyldte rec?r}(limer}gagor'lskto eliminate reduce or Supplier development
mitigate test-identified risk(s). plans and schedules
Operational problem
reports
Prior Anomaly Reports
(6) Identify Security Issues Prior Anomaly Reports Anomaly Reports

a) Identify software-based system or software
product security problems.

b) Provide recommendations to eliminate or reduce

security test problems.

Operational test results

Input to Master Test
Report
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5.6.1 Testing Tasks during the Maintenance Process: Maintenance Test Activity

Testing tasks Inputs Outputs

(1)  Revise all affected test documentation All Test Documentation Updated affected
. . . . d tati

Revise test planning documentation to comply with Approved changes ocumentation

approved changes to the software-based system, the
software product, or the services.

(2)  Perform anomaly evaluation Anomaly Reports Anomaly evaluation results

a) Evaluate Operational anomalies.

()] Testing task iteration Approved changes to Anomaly Reports
software-based system,
software product, or
services.

Updated Test Plans

(component, component

¢) Verify that changes do not cause unacceptable or | integration, system,
unintended system behaviors. acceptance)

Updated Master Test
Plan

a) Verify that planned changes are implemented
correctly.

b) Verify that documentation is complete and
current.
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Annex D
(informative)

Optional testing tasks

This annex provides examples of some optional additional testing tasks that can be considered for
inclusion. It is not intended to include all possible optional activities.

Table D.1—Optional Testing Tasks and suggested applications

Life cycle phases
. g 2
2| o E £ 2 8
9 o - <=
E| 2| o| = | E g O| g| &
s | £ = 2| & g I8 =
o0 .2 B=) ) =) =) = QL
s 2| Ef | B ®| =2 S| 8| =
. . E| S| E|5| 5| 8|&5|2|z|2|c
Optional testing tasks s 2| =213 2| A E|L| 8| &S
Audit performance ° ° ° ° ) )
Audit support o o o o ° ° °
Branch coverage testing °
Database analysis ® ° ° o o
Data flow analysis ° ° ° o
Defect history evaluation ® o | @
Disaster recovery plan assessment ° o | o ° ° ° °
Independent risk assessment ° e e ° ° ° ° o o o 0
Operational evaluation P
Peer reviews
Concept ° o
Requirements ° o
Design 0 o
Source code ° .
Test Plan (Master and Level) ° ° ° ° °
Level Test Design ° ° . .
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Life cycle phases
. g E
2| < = k5 ~ 8
5] 8 =
El 2| w £ B S| gl &
o = = a 5] - .= =
oh .4 =] 15 =] =] E — = Q
s 3 g o | 3| ¥ 2 = g =
. . S| S| 5| 8| 8| %8| 2|8l z| 8=
Optional testing tasks s| @ | =232 A E|L2| 8| &=
Level Test Case ° ° o o o
Level Test Procedure ° ° ° . .
Performance Monitoring ° ° ° ° ° ° ° °
Post Installation Validation ° ° °
Proposal Evaluation Support °
Qualification Testing . . .
Regression Analysis and Testing ° ° ° ° ° °
Sizing and Timing Analysis ° ° ° ® ®
Test Certification o o o o
Test Documentation Review (Supplier’s) o o
Test Evaluation ° ° o o o ° o
Test Tool Plan Generation ° ° ° )
Test Witnessing (Supplier’s) o o o °
Training Document Evaluation o o o o o o o
User Documentation Evaluation ° ° ° ° ° o o o o
User Training ° () ° ° °
Volume Testing [ ° ° °

Audit performance. Provide an independent assessment of whether a software process and its
products conform to applicable regulations, standards, plans, procedures, specifications, and
guidelines. Audits may be applied to any software process or product at any development stage. The
supplier may initiate audits, as well as the acquirer, the developer, or other involved party such as a
regulatory agency. The initiator of the audit selects the audit team and determines the degree of
independence required. The initiator of the audit and the audit team leader establish the purpose, scope,
plan, and reporting requirements for the audit.

The auditors collect sufficient evidence to decide whether the software processes and products meet
the evaluation criteria. They identify major deviations, assess risk to quality, schedule, and cost, and
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then they report their findings. Examples of processes that could be audited include configuration
management practices, use of software tools, and degree of integration of the various software
engineering disciplines particularly in developing an architecture, security issues, training, and project
management.

Audit support. Provide technical expertise to the auditors on request. The audit support resources may
represent the acquirer at audit proceedings and may assist in the test of remedial activities identified by
the audit.

Branch coverage testing. Testing designed to execute each outcome of each decision point in a
computer program (IEEE Std 828-1998 [BS5]).

Database analysis. Evaluation of database design as part of a design review process could include:

—  Physical limitations analysis. Identify the physical limitations of the database such as
maximum number of records, maximum record length, largest numeric value, smallest
numeric value, and maximum array length in a data structure and compare them with
designed values.

— Index versus storage analysis. Analyze the use of multiple indexes compared with the
volume of stored data to determine whether the proposed approach meets the requirements
for data retrieval performance and size constraints.

— Data structures analysis. Some database management systems have specific data structures
within a record such as arrays, tables, and date formats. Review the use of these structures
for potential impact on requirements for data storage and retrieval.

—  Backup and disaster recovery analysis. Review the methods employed for backup against
the requirements for data recovery and system disaster recovery and identify deficiencies.

Data flow analysis. Evaluation of data flow diagrams as part of a design review process could include:

—  Symbology consistency check. The various methods used to depict data flow diagrams
employ very specific symbology to represent the actions performed. Verify that each
symbol is used consistently.

—  Flow balancing. Compare the output data from each process to the data inputs and the data
derived within the process to ensure the data is available when required. This process does
not specifically examine timing or sequence considerations.

—  Confirmation of derived data. Examine the data derived within a process for correctness
and format. Data designed to be entered into a process by operator action should be
confirmed to ensure availability.

—  Keys to index comparison. Compare the data keys used to retrieve data from data stores within
a process to the database index design to confirm that no invalid keys have been used and the
uniqueness properties are consistent.

Defect history evaluation. Evaluate all the anomalies identified in the system at each selected
development stage (e.g., component, component integration, system, and acceptance). Evaluation may
include examining defects prior to acceptance as part of input to the test readiness review and prior to
operations as part of the operational readiness review. Evaluations of the defect history provide the
testing process with an account of critical areas of the process and product where problems reside as
well as areas that are troublesome and/or routinely cause inconsistent test results. Defect history also
may be reviewed during the preparation of the Master Test Report.
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Disaster recovery plan assessment. Verify that the disaster recovery plan is adequate to restore
critical operation of the system in the case of an extended system outage. The disaster recovery plan
should include:

—  Identification of the disaster recovery team and a contact list

— Recovery operation procedures

—  Procedure for establishing an alternative site, including voice and data communications,
mail, and support equipment

—  Plans for replacement of computer equipment
—  Establishment of a system backup schedule

—  Procedures for off-site storage and retrieval of software, data, documentation, and vital
records

—  Logistics of moving staff, data, documentation, etc.

Independent risk assessment. An objective evaluator assesses the current status of identified risk
conditions.

Operational evaluation. Assess the deployment readiness and operational readiness of the software.
Operational evaluation may include examining the results of operational tests, audit reviews, and
Anomaly Reports. This evaluation verifies that the software is as follows:

— At asuitable point of correctness for mass production of that software

— Valid and correct for site-specific configurations

Peer review. Review the software products to detect defects in the specified work products at each
selected development activity to assure the quality of the emerging software. The peer review process
may consist of multiple steps such as follows:

—  Peer review planning
—  Product overview

—  Peer review preparation
—  Examination meeting
—  Defect rework

— Resolution follow-up

A peer review is performed by a small team of peers (not their management) and includes, but usually
is not led by, the author. They are commonly implemented as inspections or walkthroughs
(see IEEE Std 1028-1997 [B12]). The peer review team usually consists of three to six persons, and in
some cases, it includes personnel from the test group, quality assurance, or verification and validation.
The participants assume specific roles to find, classify, report, and analyze defects in the product. Each
type of peer review is specifically defined by its intended purpose, required entry criteria, defect
classification, checklists, exit criteria, designated participants, and its preparation and examination
procedures. Peer reviews do not debate engineering judgments, suggest corrections, or educate project
members; they report apparent anomalies and verify their resolution by the author. Peer reviews,
particularly walkthroughs, are a great source of education and cross-training.
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Peer review (concept). Verify that the system architecture and requirements satisfy customer needs.
Verify that the system requirements are complete and correct, and that anomalies such as omissions,
defects, and ambiguities in the requirements are detected.

Peer review (requirements). Verify that the requirements satisfy customer needs, can be
implemented, and are complete, traceable, testable, and consistent and that anomalies such as
omissions, defects, and ambiguities in the requirements are detected and corrected.

Peer review (design). Verify that the design can be implemented, is traceable to the requirements, and
that all interface and procedural logic is complete and correct, and that anomalies such as omissions,
defects, and ambiguities in the design are detected and corrected.

Peer review—test plan (component, component integration, system, acceptance). Verify that the
scope, strategy, resources, and schedule of the (component, component integration, system,
acceptance) testing process have been completely and accurately specified, that all items to be tested
and all required tasks to be performed have been defined, and ensure that all personnel and resources
necessary to perform the testing have been identified.

Peer review—test design (component, component integration, system, acceptance). Verify that the
(component, component integration, system, and acceptance) test design is consistent with the test
plan, and that the test design is correct, complete, and readable.

Peer review (source code). Verify that the source code implementation is traceable to the design, and
that all interfaces and procedural logic are complete and correct, and that anomalies such as omissions,
defects, and ambiguities in the source code are detected and corrected.

Peer review—test cases (component, component integration, system, acceptance). Verify that the
(component, component integration, system, and acceptance) test cases are consistent with the test
plan, that the set of test cases is complete, and that all test cases are correct.

Peer review—test procedures (component, component integration, system, acceptance). Verify
that the standard was implemented with complete, correct, and consistent documentation.

Performance monitoring. Collect information on the performance of software under operational
conditions. Determine whether system and software performance requirements are satisfied.
Performance monitoring is a continual process and includes evaluation of items such as follows:

— Database transaction rates to determine the need to reorganize or re-index the database
— CPU performance monitoring for load balancing

— Direct access storage utilization

— Network traffic to ensure adequate bandwidth

— Critical outputs of a system (e.g., scheduled frequency, expected range of values, scheduled
system reports, and reports of events)

Performance testing. Verify the behavior of a system under predetermined load. Load can be
expressed in terms such as follows:

— Number of concurrent connections
— Number of concurrent requests

— Number of processed transactions per time interval

94
Copyright © 2008 IEEE. All rights reserved.

Authorized licensed use limited to: Peking University. Downloaded on September 15,2010 at 11:30:23 UTC from IEEE Xplore. Restrictions apply.



IEEE Std 829-2008
IEEE Standard for Software and System Test Documentation

Post-installation validation. Execute a reference benchmark or periodic test for critical software when
reliability is crucial or there is a possibility of software corruption. By automatically or manually
comparing results with the established benchmark results, the system can be validated prior to each
execution of the software. When pre-use benchmark testing is impractical, such as for real-time,
process control, and emergency-use software, a periodic test, conducted at a predetermined interval,
can be used to ensure continued reliability

Proposal evaluation support. Examine all appropriate proposal response submissions for
conformance to both the stated testing requirements and the intent behind the test-related requirements.

Qualification testing. Verify that all software requirements are tested according to qualification
testing requirements demonstrating the feasibility of the software for operation and maintenance.
Conduct as necessary any tests to verify and validate the correctness, accuracy, and completeness of
the qualification testing results. Document the qualification test results together with the expected
qualification test results. Planning for qualification testing may begin during the requirements activity.

Regression analysis and testing. Determine the extent of analyses and tests that must be repeated
when changes are made to any previously examined software products. Assess the nature of the change
to determine potential ripple or side effects and impacts on other aspects of the system. Rerun test
cases based on changes, error corrections, and impact assessment to detect errors spawned by software
modifications.

Sizing and timing analysis. Collect and analyze data about the software functions and resource
utilization to determine whether system and software requirements for speed and capacity are satisfied.
The types of software functions and resource utilization issues include, but are not limited to:

— CPU load
— Random access memory and secondary storage (e.g., disk and tape) utilization
— Network speed and capacity

— Input and output speed

Sizing and timing analysis is started during requirements and iterated through maintenance.

Test certification. Certify the test results by verifying that the tests were conducted using baselined
requirements, a configuration control process, and repeatable tests, as well as by witnessing the tests.
Certification may be accomplished at a software configuration item level or at a system level.

Test documentation review. Evaluate Level Test Plans, Test Designs, Test Cases, Test Procedures,
and Test Reports (e.g., component, component integration, and system) for requirements coverage and
completeness. Verify that traceability is satisfied. This may be done as a part of the peer reviews.

Test evaluation. Evaluate the tests for requirements coverage and test completeness. Assess coverage
by assessing the extent of the software exercised. Assess test completeness by determining whether the
set of inputs used during the test are a fair representative sample from the set of all possible inputs to
the software. Assess whether test inputs include boundary condition inputs, rarely encountered inputs,
and invalid inputs. For some software, it may be necessary to have a set of sequential or simultaneous
inputs on one or several processors to test the software adequately. This may be done as a part of the
peer reviews.

Test tool plan generation. Prepare a plan that describes the tools needed to support the test effort. The

plan includes a description of each tool’s performance, required inputs and associated tools, outputs
generated, need date, and cost of tool purchase or development. The tool plan should also describe test
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facilities and integration and system test laboratories supporting the test effort. The scope and rigor of
the test effort as defined by the selected software integrity level should be considered in defining the
performance required of each tool.

Test witnessing. Monitor the fidelity of test execution to the specified test procedures and witness the
recording of test results. When a test failure occurs, the testing process can be continued by (1)
implementing a “work around” to the failure; (2) inserting a temporary repair to the source of the
failure (e.g., a code patch or a repaired test case); or (3) halting the testing process and implementing a
complete repair. In all cases, assess the test continuation process for test process breakage (e.g., some
software is not tested or a patch is left in place permanently), adverse impact on other tests, and loss of
configuration control. Regression analysis and testing should be done for all the software affected by
the test failure.

Training document evaluation. Evaluate the training materials and procedures for completeness,
correctness, readability, and effectiveness. This may be done as a part of the peer reviews.

User documentation evaluation. Evaluate the user documentation for its completeness, correctness,
and consistency with respect to requirements for user interface and for any functionality that can be
invoked by the user. The review of the user documentation for its readability and effectiveness should
include representative end users who are unfamiliar with the software. Employ the user documentation
in planning an acceptance test that is representative of the operational environment. This may be done
as a part of the peer reviews.

User training. Ensure that the user training includes rules that are specific to the administrative,
operational and application aspects, and industry standards for that system. This training should be
based on the technical documentation for users and procedures provided by the manufacturer of the
system. The organization responsible for the use of the system should be responsible for providing
appropriate user training.

Volume testing. Subject the software to large amounts of data to determine whether limits are reached
that cause the software to fail. Volume testing also identifies the continuous maximum load or volume
the system can handle for a given period of time. For example, if the software were processing a set of
database records to generate a report, a Volume Test would use a large test database and check that the
software behaved normally and produced the correct report.
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Annex E
(informative)

Metrics From a test management perspective

Metrics related to the Master Test Plan (MTP) are those that support test management. The metrics
provide information at a management-detail level. That is, the information is high level and
summative. This comprehensive level of information is necessary for easily communicating timely
knowledge and facts to management to support decision making associated with test planning and
management.

The test management metrics, which assist in the management of the test process, are used to monitor
and control test activities. The goal of the metrics is to measure and assess attributes such as resources,
task completion, cost, and incidents/anomalies.

Additionally the user may need to provide storage (e.g., location of repository or data source) for the
metrics, data resources (e.g., who collects, enters, validates, and provides data), and tools for
collection/extraction (e.g., software) for each type of metric.

The metrics are used to generate a metrics report. The metrics report describes how often data are
collected for the metric; how often the report is generated; outline metric delivery (e.g., hard copy, on-
line electronic); identify who receives the report or has access to the metric; and specify any
restrictions on access to the metric and the approval process for additions and deletions to this access
and to the standard distribution.

Clause 7 specifies how to address the content topics shown in the outline example below. The user of
this standard may adopt any format and section numbering system for the metrics report.

Master Test Plan Metrics Report Outline (full example)
1. Introduction
1.1. Document identifier
1.2. Scope
1.3. References
2. Details of the MTP Metrics Report
2.1. Introduction
2.2. Metric
2.3. Threshold (if applicable)
2.4. Pictorial representation
2.5. Notes
4. General

3.1 Glossary

3.2 Document change procedure and history

E.1 (Metrics Report Section 1) Introduction

Introduce the initial topics in this document.
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E.1.1 (MTP Metrics Report Section 1.1) Document identification

See 8.1.1.

E.1.2 (MTP Metrics Report Section 1.2) Scope

Describe the purpose and goal of the report. Specify the contents and organization of the report.
E.1.3 (MTP Metrics Report Section 1.3) References

See 8.1.3.

E.2 (MTP Metrics Report Section 2) Details of the Master Test Plan
Introduce the details section of this document.

E.2.1 (MTP Metrics Report Section 2.1) Overview

List and summarize the purpose of each tracked metric described within the report.
E.2.2 (MTP Metrics Report Section 2.2) Metrics

Specify the metric and identify the reporting period.

E.2.3 (MTP Metrics Report Section 2.3) Threshold (if applicable)

For each measurement, provide the acceptable performance values.

E.2.4 (MTP Metrics Report Section 2.4) Pictorial representation

Provide a bar graph or chart for each tracked metric.

E.2.5 (MTP Metrics Report Section 2.5) Notes

Specify any supporting details that may add explanation or clarity.

E.3. (MTP metrics Report Section 3) General

Introduce the general sections of this document.

E.3.1 (MTP Metrics Report Section 3.1) Glossary

See 8.3.1.

E.3.2 (MTP Metrics Report Section 3.2) Document change procedures and history

See 8.3.2.
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Annex F
(informative)

Independence

Test groups experience differing levels of independence depending on their organization. In some
organizations, the same individuals who created the software or system may perform testing. In other
organizations, an internal test group may perform testing. In yet another organization, a group that is
external to the organization may perform testing. Occasionally, the desired degree of independence
may be determined by the identified integrity level (refer to Clause 4 and Annex B).

Independence is defined by three parameters: technical independence, managerial independence, and
financial independence.

Table F.1—Alternatives for test organizations

Alternative Technical Management Financial
Classical R R R
Modified R C R
Integrated C R R
Internal C C C
Embedded M M M
NOTE— R = Rigorous independence; C = Conditional independence; and M = Minimal
independence.
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Annex G
(informative)

Examples of tailoring documentation contents

This annex provides some examples of implementation of the suggestions for tailoring contained in
Clause 6.

Content topics for various testing documents that may be covered by the configuration management
system for documentation are as follows:

Document Section # Contents
MTP 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
3.2 Document change procedures and history
LTP 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
4.6 Document change procedures and history
LTD 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
3.2 Document change procedures and history
LTC 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
1.5 Notation for description
3.2 Document change procedures and history
LTPr 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
3.2 Document change procedures and history
LTL 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
AR 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
2.8 Status of the anomaly
3.1 Document change procedures and history
LITSR 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
3.2 Document change procedures and history
LTR 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
3.2 Document change procedures and history
MTR 1.1 Date of issue, issuing organization, author, approvals, and status
1.3 References
3.2 Document change procedures and history
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Below is an example of a content topic that is applicable across multiple contexts that may be
published in a centralized document, perhaps on the organization’s Intranet instead of being placed in
individual documents (e.g., a project or organization-based glossary available in aggregate online); the
section numbers for it in the testing documents are as follows:

Document Section # Contents
MTP 3.1 Glossary
LTP 3.1 Glossary
LTD 3.1 Glossary
LTC 3.1 Glossary
LTPr 3.1 Glossary
LTL 3.1 Glossary
LTR 3.1 Glossary
MTR 3.1 Glossary

Content topics that may be covered by the project plan include:

Document | Section # Contents
MTP 1.5 Test overview
2.1.1 Process: management
1.5.2 Master test schedule
1.5.4 Resources summary
2.1 Test processes
LTP 2.8 Test deliverables
3.1 Planned activities and tasks
32 Responsibilities and authority
34 Interfaces among the parties involved
3.5 Resources and their allocation
3.6 Training
3.7 Schedules, estimates, and costs
3.8 Risk(s) and contingency(s)
LTD 2.5 Test deliverables
Content topics that may be covered by the quality assurance documentation are as follows:
Document Section # Contents
LTP 4.2 Quality control procedures
43 Metrics
4.4 Test coverage
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Content topics that may be covered by the development documentation include:

Document Section # Contents
MTP 1.4 System overview and key features
LTP 2.3 Features to be tested
LTD 2.1 Features to be tested

Some possible candidates for elimination (full or partial; information may be identified in the tool, but
not fully managed) on the basis of the use of automated tools are as follows:

Document Section # Contents
LTP 2.2 Test Traceability Matrix
23 Features to be tested
2.4 Features not to be tested
LTD 2.1 Features to be tested
2.3 Test identification
LTC 1.4 Context
1.5 Notation for description
2.1 Test case identifier
2.2 Test items
23 Inputs
24 Outcome(s)
2.5 Environmental needs
2.6 Special procedural requirements
2.7 Intercase dependencies
LTPr All
LTL All
AR All
LTR 2.2 Detailed test results
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Annex H
(informative)

Guidelines for compliance with IEEE/EIA Std 12207.1-1997 [B22]

H.1 Overview

The Software and Systems Engineering Standards Committee (S2ESC) of the IEEE Computer Society
has endorsed the policy of adopting international standards. In 1995, the international standard,
ISO/IEC 12207:1995 [B24] was completed. The standard establishes a common framework for
software life cycle processes, with well-defined terminology, that can be referenced by the software
industry.

In 1995, the SESC evaluated ISO/IEC 12207:1995 [B24] and decided that the standard should be
adopted and serve as the basis for life cycle processes within the IEEE Software Engineering
Collection. The IEEE adaptation of ISO/IEC 12207:1995 is IEEE/EIA Std 12207.0-1996 [B21]. It
contains ISO/IEC 12207:1995 and the following additions: improved compliance approach, life cycle
process objectives, life cycle data objectives, and errata.

The implementation of ISO/IEC 12207:1995 within the IEEE also includes the following:
— IEEE/EIA Std 12207.1-1997 [B22]
— IEEE/EIA Std 12207.2-1997 [B23]

— Additions to 11 S2ESC standards (i.e., IEEE Std 730™-2002 [B4], IEEE Std 828-1998
[B5], this standard, IEEE Std 830™-1998 [B6], IEEE Std 1012-2004 [B10],
IEEE Std 1016™-1998 [B11], IEEE Std 1058™-1998 [B14], IEEE Std 1062™-1998 [B16],
IEEE Std 1219™-1998 [B18], IEEE Std 1233-1998 [B19], and IEEE Std 1362-1998 [B20])
to define the correlation between the data produced by existing S2ESC standards and the
data produced by the application of IEEE/EIA Std 12207.1-1997 [B22]

NOTE—Although IEEE/EIA 12207.1-1997 [B22] is a guide, it also contains provisions for application as a
standard with specific compliance requirements. This annex treats IEEE/EIA Std 12207.1-1997 as a standard.

In order to achieve compliance with both this standard and IEEE/EIA Std 12207.1-1997 [B22], it is
essential that the user review and satisfy the data requirements for both standards.

When this standard is directly referenced, the precedence for conformance is based on this standard
alone. When this standard is referenced with the IEEE/EIA 12207 .x standard series, the precedence for
conformance is based on the directly referenced IEEE/EIA 12207.x standard, unless there is a
statement that this standard has precedence.

H.1.1 Scope and purpose
Both this standard and IEEE/EIA Std 12207.1-1997 [B22] place requirements on test plans, test
procedures, and test reports for software. The purpose of this annex is to explain the relationship

between the two sets of requirements so that users producing documents intended to comply with both
standards may do so.
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This annex is organized as follows: The context for test plans, test procedures, and test reports is
provided in H.2. Document compliance guidance for test plans is provided in H.3. Document
compliance guidance for test procedures is provided in H.4. Document compliance guidance for test
reports is provided in H.5.

H.2 Correlation

This clause explains the relationship between this standard and IEEE/EIA Std 12207.0-1996 [B21] in
the following areas: terminology, process, and life cycle data.

H.2.1 Terminology correlation

The two standards use similar terms in similar ways. This standard discusses test plans (a Master Test
Plan for all of testing and Level Test Plans—for each individual level of test), whereas IEEE/EIA Std
12207.0-1996 [B21] uses a broader term, test, or validation plan. This standard discusses Level Test
Procedures, whereas IEEE/EIA Std 12207.0-1996 uses a broader term, test, or validation procedure.
This standard discusses test reports (Interim Level Test Status Reports, Level Test Reports, and Master
Test Report), whereas IEEE/ EIA Std 12207.0-1996 uses a broader term, test, or validation report. This
standard uses the term “group” in a similar way that class is used in IEEE/EIA Std 12207.1-1997
[B22]. This standard uses the concept of level to organize multilevel plans.

H.2.2 Process correlation

IEEE/EIA Std 12207.1-1997 [B22] is based on the life cycle view of IEEE/EIA Std 12207.0-1996
[B21]. It has a strong process bias. It is particularly focused toward acquisition and has detailed
process requirements. In contrast, this standard requires a process for selecting documentation content

items. However, it does work within and supplement process sequences and organization of
IEEE/EIA Std 12207.1-1997.

H.2.3 Life cycle data correlation—test plan

The information required in the test plans by this standard and the information required in a test plan
by IEEE/EIA Std 12207.1-1997 [B22] are similar. It is reasonable to expect that the documents could
comply with both standards. Details are provided in H.3 of this standard.

H.2.4 Life cycle data correlation—test procedure

The equivalent of the test procedure in IEEE/EIA Std 12207.1-1997 [B22] is accomplished by the
combination of the Level Test Design, Level Test Case, and Level Test Procedures from this standard.
For convenience the three will be denoted as a test procedure in this annex. The test procedure
specified by this standard and the information required in a test procedure by IEEE/EIA Std 12207.1-
1997 are similar. It is reasonable to expect that an equivalent collection of information could comply
with both standards. Details are provided in H.4 of this standard.

H.2.5 Life cycle data correlation—test report

The equivalent of the test report in IEEE/EIA Std 12207.1-1997 [B22] is accomplished by the
combination of the Level Test Logs, Anomaly Report, Interim Level Test Status Reports, Level Test
Reports, and Master Test Report from this standard. For convenience the three will be denoted as a test
report. The test report specified by this standard and the information required in a test report by
IEEE/EIA Std 12207.1-1997 are similar. It is reasonable to expect that an equivalent collection of
information could comply with both standards. Details are provided in H.5 of this standard.
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H.2.6 Life cycle data correlation between other data in IEEE/EIA Std 12207.1-1997 [B22]
and this standard

This clause correlates the life cycle data other than test plans, test procedures, or test reports between
this standard and IEEE/EIA Std 12207.1-1997 [B22]. It provides information to users of both
standards. The other life cycle data is summarized in Table H.1.

Table H.1—Summary of requirements between other data in

IEEE/EIA Std 12207.1-1997 [B22] and this standard

Information item IEEE/EIA Std Kind of IEEE/EIA Std IEEE Std 829-2008
12207.0-1996 documentation 12207.1-1997 clauses
[B21] [B22]
subclauses subclauses
Software integration plan 5.3.8.1,53.8.5 Plan 6.18 8

System qualification test audit

results record

5.3.11.3

Record

12,13, 14, 15, 16, 17

System test and evaluation criteria | item

record

5532

a) in | Record

12, 13, 14, 15, 16, 17

H.3 Document compliance—test plan

This clause provides details bearing on a claim that a test plan complying with this standard would also
achieve document compliance with the test plan described in IEEE/EIA Std 12207.1-1997 [B22]. The
requirements for document compliance are summarized in a single row of Table 1 of
IEEE/EIA Std 12207.1-1997. That row is reproduced in Table H.2 of this standard.

Table H.2—Summary of requirements for a test plan excerpted from Table 1 of

IEEE/EIA Std 12207.1-1997 [B22]

Information item IEEE/EIA Kind of IEEE/EIA References
12207.0-1996 documentation | Std 12207.1-
[B21] subclauses 1997 [B22]
subclause
Test or validation | 5.3.5.5,5.3.6.5, Plan 6.27 1IEEE Std 829-2008
plan 5.3.6.6,5.3.7.4,
5.3.7.5,and 6.5 EIA/IEEE J-STD 016-1995, F.2.4

[B1]

ISO/IEC 12119:1994 [B25]

The requirements for document compliance are discussed in the following subclauses:

— H.3.1 discusses compliance with the information requirements noted in column 2 of Table
H.2 as prescribed by 5.3.5.5, 5.3.6.5, 5.3.6.6, 5.3.7.4, 53.7.5, and 6.5 of IEEE/EIA Std
12207.0-1996 [B21].
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— H.3.2 discusses compliance with the generic content guideline (the kind of document) noted
in column 3 of Table H.2 as a plan. The generic content guidelines for a plan appear in 5.2
of IEEE/EIA Std 12207.1-1997 [B22].

— H.3.3 discusses compliance with the specific requirements for a test plan noted in column 4
of Table H.2 as prescribed by 6.27 of IEEE/EIA Std 12207.1-1997 [B22].

— H.3.4 discusses compliance with the life cycle data objectives of Annex H of IEEE/EIA Std
12207.0-1996 [B21] as described in 4.2 of IEEE/EIA Std 12207.1-1997 [B22].

H.3.1 Compliance with information requirements of IEEE/EIA Std 12207.0-1996 [B21]

The information requirements for a test plan are those prescribed by 5.3.5.5, 5.3.6.5, 5.3.6.6, 5.3.7.4,
and 5.3.7.5 of IEEE/EIA Std 12207.0-1996. The requirements are substantively identical to those
considered in H.3.3 of this standard.

H.3.2 Compliance with generic content guidelines of IEEE/EIA Std 12207.1-1997 [B22]
The generic content guidelines for a plan in IEEE/EIA Std 12207.1-1997 are prescribed by 5.2 of
IEEE/EIA Std 12207.1-1997. A complying plan achieves the purpose stated in 5.2.1 and includes the
information listed in 5.2.2 of that standard.
The purpose of a plan is as follows:
IEEE/EIA Std 12207.1-1997, subclause 5.2.1: Purpose: Define when, how, and by
whom specific activities are to be performed, including options and alternatives, as
required.
A test plan complying with this standard would achieve the stated purpose.
Any plan complying with IEEE/EIA Std 12207.1-1997 satisfies the generic content requirements

provided in 5.2.2 of that standard. Table H.3 of this standard lists the generic content items and, where
appropriate, references the clause of this standard that requires the same information.

Table H.3—Coverage of generic plan requirements by this standard

IEEE/EIA Std 12207.1-1997 [B22] Corresponding subclauses of
generic content IEEE Std 829-2008
a) Date of issue and status 8.1.1 Date of issue, issuing organization,

author, approvals, and status

10.1.1 Date of issue, issuing organization,
author, approvals, and status

b) Scope 9.1.2 Scope
10.1.2 Scope
c) Issuing organization 8.1.1 Date of issue, issuing organization,

author, approvals, and status

10.1.1 Date of issue, issuing organization,
author, approvals, and status
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IEEE/EIA Std 12207.1-1997 [B22]
generic content

Corresponding subclauses of
IEEE Std 829-2008

d) References

9.1.3 References

10.1.3 References

e) Approval authority

8.1.1 Date of issue, issuing organization,
author, approvals, and status

10.1.1 Date of issue, issuing organization,
author, approvals, and status

f) Planned activities and tasks

8.2.1 Test processes

9.3.1 Planned activities and tasks; test

progression

g) Macro references (policies or laws
that give rise to the need for this plan)

9.1.3.1 External References

10.1.3.1 External References

h) Micro references (other plans or
task descriptions that elaborate details
of this plan)

9.1.3.2 Internal References

10.1.3 Internal References

1) Schedules

8.1.5.3 Schedule

9.3.7 Schedules, estimates, and costs

j) Estimates

8.1.5.4 Resources summary

9.3.7 Schedules, estimates, and costs

k) Resources and their allocation

8.1.5.4 Resources summary
9.3.2 Environment/infrastructure

9.3.7 Schedules, estimates, and costs

1) Responsibilities and authority

8.1.5.5 Responsibilities

9.3.3 Responsibilities and authority

m) Risk(s)

8.1.5.3 Integrity level scheme
9.4.1 Risk(s) and contingency(s)

n) Quality control measures

(NOTE—This includes quality control
of the test plan itself.)

8.2.1 Test processes

9.4.2 Quality assurance procedures

0) Cost

8.1.5.4 Resources summary

9.3.7 Schedules, estimates, and costs

p) Interfaces among parties involved

8.1.5.5 Responsibilities

9.3.4 Interfaces among parties involved

q) Environment/infrastructure
(including safety needs)

8.1.5.4 Resources summary

9.3.2 Environment/infrastructure

r) Training

8.1.5.4 Resources summary

9.3.6 Training

s) Glossary

8.3.1 Glossary
9.4.5 Glossary
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IEEE/EIA Std 12207.1-1997 [B22] Corresponding subclauses of
generic content IEEE Std 829-2008
t) Change procedures and history 8.3.2 Change procedures and history

9.4.6 Change procedures and history

H.3.3 Compliance with specific content requirements of IEEE/EIA Std 12207.1-1997
[B22]

The specific content requirements for a test plan in [IEEE/EIA Std 12207.1-1997 are prescribed by 6.27
of IEEE/EIA Std 12207.1-1997. A complying test plan achieves the purpose stated in 6.27.1 and
includes the information listed in 6.27.3 of that standard.

The purpose of the fest plan is as follows:

IEEE/EIA 12207.1-1997, subclause 6.27.1: Purpose: Describe plans for qualification
testing of software items and software systems. Describe the software test environment
to be used for the testing, identify the tests to be performed, and provide schedules for
test activities.

A test plan complying with IEEE/EIA Std 12207.1-1997 satisfies the specific content requirements
provided in 6.27.3 of that standard. Table C.1 of this standard lists the specific content items and,
where appropriate, references the clause of this standard that requires the same information.

H.3.4 Compliance with life cycle data objectives

In addition to the content requirements, life cycle data are managed in accordance with the objectives
provided in Annex H of IEEE/EIA Std 12207.0-1996 [B21].

NOTE—The information items covered by this standard include plans and provisions for creating software life
cycle data related to the basic type test data in H.4 of IEEE/EIA Std 12207.0-1996. It provides for the following
test data: test strategy and criteria, cases (what to test), procedures (how to carry out tests), test results, and key
decision rationale.

H.3.5 Conclusion

The analysis suggests that any test plan complying with this standard and the additions shown in Table
H.3 and Table H.4 also complies with the requirements of a test or validation plan in IEEE/EIA Std
12207.1-1997 [B22]. In addition, to comply with IEEE/EIA Std 12207.1-1997, a test plan supports the
life cycle data objectives in Annex H of IEEE/EIA Std 12207.0-1996 [B21].
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Table H.4—Coverage of specific plan requirements by this standard

IEEE/EIA Std 12207.1-1997 [B22]
specific content

Corresponding subclauses of
IEEE Std 829-2008

b) Test levels

8.2.1 Test processes

9.4.1 Level of this test in the overall
sequence

c) Test classes

8.2.1 Test processes

9.1.5 Test classes and overall test
conditions

9.4.1 Level of this test in the overall
sequence

d) General test conditions

8.2.1 Test processes

9.2.5 Approach

¢) Test progression

8.2.1 Test processes

9.3.1 Planned activities and tasks; test
progression

f) Data recording, reduction and
analysis

8.2.1 Test processes

9.3.1 Planned activities and tasks; test
progression

g) Test coverage (breadth and depth)
or other methods for assuring
sufficiency of testing

8.1.5.6 Tools, techniques, methods,
and metrics

9.4.4 Test coverage

h) Planned tests, including items and
their identifiers

8.2.1 Test processes

9.2.1 Test items and their identifiers

i) Test schedules

8.1.5.2 Master test schedule

9.3.7 Schedules, estimates, and costs

j) Requirements traceability

8.1.5.6 Tools, techniques, methods,
and metrics

9.2.2 Test Traceability Matrix

k) Qualification testing environment,

8.1.5.4 Resources summary

9.3.2 Environment/infrastructure

site, 8.1.5.4 Resources summary
9.3.2 Environment/infrastructure
personnel, 8.1.5.5 Responsibilities

9.3.3 Responsibilities and authority

and participating organizations

8.1.5.5 Responsibilities

9.3.3 Responsibilities and authority
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H.4 Document compliance—test procedure

This clause provides details bearing on a claim that a test procedure complying with this standard
would also achieve document compliance with the test procedure described in IEEE/EIA Std 12207.1-
1997 [B22]. The requirements for document compliance are summarized in a single row of Table 1 of
IEEE/EIA 12207.1-1997. That row is reproduced in Table H.5 of this standard.

Table H.5—Summary of requirements for a test procedure excerpted from
Table 1 of IEEE/EIA Std 12207.1-1997 [B22]

Information item IEEE/EIA Kind of IEEE/EIA References
Std 12207.0-1996 documentation Std 12207.1-1997
[B21] subclauses [B22] subclause
Test or validation | 5.1.5.1,5.3.7.1, 5.3.8.1, | Procedure 6.28 IEEE Std 829-2008
procedures 5.3.8.4, 5.3.10.2, and EIA/IEEE J-STD-
6.5 016-1995, H.2.1
[B1]
ISO/IEC 12119:1994
[B25]

The requirements for document compliance are discussed in the following subclauses:

— HA4.1 discusses compliance with the information requirements noted in column 2 of Table
H.5 as prescribed by 5.1.5.1, 5.3.7.1, 5.3.8.1, 5.3.8.4, 5.3.10.2, and 6.5 of IEEE/EIA Std
12207.0-1996 [B21].

— H.4.2 discusses compliance with the generic content guideline (the kind of document) noted
in column 3 of Table H.5 as a procedure. The generic content guidelines for a procedure
appear in 5.3 of IEEE/EIA Std 12207.1-1997 [B22].

— H.4.3 discusses compliance with the specific requirements for a test procedure noted in
column 4 of Table H.5 as prescribed by 6.28 of IEEE/EIA Std 12207.1-1997 [B22].

— H.4.4 discusses compliance with the life cycle data objectives of Annex H of
IEEE/EIA Std 12207.0-1996 [B21] as described in 4.2 of IEEE/EIA Std 12207.1-1997
[B22].

H.4.1 Compliance with information requirements of IEEE/EIA Std 12207.0-1996 [B21]
The information requirements for a test procedure are those prescribed by 5.1.5.1, 5.3.7.1, 5.3.8.1,
5.3.8.4,5.3.10.2, and 6.5 of IEEE/EIA Std 12207.0-1996. The requirements are substantively identical
to those considered in H.4.3 of this standard.

H.4.2 Compliance with generic content guidelines of IEEE/EIA Std 12207.1-1997 [B22]
The generic content guidelines for a procedure in IEEE/EIA 12207.1-1997 are prescribed by 5.3 of
IEEE/ EIA Std 12207.1-1997. A complying procedure achieves the purpose stated in 5.3.1 and
includes the information listed in 5.3.2 of that standard.

The purpose of a procedure is as follows:

IEEE/EIA 12207.1-1997, subclause 5.3.1: Purpose: Define in detail when and how to
perform certain jobs, including needed tools.
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A test procedure complying with this standard would achieve the stated purpose.
Any procedure complying with IEEE/EIA 12207.1-1997 satisfies the generic content requirements

provided in 5.3.2 of that standard. Table H.6 of this standard lists the generic content items and, where
appropriate, references the clause of this standard that requires the same information.

Table H.6—Coverage of generic procedure requirements by

this standard

IEEE/EIA Std 12207.1-1997
[B22]
generic content

Corresponding subclauses of
IEEE Std 829-2008

a) Date of issue and status

10.1.1 Date of issue, issuing organization, author, approvals, and status
11.1.1 Date of issue, issuing organization, author, approvals, and status
12.1.1 Date of issue, issuing organization, author, approvals, and status

b) Scope

10.1.2 Scope
11.1.2 Scope
12.1.2 Scope

c) Issuing organization

10.1.1 Date of issue, issuing organization, author, approvals, and status
11.1.1 Date of issue, issuing organization, author, approvals, and status
12.1.1 Date of issue, issuing organization, author, approvals, and status

d) References

10.1.3 References
11.1.3 References
12.1.3 References

e) Approving authority

10.1.1 Date of issue, issuing organization, author, approvals, and status
11.1.1 Date of issue, issuing organization, author, approvals, and status
12.1.1 Date of issue, issuing organization, author, approvals, and status

f) Relationship to other 10.1.2 Scope
procedures 11.1.2 Scope
12.1.2 Scope

g) Macro references (policies
or laws that give rise to the
need for this procedure)

10.1.3.1 External references
11.1.3.1 External references
12.1.3.1 External references

h) Micro references (other
plans or task descriptions that
elaborate details of this
procedure)

10.3.2 Internal references
11.3.2 Internal references
12.3.2 Internal references

i) Inputs and outputs

11.2.3 Inputs
11.2.4 Outcome(s)

j) Ordered description of the
steps to be taken by each

12.2.2 Ordered description of the steps to be taken to execute the test
cases

participant
k) Glossary 10.3.1 Glossary
11.3.1 Glossary
12.3.1 Glossary
1) Change history 10.3.2 Document change procedures and history

11.3.2 Document change procedures and history
12.3.2 Document change procedures and history
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H.4.3 Compliance with specific content requirements of IEEE/EIA Std 12207.1-1997

[B22]

The specific content requirements for a test procedure in IEEE/EIA Std 12207.1-1997 are prescribed
by 6.28 of IEEE/EIA Std 12207.1-1997. A complying test procedure achieves the purpose stated in
6.28.1 and includes the information listed in 6.28.3 of that standard.

The purpose of the test procedure is as follows:

IEEE/EIA 12207.1-1997, subclause 6.28.1: Purpose: Describe the test preparations,
test cases, and test procedures to be used to perform qualification testing of a software
item or a software system or subsystem. Enable the acquirer to assess the adequacy of
the qualification testing to be performed.

A test procedure complying with IEEE/ETA Std 12207.1-1997 satisfies the specific content
requirements provided in 6.28.3 of that standard. Table H.7 of this standard lists the specific content
items and, where appropriate, references the clause of this standard that requires the same information.

Table H.7—Coverage of specific test procedure requirements by

this standard

IEEE/EIA Std 12207.1-1997 [B22]
specific content

Corresponding subclauses of
IEEE Std 829-2008

a) Generic procedure information

See Table H.5

b) Identification of test author

10.1.1 Date of issue, issuing organization, author, approvals, and status
11.1.1 Date of issue, issuing organization, author, approvals, and status
12.1.1 Date of issue, issuing organization, author, approvals, and status

¢) Identification of test configuration

11.2.5 Environmental needs

d) Test objectives,

11.2.2 Objective

test requirements...

10.2.1 Features to be tested

and test rationale

10.2.2 Approach refinements

e) Test preparations (hardware,
software, other) for each test

11.2.5 Environmental needs
11.2.6 Special procedural requirements

f) Test descriptions

11.2.2 Objective

(i) Test identifier

11.2.1 Test case identifier

(i1) Requirements addressed

10.2.1 Features to be tested

(iii) Prerequisite conditions

11.2.6 Special procedural requirements
11.2.7 Intercase dependencies

(iv) Test input

11.2.3 Inputs

(v) Expected test results

11.2.4 Outcome(s)

(vi) Criteria for evaluating results

10.2.4 Feature pass/fail criteria
11.2.4 Outcome(s)

(vii) Instructions for conducting
procedure

12.2.2 Ordered description of the steps to be taken to execute the
test cases

g) Requirements traceability

10.2.1 Features to be tested

h) Rationale for decisions

10.2.2 Approach refinements
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H.4.4 Compliance with life cycle data objectives

In addition to the content requirements, life cycle data are to be managed in accordance with the
objectives provided in Annex H of IEEE/EIA Std 12207.0-1996 [B21].

NOTE—The information items covered by this standard include plans and provisions for creating software life
cycle data related to the basic type test data in H.4 of IEEE/EIA Std 12207.0-1996. It provides for the following
test data: test strategy and criteria, cases (what to test), procedures (how to carry out tests), test results, and key
decision rationale.

H.4.5 Conclusion

The analysis suggests that any test procedure complying with this standard and the additions shown in
Table H.6 and Table H.7 also complies with the requirements of a test or validation procedure in
IEEE/EIA Std 12207.1-1997 [B22]. In addition, to comply with IEEE/EIA Std 12207.1-1997, a test
procedure supports the life cycle data objectives in Annex H of IEEE/EIA Std 12207.0-1996 [B21].

H.5 Document Compliance Test report

This clause provides details bearing on a claim that a test report complying with this standard would
also achieve document compliance with the test report described in IEEE/EIA Std 12207.1-1997
[B22]. The requirements for document compliance are summarized in a single row of Table 1 of
IEEE/EIA Std 12207.1-1997. That row is reproduced in Table H.8 of this standard.

Table H.8—Summary of requirements for a test report excerpted from
Table 1 of IEEE/EIA Std 12207.1-1997 [B22]

Information item IEEE/EIA 12207.0- Kind of IEEE/EIA References
1996 [B21] subclauses documentation 12207.1-1997 [B22]
subclause
Test or validation | 5.3.7.2,5.3.8.2,5.3.9.1, | Report 6.29 IEEE Std 829-2008
results report 5.3.10.1,5.3.11.1, EIA/IEEE J-STD-
5.3.13.1,6.5 016-1995, H.2.2
[B1]
ISO/IEC
12119:1994 [B25]

The requirements for document compliance are discussed in the following subclauses:

— H.5.1 discusses compliance with the information requirements noted in column 2 of
Table H.8 as prescribed by 5.3.7.2, 5.3.8.2, 5.3.9.1, 5.3.10.1, 5.3.11.1, 5.3.13.1, and 6.5 of
IEEE/EIA Std 12207.0-1996 [B21].

— H.5.2 discusses compliance with the generic content guideline (the kind of document)
noted in column 3 of Table H.8 as a report. The generic content guidelines for a report
appear in 5.5 of IEEE/EIA Std 12207.1-1997 [B22].

—  H.5.3 discusses compliance with the specific requirements for a test report noted in column
4 of Table H.8 as prescribed by 6.29 of IEEE/EIA Std 12207.1-1997 [B22].

— H.5.4 discusses compliance with the life cycle data objectives of Annex H of
IEEE/EIA Std 12207.0-1996 [B21] as described in 4.2 of IEEE/EIA Std 12207.1-1997
[B22].
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H.5.1 Compliance with information requirements of IEEE/EIA Std 12207.0-1996 [B21]

The information requirements for a test report are those prescribed by 5.3.7.2, 5.3.8.2, 5.3.8.5, 5.3.9.1,
5.3.10.1, 5.3.11.1, 5.3.13.1, and 6.5 of IEEE/EIA Std 12207.0-1996. The requirements are
substantively identical to those considered in H.5.3 of this standard.

H.5.2 Compliance with generic content guidelines of IEEE/EIA Std 12207.1-1997 [B22]

The generic content guidelines for a report in IEEE/EIA Std 12207.1-1997 are prescribed by 5.5 of
IEEE/EIA Std 12207.1-1997. A complying report achieves the purpose stated in 5.5.1 and includes the
information listed in 5.5.2 of that standard.

The purpose of a report is as follows:

IEEE/EIA 12207.1-1997, subclause 5.5.1: Purpose: Describe the results of activities
such as investigations, assessments, and tests.

Any report complying with IEEE/EIA Std 12207.1-1997 satisfies the generic content requirements
provided in 5.5.2 of that standard. Table H.9 of this standard lists the generic content items and, where
appropriate, references the clause of this standard that requires the same information.

Table H.9—Coverage of generic report requirements by
this standard

IEEE/EIA Std 12207.1-1997 [B22] Corresponding subclauses of
generic content IEEE Std 829-2008
a) Date of issue and status 13.1.1 Date of issue, issuing organization, author,

approvals, and status

14.1.1 Date of issue, issuing organization, author,
approvals, and status

15.1.1 Date of issue, issuing organization, author,
approvals, and status

16.1.1 Date of issue, issuing organization, author,
approvals, and status

17.1.1 Date of issue, issuing organization, author,
approvals, and status

b) Scope 13.1.2 Scope

14.1.2 Scope

15.1.2 Scope

16.1.2 Scope

17.1.2 Scope

¢) Issuing organization 13.1.1 Date of issue, issuing organization, author,
approvals, and status

14.1.1 Date of issue, issuing organization, author,
approvals, and status

15.1.1 Date of issue, issuing organization, author,
approvals, and status

16.1.1 Date of issue, issuing organization, author,
approvals, and status
17.1.1 Date of issue, issuing organization, author,
approvals, and status
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IEEE/EIA Std 12207.1-1997 [B22]
generic content

Corresponding subclauses of
IEEE Std 829-2008

d) References

13.1.3 References
14.1.3 References
15.1.3 References
16.1.3 References
17.1.3 References

¢) Approval authority

13.1.1 Date of issue,
approvals, and status

14.1.1 Date of issue,
approvals, and status
15.1.1 Date of issue,
approvals, and status
16.1.1 Date of issue,
approvals, and status

17.1.1 Date of issue,
approvals, and status

issuing organization,

issuing organization,
issuing organization,
issuing organization,

issuing organization,

author,
author,
author,
author,

author,

f) Introduction

13.1 Introduction
14.1 Introduction
15.1 Introduction
16.1 Introduction
17.1 Introduction

g) Context

13.2.1 Description
14.2.3 Context
15.1.2 Scope
16.1.2 Scope
17.1.2 Scope

h) Message

13.2.1 Description
14.2.3 Context
15.1.2 Scope
16.1.2 Scope
17.1.2 Scope

i) Contributors

13.1.1 Date of issue,
approvals, and status

14.1.1 Date of issue,
approvals, and status
15.1.1 Date of issue,
approvals, and status
16.1.1 Date of issue,
approvals, and status

17.1.1 Date of issue,
approvals, and status

issuing organization,

issuing organization,
issuing organization,
issuing organization,

issuing organization,

author,
author,
author,
author,

author,

j) Body

13.2.1 Description

13.2.2 Activity and event entries
14.2.1 Summary

14.2.2 Date anomaly discovered
14.2.3 Context
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IEEE/EIA Std 12207.1-1997 [B22] Corresponding subclauses of
generic content IEEE Std 829-2008

14.2.4 Description of anomaly
14.2.5 Impact
14.2.6 Originator’s assessment of urgency

14.2.7 Description of the corrective action
14.2.8 Status of the anomaly

15.2.1 Test status summary

15.2.2 Changes from plans

15.2.3 Test status metrics

16.2.1 Overview of test results

16.2.2 Detailed test results

16.2.3 Rationale for decisions

17.2.1 Overview of all aggregate test results
17.2.2 Rationale for decisions

k) Conclusions and recommendations 14.2.9 Conclusions and recommendations
15.2.4 Conclusions and recommendations
16.2.4 Conclusions and recommendations
17.2.3 Conclusions and recommendations

1) Bibliography 13.1.3 References

14.1.3 References

15.1.3 References

16.1.3 References

17.1.3 References

m) Glossary 13.3.1 Glossary

15.3.1 Glossary

16.3.1 Glossary

17.3.1 Glossary

n) Change history 14.3.1 Document change procedures and history

15.3.2 Document change procedures and history
16.3.2 Document change procedures and history

17.3.2 Document change procedures and history

H.5.3 Compliance with specific content requirements of IEEE/EIA Std 12207.1-1997
[B22]

The specific content requirements for a test report in IEEE/EIA Std 12207.1-1997 are prescribed by
6.29 of IEEE/EIA Std 12207.1-1997. A complying test report achieves the purpose stated in 6.29.1 and
includes the information listed in 6.29.3 of that standard.
The purpose of the fest report is as follows:
IEEE/EIA 12207.1-1997, subclause 6.29.1: Purpose: Provide a record of the
qualification testing performed on a software item, a software system or subsystem, or

other software-related item. Enable the acquirer to assess the testing and its results.

A test report complying with IEEE/EIA Std 12207.1-1997 satisfies the specific content requirements
provided in 6.29.3 of that standard. Table H.10 of this standard lists the specific content items and,
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where appropriate, references the clause of this standard that requires the same information. The third
column lists information that is to be added in order to comply with the specific content requirements.

Table H.10—Coverage of specific test report requirements by

this standard

IEEE/EIA Std 12207.1-1997 [B22]
specific content

Corresponding subclauses of
IEEE Std 829-2008

Additions to requirements
of
IEEE Std 829-2008

a) Generic report information

See Table H.9.

b) System identification and overview

13.2.1 Description
14.2.3 Context
15.1.2 Scope
16.1.2 Scope
17.1.2 Scope

¢) Overview of test results including

14.2.2 Summary
15.2.1 Test status summary
16.2.1 Overview of test results

17.2.1 Overview of aggregate test
results

¢) (i) Overall assessment of the software
tested

17.2.3 Conclusions and

recommendations

¢) (ii) Impact of test environment

16.2.2 Detailed test results

d) Detailed test results including
(i) Test identifier

16.2.2 Detailed test results

d) (i) Test summary

14.2.2 Summary
15.2.1 Test status summary
16.2.1 Overview of test results

17.2.1 Overview of aggregate test
results

d) (iii) Problems encountered

13.2.2.4 Anomalous events
14.2.4 Description of the anomaly

d) (iv) Deviations from test cases/

13.2.3. Environmental information

procedures 13.2.2.4 Anomalous events
16.2.2 Detailed test results
¢) Test log 13 Level test log

f) Rationale for decisions

16.2.3 Rationale for decisions
17.2.2 Rationale for decisions

H.5.4 Compliance with life cycle data objectives

In addition to the content requirements, life cycle data are to be managed in accordance with the
objectives provided in Annex H of IEEE/EIA Std 12207.0-1996 [B21].

NOTE—The information items covered by this standard include plans and provisions for creating software life
cycle data related to the basic type test data in H.4 of IEEE/EIA Std 12207.0-1996. It provides for the following
test data: test strategy and criteria, cases (what to test), procedures (how to carry out tests), test results, and key

decision rationale.
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H.5.5 Conclusion

The analysis suggests that any test report complying with this standard and the additions shown in
Table H.9 and Table H.10 also complies with the requirements of a test or validation report in
IEEE/EIA Std 12207.1-1997 [B22]. In addition, to comply with IEEE/EIA Std 12207.1-1997, a test
report supports the life cycle data objectives in Annex H of IEEE/EIA Std 12207.0-1996 [B21].
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