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SRR AA

S 1. BEEERHALAP:

TG pc WTTRRAANE Z184E, XAk, FAEH Android
LRGN RS2 s AT AR . B FHLERSE pe R TEL N34T I
%Rz, IXFEE wireshark B EAT AL,

win7 R4t T A MR 55 o4 R 50 B 9 Rz AU AP BE AR T L R &%
BoE AT

#Vitual_Wifi_setup.bat

netsh wlan set hostednetwork mode=allow ssid="HappyBoy" key="******
#IE GUI AL T, B IELEAT A SEA P 45 1 e 3k = 2512 R 40 AP,

netsh wlan start hostednetwork

netsh wlan show hostednetwork

B TFHLEEN G, 7T LLE 2 Number of clients N 1.

C:\Users\hao>netsh wlan show hostednetwork

Hosted network settings

: Allowed
SSID name : “HappyBoy"
Max number of clients : 168
Authentication : WPA2-Personal
Cipher : CCMP

network status

Status : Started

BSSID : 78:f1:a1:8d:d6:31

Radio type : 802.11n

Channel 6

Number of clients t 1
BA:08:ca:50:08:93 Authenticated

C: \Users\hao>

FTH wireshark, BEBE R OFIR P ELHER AP T CINED . FHEEAN
Ja, ¥ UE app, ATEITFEEINE, FLEEIRIGEBIEE T .

Interface List

f Live list of the capture interfaces
{counts incoming packets)

Start
- 2

hoose one or more interfaces to capture from, then Start

r;' Realtek PCle FE Family Controller: \Device\NPF_{DA2ABASB-6E7A-44BF-B63C-
£ Microsoft: \Device\NPFJ6A7C1220-BECC-4C8F-BQDD-BSA3880118A0}
g?' | Microsoft: \Device\NPF_{73AAB382-D5DC-4794-AF80-BB6FB4B5C6B5}

I »
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BB 2. s B ERIESE:

No.  Time Source Destination Protocol Length Info
12013-03-31 10:07:40.192.168.137.87 192.168.137.1 DNS 78 standard query Oxad7e A long.weixin.gqq.com
2 2013-03-31 10:07:41.192.168.137.1 Broadcast ARP 42 who has 192.168.137.87? Tell 192.168.137.1
3 2013-03-31 10:07:41.192.168.137.87 192.168.137.1 ARP 42 192.168.137.87 is at 00:08:ca:50:08:93
4 2013-03-31 10:07:41.192.168.137.1 192.168.137.87 DNS 330 standard query response Oxad7e A 120.204.201.154 A 120.204.20
5 2013-03-31 10:07:41.192.168.137.87 Jong.weixin.qq.com TCP 74 36650 > 8080 [SYN] Seq=0 win=5840 Len=0 MSS=1460 SACK_PERM=1 T
6 2013-03-31 10:07:41. Tong.weixin.qq.com 192.168.137.87 TCP 74 8080 > 36650 [SYN, ACK] Seq=0 Ack=1 Win=2856 Len=0 MS5=1440 sA
7 2013-03-31 10:07:41.192.168.137.87 Tong.weixin.qq.com TCP 66 36650 > 8080 [ACK] seq=1 Ack=1 Win=5856 Len=0 Tsval=3239584 Ts
8 2013-03-31 10:07:41.192.168.137.87 long.weixin.qq.com TCP 82 [TCP segment of a reassembled PDU]
9 2013-03-31 10:07:41. Tong.weixin.qq.com 192.168.137.87 TCP 66 8080 > 36650 [ACK] Seq=1 Ack=17 Win=2840 Len=0 Tsval=164159243
10 2013-03-31 10:07:41. Tong.weixin.qq.com 192.168.137.87 TCP 84 [TCP segment of a reassembled PDU]
11 2013-03-31 10:07:41.192.168.137.87 Jong.weixin.qq.com TCP 66 36650 > 8080 [ACK] Seq=17 Ack=19 Win=5856 Len=0 TSval=3239604
12 2013-03-31 10:07:41.192.168.137.87 Tong.weixin.qq.com HTTP 692 Continuation or non-HTTP traffic
13 2013-03-31 10:07:41. Tong.weixin.qq.com 192.168.137.87 TCP 66 8080 > 36650 [ACK] Seq=19 Ack=643 win=2856 Len=0 Tsval=1641592
14 2013-03-31 10:07:41. long.weixin.qq.com 192.168.137.87 HTTP 1066 Continuation or non-HTTP traffic
15 2013-03-31 10:07:41.192.168.137.87 long.weixin.qq.com TCP 66 36650 > 8080 [ACK] seq=0643 Ack=1019 win=7840 Len=0 Tsval=32396
16 2013-03-31 10:07:41.192.168.137.87 long.weixin.qg.com HTTP 297 Continuation or non-HTTP traffic
17 2013-03-31 10:07:41. Tong.weixin.qq.com 192.168.137.87 TCP 66 8080 > 36650 [ACK] Seq=1019 Ack=874 Win=2856 Len=0 TSval=16415
18 2013-03-31 10:07:42. long.weixin.qq.com 192.168.137.87 HTTP 314 Continuation or non-HTTP traffic
19 2013-03-31 10:07:42.192.168.137.87 Jong.weixin.qq.com TCP 66 36650 > 8080 [ACK] Seq=874 Ack=1267 Win=9856 Len=0 TSval=32396
20 2013-03-31 10:07:42. no-data 192.168.137.87 TCP 54 80 > 54318 [FIN, ACK] Seg=1 Ack=l Win=54 Len=0

21 2013-03-31 =07:42. - - - — 54 54318 > 80 [ACK] Seq=l Ack=2 win=283 Len=0

FTHAE 2 P o, U5 46 5 5%, 7T LA 2FHLBL 2 1 1P 4 192.168.137.87,
AP lﬁ,mﬁ’a IP >y 192.168.137.1
BB RN, USRS R S A S RS, N
Iong.weixin.qq.com H1P Mtk
B AEE S ARP HiLEAAAT, AP uh AR 4T HE, ] 192.168.137.87 X
N MAC Hiudik
*k*@ﬁz%}% IE ARP N2, FHLEUF AP vk A H C /) MAC Hbiik;
VRS 25— DNS Bl IINE, Kz EdE R, "G 2

Frame 4: 330 bytes on wire (2640 bits), 330 bytes captured (2640 bits) on interface 0
Ethernet II, Src: 192.168.137.1 (70:fl:al:8d:d6:31), Dst: 192.168.137.87 (00:08:ca:50:08:93)
Internet Protocol version 4, src: 192.168.137.1 (192.168.137.1), Dst: 192.168.137.87 (192.168.1
User Datagram Protocol, Src Port: 53 (53), Dst Port: 453358 (45358)
Domain Name System (response)

Request In: 1

[Time: 0.111916000 seconds]

Transaction ID: Oxad7e
@ Flags: Ox8180 standard query response, No error

Questions: 1

Answer RRs: 13

Authority RRs: 2

Additional RRs: O

DEEEBE

B Queries
= long.weixin.qgg.com: Type A, class IN
[ Answers
# long.weixin.qq.com: type A, class IN, addr 120.204.201.154
|u||g.ﬂ|x|||.qq.&_um. L)"l.m A, Lidas LN, aulul LoU LU JULLLUS
& long.weixin.gq.com: type A, class IN, addr 120.204.201.164
# long.weixin.qq.com: type A, class IN, addr 120.204.201.165
# long.weixin.qq.com: type A, class IN, addr 120,204.201.166
# long.weixin.qq.com: type A, class IN, addr 117.135.130.152
# long.weixin.qq.com: type A, class IN, addr 117.135.130.153
# long.weixin.qgq.com: type A, class IN, addr 117.135.130.154
# long.weixin.qg.com: type A, class IN, addr 117.135.130.155
# long.weixin.qq.com: type A, class IN, addr 117.135.130.179
# long.weixin.qgq.com: type A, class IN, addr 117.135.130.186
# long.weixin.qq.com: type A, class IN, addr 117.135.130.187
# long.weixin.qgq.com: type A, class IN, addr 120.204.201.151

E Authoritative nameservers
# weixin.qgqg.com: type N5, class IN, ns ns-edul.qgg.com
# weixin.gg.com: type NS, class IN, ns ns-edu2.gq.com

AT LAE 3, %i’j?ﬂﬁ,ﬁ{éiﬁi% long.weixin.qg.com L MRS # IPe TR
TCP (B S I AL R, MUSZE I IRiESE T IP 4 120.204.201.154 F EHL3EATHdE
fR1%,
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ST 3. A E R EEY R E

SJoAETESL TCP EHE: 55 5 25 7 BAE & TCP I =IRIETF

72013-03-31 10:07:41,4192,168.137.87  120.204.2001.1%4  TCP 66 36650 > 8080 [ACK] Seq=1 Ack=1 Win=5856 Len=0 T5val=3239584 Tsecr=1641592389

TR ) RS A R IERR SN SYN HIERE R, BB AR Seq=0;

TCP 66 36650 = B080 [ACK SEg=1 Ack=1 Win=5856 Len=0 Tsval=3239584 Tsecr=1641592389

WRITER G, RS R P Ui Ri%E T A SYN Fl ACK RN Z:, RIEF
5 Seq=0, WHINFST ACK=1; FZ K, &I uim RS s KIEHIANE, Seq=1,
ACK=1. EFEE 5T

7 2013-03-31

.+192.168.137.87 120.204.201.154 TCP 66 36650 > 8080 [ACK] Seq=1 Ack=1 win=5856 Len=0 Tsval=3239584 Tsecr=1641592389

8 2013-03-31 - .137.87 120.204.201.154 TCP 82 [Tcp segment of a reassembled pDU]

9 2013-03-31 10:07:41.'120.204.201.154 192.168.137.87 TCP 66 8080 > 36650 [ACK] Seq=1 Ack=17 win=2840 Len=0 Tsval=1641592439 Tsecr=3239584
10 2013-03-31 10:07:41.!120.204.201.154 192.168.137.87 TCP 84 [Tcp segment of a reassembled pDU]
11 2013-03-31 10:07:41.4192.168.137.87 120.204.201.154 TCP 66 36650 > 8080 [ACK] Seq=17 Ack=19 Win=5856 Len=0 TSval=3239604 TSecr=1641592440
12 2013-03-31 10:07:41.¢192.168.137.87 120.204.201.154 HTTP 692 continuation or non-HTTP Traffic
13 2013-03-31 g . B . . 192.168. . 66 8080 > 36650 [ACK] Seq=19 Ack=643 Win=2856 Len=0 TSval=1641592486 TSecr=3239608
14 2013-03-31 10:07:41.1120.204.201.154 192.168.137.87 HTTP 1066 continuation or non-HTTP traffic
15 2013-03-31 10:07:41.1192.168.137.87 120.204.201.154 TCP 66 36650 > 8080 [ACK] Seq=643 Ack=1019 Win=7840 Len=0 T5val=3239629 TSecr=1641592506
16 2013-03-31 10:07:41.¢192.168.137.87 120.204.201.154 HTTP 297 continuation or non-HTTP traffic

013-03-31 .154 192.168.137. 87 TCP 66 8080 > 36650 [ACK] Seq=1019 Ack=874 Win=2856 Len=0 T5val=1641592553 TSecr=3239635

17 2

1

CONT1NUAT10N OF MON-HTTP Traific

33168157, 8 HITP 313 Tr

9 -(192.168. .8 . 204,201, 66 36650 > 8080 [ACK] Seq=8 Ack=12067 wWin=9856 Len=0 T5val=3239650 TSecr=1641592568
20 2013-03-31 10:07:42.2125.39.223.218 192.168.137.87 TCP 54 80 > 54318 [FIN, ACK] Seg=1 Ack=1 win=54 Len=0
21 2013-03-31 10:07:42.7192.168.137.87 125.39.223.218 TCP 54 54318 > 80 [ACK] Seq=1 Ack=2 Win=283 Len=0

55 8 B 19 WHEIE % b MRk 55 #% BT ) HTTP SO FLAR 3% | — Ly
i o

55 18 A2 HTTP Bdlifu, BRIA/ANA 314 7747, Hrhf B Ky 248
T, BRREAT AT, RYEEE Ok e, N EETR:
Frame 18: 314 bytes on wire (2512 bits), 314 bytes captured (2512 bits) on interface 0
Ethernet II, Src: LiteonTe_8d:d6:31 (70:fl:al:8d:d6:31), Dst: TwinhanT_50:08:93 (00:08:ca:50:08:93)
Internet Protocol Version 4, Src: 120.204.201.154 (120.204.201.154), Dst: 192.168.137.87 (192.168.137.87)
Transmission Control Protocol, Src Port: BOBO (8080), Dst Port: 36650 (36650), seq: 1019, Ack: B74, Len: 248
E Hypertext Transfer Protocol

E Data (248 bytes)

Data: 000000f8001000013b9%aca7900000016be810121fedan0oo. ..
[Length: 248]

0000 00 08 ca 50 08 93 70 f1 al &d
0010 01 2c 82 e5 00 00 31 06 79 80
0020 89 57 1f 90 &F 2a [AUELEEEREL
0030 05 94 42 9e 00 00 01 01 08 Oa
0040 6Ge d3 00 00 00 £8 00 10 00 01
0050 00 16 be 81 01 21 fe da 00 00
0060 01 be 02 04 a5 77 7b 81 03 02
0070 00 00 05 06 00 00 00 00 00 00
0080 36 64 33 61 32 37 31 33 33 39
0090 08 02 01 00 09 02 05 00 Oa 04
00a0 77 00 00 00 Oc BO O1 4d 95 46
00b0 a3 Of 1b 00 18 d7 54 45 cc be
00c0 a7 37 bb 57 9d e9 dd 67 Ob d7
00d0 2e 40 96 9f do 2d 06 7d 34 df
00e0 2c 21 da fd dl 9b 98 c7 64 5¢
00f0 c4 b4 40 e4 21 5a 0d b0 07 6d
0100 fe 4e 42 a6 3b 97 ee f1 79 1b
0110 85 95 c5 ef b0 B4 97 66 4a ad

0120 72 d8 70 8c 29 cC 57 0d pQdedd
0130 OF 04 00 00 00 0O 10 01

5520 A1 21 AR B O P& ARIE SE B J , EMLKH A7 FIN R TCP S,
BORMIER:, Buh R A G 21 B8R, EHRH.

19 2013-03-31 10:07:42.(192.168.137.87 120.204.201.154 TCP 66 36650 > B0B0 [ACK] Seq=874 Ack=1267 win=9836 Len=0 Tsval=3239650 1
20 2013-03-31 10:07:42.:125.39.223.218 192.168.137.87 TCP 54 80 > 54318 ACK] seg=1 Ack=1 win=534 Len=0
21 2013-03-31 10:07:42.:192.168.137.87 125.39.223.218 TCP 54 54318 > 80 [ACK] Seg=1 Ack=2 win=283 Len=0
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A & B A

33 2013-04-10 20:57:06 120.204.201.165 192.168.137.205 TCP 66 http-alt > 34135 [ACK] Seq=1234 Ack=974 Win=2740 Len=0 TSval=3072172498 TSecr:
34 2013-04-10 20 .137.205 120.204.201.165 HTTP 378 Continuation or non-HTTP traffic
35 2013-04-10 20 .201.165 192.168.137.205 TCP 66 http-alt > 34135 [ACK] Seq=1234 Ack=1286 Win=2428 Len=0 TSval=3072172566 TSec|
36 2013-04-10 20:57:06 120. 204,201,165 192.168.137.205 HTTP 297 continuation or non-HTTP traffic
37 2013-04-10 20:57:06 192.168.137.205 120.204.201.165 TCP 66 34135 > hrtp-alt [AcK] Seq=1286 Ack=1465 win=11840 Len=0 Tsval=837338 Tsecr=3/
38 2013-04-10 20 21192.168.137.205 120.204.201.165 124 Continuation or non-HTTP traffic

40 2013-04-10 20:57:22 120.204.201.1865 192.168.137. 66 http-alt > 34135 [ACK] Seq=1465 Ack=1344 win=2798 Len=0 Tsval=3072176473 Tsecl
41 2013-04-10 20:57:22 120.204.201.165 . . 78 [TCP window Update] http-alt > 34135 [ACK] seq=1465 Ack=1344 win=2856 Len=0 T

44 2013-04-10 20:57:27 192.168.137. 205 120.204.201.165 124 [TCP segment of a reassembled PDU]

46 2013-04-10 20:57:29120.204.201.165 192.168.137.205 66 http-alt > 34135 [ACK] Seq=1465 Ack=1402 win=2798 Tsval=3072178313 Tsecl
47 2013-04-10 20:57:30192.168.137.205 120.204.201.165 HTTP 378 Continuation or non-HTTP traffic
48 2013-04-10 20 30120.204.201.1865 192.168.137.205 TCP 66 http-alt > 34135 [ACK] Seq=1465 Ack=1714 Win=2486 Len=0 TSval=3072178575 TSecI
49 2013-04-10 20 30120.204.201.185 192.168.137.205 HTTP 297 continuation or non-HTTP traffic
50 2013-04-10 20:57:30 192.168.137.205 120.204.201.165 TCP 66 34135 > hrrp-alt [Ack] seq=1714 Ack=1696 win=13856 Len=0 Tsval=839746 Tsecr=3/

5539 . RUKHISS 38 LB IORAIA N, BN JE, JHaGHA%;
542 1 5 38 WHEEUIRIRIN S, SCGHIR, EAE IR
943 . ZTYRE| 1A 38 WAWE N

BB 4. BE-HMEfA
H wireshark $IVELS 2140 4

No.  Time Source
1 2013-04-02 14:39:05. 574560000 query Oxe -om
2 2013-04-02 14:39:05. 583861000 9 5 TY T TRAr query R .
3 2013-04-02 14 05. 588680000 192.168.137.190 211.151.71.89 TCP 74 51279 > http [SYN] Seq=0 win=5840 Len=0 MS5=1460 SACK_PERM=1 TSval=45
4 2013-04-02 14:39:05. 595732000 211.151.71.89 192.168.137.190 TCP 78 http > 51279 [SYN, ACK] Seq=0 Ack=1 Win=4380 Len=0 MS5=1460 WS=1 TSva
5 2013-04-02 14:39:05. 597802000 192.168.137.190 211.151.71.89 TCP 66 51279 > http [ACK] Seq=1 Ack=1 Win=5856 Len=0 Tsval=454321 Tsecr=2077
6 2013-04-02 14:39:05. 601591000 192.168.137.190 211.151.71.89 TCP 313 [TCP segment of a reassembled PDU]
7 2013-04-02 14:39:05.714638000 211.151.71.89 192.168.137.190 TCP 66 http > 51279 [ACK] Seq=1 Ack=248 Win=4627 Len=0 Tsval=2077525974 Tsec
8 2013-04-02 14:39:05.732080000 192.168.137.190 211.151.71.89 HTTP/XML 715 POST /mas/r HTTP/1.1
9 2013-04-02 - 847726000 211.151.71.89 192.168.137.190 TP 262 [TcP segment of a reassembled PDU]
10 2013-04-02 - 851640000 192.168.137.190 211.151.71.89 TCP 66 51279 > http [ACK] Seq=897 Ack=197 Win=6912 Len=0 TSval=454346 TSecr=
11 2013-04-02 - 856134000 211.151.71.89 192.168.137.190 HTTP/XML 71 HTTP/1.1 200 OK
12 2013-04-02 - 859139000 192.168.137.190 211.151.71.89 TCP 66 51279 > http [ACK] Seq=897 Ack=202 Win=6912 Len=0 TSval=454347 TSecr=
14 2013-04-02 -426162000 192.168.137.190 112. 64.200. 240 TCP 74 56283 > http [SYN] Seq=0 Win=5840 Len=0 MS5=1460 SACK_PERM=1 TSval=45
15 2013-04-02 -499873000 192.168.137.190 112. 64. 200. 240 TCP 74 35850 > http [SYN] Seq=0 Win=5840 Len=0 MSS5=1460 SACK_PERM=1 TSval=45
16 2013-04-02 . 509704000 112.64.200.240 192.168.137.190 TCP 74 http > 56283 [SYN, ACK] Seq=0 Ack=1 Win=2856 Len=0 MSS=1440 SACK_PERM
17 2013-04-02 - 518105000 192.168.137.190 112. 64.200. 240 TP 66 56283 > http [ACK] Seq=1 Ack=1 Win=5856 Len=0 TSval=454512 TSecr=1758
18 2013-04-02 . 538889000 112.64.200. 240 192.168.137.190 TCP 74 http > 35850 [SYN, ACK] Seq=0 Ack=1 Win=2856 Len=0 MSS=1440 SACK_PERM
19 2013-04-02 - 547267000 192.168.137.190 112. 64.200.240 TCP 66 35850 > http [ACK] Seq=1 Ack=1 Win=5856 Len=0 TSval=454516 TSecr=2474
20 2013-04-02 - 576935000 192.168.137.190 112. 64. 200. 240 HTTP/DL 808 unknown (Oxbe)
21 2013-04-02 14:39:07.609339000 112.64.200.240 192.168.137.190 TCP 66 http > 56283 [ACK] Seq=1 Ack=743 Win=2114 Len=0 TSval=175849650 TSecr

B 55 DNS fiftfr, feItas AR, WTLUE $

Ethernet II, src: LiteonTe_8d:d6:31 (70:f1:al1:8d:d6:31), Dst: TwinhanT_50:08:93 (00:08:«
Internet Protocol Version 4, Src: 192.168.137.1 (192.168.137.1), Dst: 192.168.137.190 (C
[ User Datagram Protocol, Src Port: domain (53), Dst Port: 58449 (58449)
= Domain Name System (response)
Request In: 1
[Time: 0.009301000 seconds]
Transaction ID: 0xe782
# Flags: 0x8180 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 2
Additional RRs: 2
B Queries

= Answers
cfmapi.mapabc. com:ftype A, class InJ addr 211.151.71.89 |
Name: mapl.mapabc. com

Type: A (Host address)
Class: IN (0Ox0001)
Time to Tive: 42 minutes, 35 seconds
Data Tength: 4
Addr: 211.151.71.89 (211.151.71.89)
2 Authoritative nameservers
# mapabc.com: type N5, class IN, ns ns2.mapabc.com.cn
# mapabc.com: type N5, class IN, ns nsl.mapabc.com.cn
B additional records
nsl.mapabc. com.cn: type A, class IN, addr 58.68.234.111
# ns2.mapabc. com.cn: type A, class IN, addr 211.151.71.115
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DNS N 2ZFiR [8] 1 1544 mapi.mapabc.com Y IP: 211 151.71.89

mapabc.com At B BRBHEA PR A m R, A& — K30 T B b
qzﬁlﬂﬁEﬂ%ﬂ*ﬁ?@iLEiﬂﬁﬁlEﬁliﬁ%r]$k¢¥f§7kﬂﬁél/\_] B A, CfF
e b 1) app)

BE J5 I LA, 2% i A IR 25 s [ AH B A HR A5 2

WX P RIS 0 T A6 5

EaABRTEMIPEREE: | 211.151.71.89 & i
IPith: 211.151.71.89[k = i G B ERARP.LERASIDAGNE]

ATULVE B, 5 2 i b 5 A5 RS R RA A E IR 5 &b, 2% i K
AL PRI B N RIS, RS54 U F M S 8l o 58, 49 2067 T B A i F P 28l
ReN e 41%% ) i o

B 3E I ---F PSR TR

Mo. Time  Source Destinatio Protocol  Length Info

133 2013 04-02 14:30:42. 584204000 192 168.137.100 120, 204 201.160 IcP 66 55623 > htrp [AcK] 5eg=289 Ack=3765 win=14432 Len=0 Tsval-458019 Tsec

134 2013-04-02 14:39:42.647455000 192.168.137.190 120.204.201.160 HTTP 352 GET /mmhead/cxNcSymQmvtz4iasNNdIBAUIXPaEzazAS0akhKaGUvk /96 HTTP/1.1]
=04 - 130142, 204,201 T62.168.137. TP T266 [TCP segment Of a reassembled PDU

136 2013-04-02 14:39:42. 691427000 120.204.201.160 192.168.137.190 HTTP 1276 HTTP/1.1 200 OK (JPEG JFIF image)

137 2013-04-02 14:39:42. 953008000 192.168.137.190 120.204.201.160 TP 66 55623 > http [ACK] 5eq=575 Ack=5165 Win=17344 Len=0 TSval=458056 Tsec

138 2013-04-02 14:39:43.199976000 192.168.137.190 120.204.201.160 TP 66 55623 > http [acKk] Seq=575 Ack=6475 win=20128 Len=0 Tsval=458081 Tsec

139 2013-04-02 14:39:43. 253348000 192.168.137.190 120.204.201.160 HTTP 364 GET /mmhead/Q3auHgzwzM7fkIYCQEUNXKDhTLkMWdZ31cuz1BIp2xa9ibDNSsdKSL7W/

140 2013-04-02 14:39:43.297221000 120.204.201.160 192.168.137.190 TCP 1466 [TCP segment of a reassembled PDU]

141 2013-04-02 14:39:43. 297682000 120.204.201.160 192.168.137.190 HTTR 462 HTTP/1.1 200 OK (JPEG IFIF image)

142 2013-04-02 14:39:43. 811505000 192.168.137.190 120.204.201.160 TCP 66 55623 > http [AcK] 5eq=873 Ack=7875 win=23040 Len=0 Tsval-458142 Tsec

143 2013-04-02 14:39:44.155804000 192.168.137.190 120.204.201.160 TP 66 55623 > http [ACK] 5eq=873 Ack=8271 Win=25824 Len=0 TSval=438176 TSec

2 N N 3
55134 f: HTTP [ GET ifR, JETFiZA:
# Frame 134: 352 bytes on wire (2816 bits), 352 bytes captured (2816 bits) on interface 0O
# Ethernet II, Src: TwinhanT_50:08:93 (00:08:ca:50:08:93), Dst: LiteonTe_8d:d6:31 (70:f1:al:8d:d6:31)
Internet Protocol version 4, src: 192.168.137.190 (192.168.137.190), Dst: 120.204.201.160 (120.204.201.160)
# Transmission control Protocol, src Port: 55623 (55623), Dst Port: http (BO), Seq: 289, Ack: 3765, Len: 286
Hypertext Transter Protoco

= GET /mmheac cchsmemvtz 135]NN-JBAquPaEzaZASOa KaGUvk,/96 HTTP/1l.1%r\n
e - ™ 5 =

aZA50akhkaGUvk,/96 HTTP/1.1%r%n]
[Message GET fmmheadjcxmcsqumvtz41aSJNNdJBAquPaEzaZASOathaGkaﬁgﬁ HTTP/1.1%\r"n]
[severity level: chat]
[Group: Sequence]
rRequest Method: GET
Request URI: /mmhead/cxNcSymQmvtzdiasjNNdIBAuIxPaEzazAS0akhkacuvk,/96
Request Version: HTTR/1.1
referer: http://weixin.qqg.com/?version=604307714&u1n=2172352421%r\n
User-agent: Dalvik/1.4.0 (Linux; uU; aAndroid 2.3.4; Lenovo 5760 Build/GINGERBREAD)‘\r'n
Host: wx.qglogo. cnirin
Connection: Keep-alive\rn
accept-eEncoding: gzip\rin

Lrn
[Full request URI: http://wx.glogo.cn/mmhead/cxNcsymgmyvtz4iasiNndIBAUIxPAEZa7ZAS0akhKaGuvk /96]
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TG TE N Z A8 HTTP PhisUf&fmdidis o s IR X AR an R, A Wk
Bige, SBRFERI A, FTOF R BT R U . BLETFHL QQ AR
Ui AR B T YA o 1 H A wireshark VB A IS (G845 #2 A HTTP Pk
BAERT, PR A A2 EE 1

19:31 @LVELT O ¢ & BEee 19:32 W0 T
HEE o L TFE

O FipEinar =
3g.baidu.com S * 7
- 0

3gqqg.qq.com | P-4

&

RN )

F #1855 in

$rE  ME aBE

EE QMW e T

SnBEFFIE T HEro AT B8

%] [98 5

[BA#A o6 & h BT aEE]

3911771 EABRASARA

NBA

it 3.
b D i3]

HAARF/ N\ ETEEE

s H

0 © I

25015 BB AR R I

s R RN A AR GE I FE B 2 B ssL nss ki) . 3
s, LhaninREds, sEA EE RS, AR REER A N Gl
RHED

192.168.137.175 192.168.137.1 DNS 78 standard query 0xc368 A Tlong.weixin.gqg.com

192.168.137.1 192.168.137.175 DNS 346 standard query response Oxc368 A 120.204.201.151 A 120.204.201.154 A 1
192.168.137.175 Tong.weixin.qq. com TCP 66 49741 > https [ACK] Seq=1 Ack=1 Win=5856 Len=0 TSval=6559616 TSecr=6391
192.168.137.175 Tong.weixin.qq. com 82 Continuation Data

long.weixin.qgqg. com 192.168.137.175 TCP 66 https > 49741 [ACK] Seg=1 Ack=17 wWin=2840 Len=0 TSval=639155318 TSecr=6

long.weixin.gg. com 192.168.137.175 84 continuation Data

192.168.137.175 Tlong.weixin. gq. com TCP 66 49741 > https [ACK] Seq=17 Ack=19 win=5856 Len=0 Tsval=6559627 Tsecr=63
192.168.137.175 Tlong.weixin. gq. com 692 continuation Data

long.weixin.gg. com 192.168.137.175 TCP 66 https > 49741 [ACK] Seg=19 Ack=643 win=2856 Len=0 TSval=639155363 Tsecr
long.weixin.gg. com 192.168.137.175 1130 continuation Data

192.168.137.175 Tlong.weixin. gq. com TCP 66 49741 > https [ACK] Seq=643 Ack=1083 win=7968 Len=0 Tsval=6559658 Tsecr
192.168.137.1 192.168.137.175 ARP 42 who has 192.168.137.175? Tell 192.168.137.1

192.168.137.173 192.168.137.1 ARP 42 192.168.137.175 is at 00:08:ca:50:08:93

i

ang=u i

WAE A ThRE A AL, LA # 2 HTTP HriX
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35045 A R ThBe e JHaL B AR 5545 -

ONYEIAREISE
map.soso.com
maps.google.com
mapi.mapabc.com

SR LA,

A
T 4 ]
B

e L ]

5050, Ccom

ffo2::1:3 LLMNR 84 standard query 0x30ca A wpad
224.0.0.252 LLMNR 64 standard query 0x30ca A wpad
ffoz2::1:3 LLMNR 84 standard query 0x30ca A wpad
224.0.0.252 LLMNR 64 standard query 0x30ca A wpad
192.168.137.1 DNS 79 standard query O0x820a Afapikey.map.
192.168.137.105 DNS 208 standard query response Ox820a CN
192.168.137.1 DNS 75 standard query 0x0lab Aw
192.168.137.105 DNS 433 standard query response Ox0lab CN
192.168.137.1 DNS 74 standard query 0x5ffd Afp.maj
192.168.137.105 DNS 153 standard gquery response

ffo2::1:3 LLMNR 84 standard query 0x4f94 A wpad
224.0.0.252 LLMNR 64 standard query 0x4f94 A wpad
ffoz2::1:3 LLMNR 84 standard query 0x4f94 A wpad
224.0.0.252 LLMNR 64 standard query 0x4f94 A wpad
ffo2::1:3 LLMNR 84 standard query 0x9e45 A wpad

AME rtt.map.soso.com A 58.251.149.11

joogle. com CNAME maps-chil

A 59.74.42.68

QW= 1 2 - S Vs ], #2%T wx.glogo.cn Al mmsns.qpic.cn ]

23 2013-03-29 20:26:23.(192.168.137.186 wx. glogo. cn HTTR
24 2013-03-29 20:26: 192.168.137.186 TP
25 2013-03-29 20:26: 192.168.137.186 TP
26 2013-03-29 20:26: 92.168.137.186 wx.qlogo. cn TP
27 2013-03-29 20:26:23..wx.qlogo.cn 192.168.137.186 TP
28 2013-03-29 20:26: 92.168.137.186 wx.qlogo. cn TP
29 2013-03-29 20:26:23. wx.qlogo.cn 192.168.137.186 HTTR
30 2013-03-29 20:26:23.:192.168.137.186 wx.qlogo. cn TP
31 2013-03-29 20:26:24.!192.168.137.186 192.168.137.1 DNS
32 2013-03-29 20:26:24.!192.168.137.1 192.168.137.186 DNS
33 2013-03-29 20:26:25.(192.168.137.186 TP
34 2013-03-29 20:26:26.(192.168.137.1 ARP
35 2013-03-29 20:26:26.:192.168.137.186 192.168.137.1 ARP
36 2013-03-29 20:26:28.(192.168.137.186 mmsns. gpic. cn TcP
37 2013-03-29 20:26: msns.gpic.cn 192.168.137.186 TP
38 2013-03-29 20:26: 92.168.137.186 mmsns. gpic. cn TP
39 2013-03-29 20:26:28.:192.168.137.186 mmsns.gpic.cn HTTP

@1?’4(1*

277 GET /mmhead/nTxiad2zLwx1q0g]dXWOTHECVMYZKgZViaAibuGqqaTu94,/96 HTTR/1.1

54 http > 40460 [ACK] Seq=3130 Ack=447 win=7504 Len=0

1466 [TCP segment of a reassembled PDU]

54 40460 > http [ACK] Seq=447 Ack=4542 win=16944 Len=0

1466 [TCP segment of a reassembled PDU]

54 40460 > http [Aack] seq-447 Ack=5954 win-19768 Len-0

359 HTTR/1.1 200 OK (JIPEG JIFIF image)

54 40460 > http [Ack] seq-447 Ack=6259 win-22592 Len-0

73 standard query Ox4dfl A mmsns.gpic.cn

139 standard query response Ox4dfl A 112.65.195.147

74 34946 > http [SYN] Seq=0 Win=5840 Len=0 M55=1460 SACK_PERM=1 T5val=408568 TSecr=0 W5=32

42 who has 192.168.137.1867 Tell 192.168.137.1
42192.168.137.186 is at 00:08:ca:50:08:93

74 34946 > http [syN]
74 http > 34946 [SYN,
66 34946 > http [Ack]

Seq=0 Win=5840 Len=0 M55=1460 SACK_PERM=1 TSval-408869 Tsecr=0 ws=32
ACK] Seq=0 Ack=1 Win=5600 Len=0 M55=1412 SACK_PERM=1 TSval=331001535 T5
seq=1 Ack=1 Win=5856 Len=0 TSval-408876 TSecr=331001535

299 GET /mmsns/mx1G2uou]gkPpaklz]GPVLFSCFOCMLMEEYTThvrpIvziTvZZOkZRQ/150 HTTP/1.1

R R, A PR Iong.weixin.qq.com F1 short.weixin.qq.com

15 2013-04-02 17:22:00.(192.168.137.212 192.168.137.1 DNS 78 standard query Oxd2ef A

16 2013-04-02 17.22:00.«192.155.137.1 192.168.137.212 DNS 346 standard query response 0 /0.187 A 120.204.201.151 A 120.204.201.154 A 12
17 2013-04-02 17:22:00.:192.168.137.212 long.weixin.qq.com TCP 74 40772 > hrtp-alt [syn] saq=o win=5840 Len=0 MS5=1460 SACK_PERM=1 TSval=382690 Tsecr=0 ws=3
18 2013-04-02 17:22:02.:fe80::795e:cf0a:b12fF02::1:2 DHCPV6 148 Solicit XID: 0x7068d0 CID: 0001000118257f37c80aadb8dfcc

19 2013-04-02 17:22:03.:102.168.137.212 Tong. weixin.qggq.com TCP 74 40772 > http-alt [SYN] Seq=0 Win=5840 Len=0 M55=1460 SACK_PERM=1 T5val=382090 TSecr=0 Ws=3
20 2013-04-02 17:22:03.(long. weixin.qg.com 192.168.137.212 TCP 74 hrtp-alt > 40772 [SYN, ACK] Seq=0 Ack=1 Win=2856 Len=0 M55=1440 SACK_PERM=1 Tsval=32339485
21 2013-04-02 17:22:04.(192.168.137.212 TCP 66 40772 > http-alt [ACK] Seq=1 Ack=1 Win=5856 Len=0 TSval=383059 TSecr=32339485

22 2013-04-02 17:22:04.(192.168.137.212 TP 82 [TCP segment of a reassembled PDU]

23 2013-04-02 17:22: ong. weixin.qq.com TCP 66 http-alt > 40772 [ACK] Seq=1 Ack=17 Win=2840 Len=0 TSval=32339566 TSecr=383060

24 2013-04-02 17:22: Tong. weixin.qgq.com 192.168.137.212 TCP 84 [TCp segment of a reassembled PDU]

25 2013-04-02 17:22:04.1192.168.137.212 long. weixin.qg.com TCP 66 40772 > http-alt [ACK] Seq=17 Ack=19 Win=5856 Len=0 TSval=383065 TSecr=32339566

26 2013-04-02 17:22: 92.168.137.212 Tong. weixin.gg.com HTTP 692 continuation or non-HTTP traffic

27 2013-04-02 17:22:04..1ong. weixin.qq. com 192.168.137.212 TP 66 http-alt > 40772 [ACK] Seq=19 Ack=643 Win=2856 Len=0 TSval=32339597 Tsecr=383069

28 2013-04-02 17:22:04.1long. weixin.qq.com 192.168.137.212 HTTP 922 continuation or non-HTTP traffic

29 2013-04-02 17:22:04.:192.168.137.212 Tong. weixin.qq.com TCP 66 40772 > http-alt [ACK] Seq=643 Ack=875 Win=7552 Len=0 TSval=383087 TSecr=32339621

30 2013-04-02 17:22:04.:192.168.137.212 192.168.137.1 DNS 79 standard query Oxeaf8 A

31 2013-04-02 17:22:04.:192.168.137.1 192.168.137.212 DNS 171 standard query response 40 A 112.64.237.186

32 2013-04-02 17:22:04.:192.168.137.212 Tong.weixin.qg.com HTTP 281 Continuation or non-HTTP traffic

33 2013-04-02 17:22:04.'long.weixin.qq.com 192.168.137.212 TCP 66 http-alt > 40772 [ACK] Seq=875 Ack=858 win-2856 Len-0 Tsval-32339660 Tsecr=383096

34 2013-04-02 17:22:04.!192.168.137.212 short.weixin.qq.com TCP 74 52819 > http [SYN] Seq=0 Win=5840 Len=0 MSS5=1460 SACK_PERM=1 TSval=383103 TSecr=0 Ws=32

35 2013-04-02 17:22:04.!long.weixin.qq.com 192.168.137.212 HTTP 281 continuation or non-HTTP traffic

36 2013-04-02 17:22:04.¢short.weixin.qgq. con192.168.137.212 TCP 74 http > 52819 [SYN, ACK] Seq=0 Ack=l Win=2856 Len=0 MSS=1440 SACK_PERM=1 TSval=2477200195 T
37 2013-04-02 17:22:04.1192.168.137.212 short.weixin.gq.com TCP 66 52819 > http [ACK] Seg=1 Ack=1 Win=53856 Len=0 TSval=383128 TSecr=2477200195

38 2013-04-02 17:22:04.1192.168.137.212 Tong.weixin.qq.com TCP 66 40772 > http-alt [ACK] 5eq=858 Ack=1090 wWin-9280 Len=0 Tsval-383128 TSecr=32339672

39 2013-04-02 17:22:04.1192.168.137.212 short.weixin.qq.com HTTP/DL 505 unknown (Oxbe)

40 2013-04-02 17:22:04.1LiteonTe_8d:d6:31 TwinhanT_5 42 who has 192.168.137.2127 Tell 192.168.137.1

41 2013-04-02 17:22:04.1TwinhanT_50:08:93 LiteonTe_8d: ARP 42 192.168.137.212 i5 at 00:08:ca:50:08:93

42 2013-04-02 17:22:04.1short.weixin.qgg. con192.168.137. 212 TCP 66 http > 52819 [ACK] seq=1 Ack=440 win=2416 Len=0 Tsval=2477200263 Tsecr=383130

43 2013-04-02 17:22:04. (short.weixin. qq. con192.168.137.212 HTTP/DL 505 unknown (Oxbe)

44 2013-04-02 17:22:04.1192.168.137.212 CP B6 52819 > http [ACK] Seq=440 Ack=440 Win=6912 Len=0 TSval=383138 TSecr=2477200268

45 2013-04-02 17:22:04.1192.168.137.212 cp 66 52819 > http [FIN, ACK] 5eq=440 Ack=440 Win-6912 Len=0 Tsval-383141 TSecr=2477200268

46 2013-04-02 17:22:04.¢short.weixin.qq. con cp 66 http > 52819 [FIN, ACK] 5eq=440 Ack=441 Win=2856 Len=0 T5val=2477200289 Tsecr=383141

47 2013-04-02 17:22:05.(192.168.137.212 short.weixin.gg.com Tcp 66 52819 > http [ACK] Seq=441 Ack=441 win=6912 Len=0 TSval=383152 Tsecr=2477200289

48 2013-04-02 17:22:05.¢192.168.137.212 short.weixin.qq.com TCP 74 52689 > http [SYN] Seq=0 Win=5840 Len=0 MSS=1460 SACK_PERM=1 TSval=383212 TSecr=0 Ws=32

short.weixin.qq.com & HTTP ¥ &

tep FLIERL,
At API:
FH P 8 S 5IE,;

iz47 8080 port, http body & itk
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AREUH R
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[1]) =04 http://blog.sina.com.cn/s/blog 5f92b32f0101bi3w.html

[2) BUZEHIFFFT http://blog.csdn.net/chief1985/article/details/7902016

[3) WUEHIEFIE (=) http://blog.csdn.net/chief1985/article/details/7905540

[4) BASEEM (%) http://www.cnblogs.com/SuperX)/archive/2012/05/29/2523411.html

(5] WuE s F A a2 2 IR AR 40y
http://tech.sina.com.cn/i/csj/2013-04-16/09368244003.shtml?bsh bid=219839275

(6] TCP il —LEmss (—)
http://www.cnblogs.com/geekma/archive/2012/10/23/2735944.html

[7) TCP JLNFEEE X http://blog.sina.com.cn/s/blog 566c7d770101e707.html

(8] TCP JfZE L FE fai
http://hi.baidu.com/ncfjlwdvuwbgpud/item/4059b4ec69e865fbe 0a5d485

[9] Wireshark B:AN-A %3] TCP = XiEF
http://www.cnblogs.com/TankXiao/archive/2012/10/10/2711777.html#othertool

[10]) Wireshark szHiidjERiAR
http://blog.163.com/szy8706@yeah/blog/static/62713185201232631413434/

12


http://blog.sina.com.cn/s/blog_5f92b32f0101bi3w.html
http://blog.csdn.net/chief1985/article/details/7902016
http://blog.csdn.net/chief1985/article/details/7905540
http://www.cnblogs.com/SuperXJ/archive/2012/05/29/2523411.html
http://tech.sina.com.cn/i/csj/2013-04-16/09368244003.shtml?bsh_bid=219839275
http://www.cnblogs.com/geekma/archive/2012/10/23/2735944.html
http://blog.sina.com.cn/s/blog_566c7d770101e7o7.html
http://hi.baidu.com/ncfjlwdvuwbgpud/item/4059b4ec69e865fbe0a5d485
http://www.cnblogs.com/TankXiao/archive/2012/10/10/2711777.html#othertool
http://blog.163.com/szy8706@yeah/blog/static/62713185201232631413434/

